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CVE-2013-5560

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACHAUNCNINAC Certain versions of Adaptive Security Appliance Software from Cisco
’ contain the following vulnerability:

The IPv6 implementation in Cisco Adaptive Security Appliance (ASA)
Software 9.1.3 and earlier, when NAT64 or NAT66 is enabled, does not
properly process NAT rules, which allows remote attackers to cause a
denial of service (device reload) via crafted packets, aka Bug ID
CSCue34342.

CVE-2013-5560 has been assigned by ;! psirt@cisco.com to track the vulnerability

CVSS2 Score: 5.4- MEDIUM

Access Access Authentication
Vector Complexity

[HiGH ] (NN |
Confidentiality Integrity Availability
Impact Impact Impact

[NoNE [NoNE |
Description Tags Link

Alert Details - Security Center - Cisco Systems () CONFIRM

tools.cisco.com/security/center/viewAlert.x?
alertld=31716

Cisco Security Notice: Cisco ASA IPv6 NAT Denial of (D) CISCO 20131111 Cisco ASA IPv6 NAT Denial of
Service Vulnerability Service Vulnerability

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE
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cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0:*:*:*:*:*:*:*:

Skuk ok ukakakuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0(8):*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.1:%:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.1.4:":* "

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.4:*:*:****:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.4.3:*:*:*:*:**:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.5:%:*:****:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.6:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.7:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8:*:*:***:*:*:



Skukakukakakuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1(5):*:**:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.1:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2:%:*:****:*:

dkukak ok akakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2:*:*:**:*:*:*:

Skk ok k ok akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2(1):



dkukakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2(5):*:*:*: "

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.1:%:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.2:%:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.3:%:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4:*:*:****::

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5:%:*:*:**:*:*:



cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.2:%:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.5:%:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2:*:*:*:*:*:*:*:

Skk ok k ok akak,

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2(1):*:*:**:*:*:*:

cne'? 3'acisco'adantive secirritv annliance software 8 2(5 3F)-*-*-*-x-x-x%.



B T ot ot T

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.1:%:*:*:*:*:*:™:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2:%:*:*:*:*:*:*:



cpe:2.3:a:cisco:adaptive_security_appliance_software:8.5:*:*:*:*:*:*:*:

Sk Lk k Lk kakuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.5(1):*:**:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.6:*:*:*:*:*:*:*:

Sk ok ak kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.6(1):*:*:*:*:*:*:*:

LA~ L et N L e



cpe:2.3:a:cisco:adaptive_security_appliance_software:8.7.1:%:*:*:* "™

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.7.1.1:*:*: "™

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0:*:*:*:*:*:*:*:

Skkakkkakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0(1):*:*:*:**:*:*:

Skukakukkakuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0(2):*:*:*:*:*:*:*:

dkak kR ok akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.1:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.1.4:******:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.2:*:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.4:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.4.3:*:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.5::*:***:*:*:



cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.6:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.7:%:*:* "™

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.0.8:*:*:*:*:*:*:*:

dk Rk kR Rk,

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.1:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.1.1:*:*:****:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.1.2:%:*:****:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.1:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.2:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.3:*:*:**:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.4:*:*:***:*:*:



cpe:2.3:0:cisco:adaptive_security_appliance_software:7.2.5:%:*:* %"

dkak kR ok akuk.

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.2:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.3:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.4:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.0.5:*:*:***:*:*:



cpe:2.3:0:cisco:adaptive_security_appliance_software:8.1:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.1:%:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.2.2:%:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.3.1:*:*:****:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.3.1:interim:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.3.2:*:*:*:**:*:*:



dkakak ok akakk,

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.7:*:*:**:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.7.1:%:*:****:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.7.1.1:" " ™

KLk kKKK Lk,

cpe:2.3:0:cisco:adaptive_security_appliance_software:8.7\(1.1\):*:*:****::

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.1:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.1.4:*:*****:*:

cpe:2.3:a:cisco:adaptive security appliance software:7.0.2:%:*:*:*:*:*:*:



cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.4:*:*:*:**:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.4.3:*:*:*:":*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.5:%:*:* %"

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.7:%:":*:**:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8:*:*:*:*:*:*:*:

dkukakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.0.8:interim:*:*:*:*:*:*:

dkuk kR Lk akuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1:*:*:**:*:*::

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.1:* "

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1.2:*:*:***:*:*:

dkk kR ok akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.1\(2.27\):*:**:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.1::*:***:*:*:



cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.2:%:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.3:%:*:* "™

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.4:%:*:*:* "

cpe:2.3:a:cisco:adaptive_security_appliance_software:7.2.5:%:*:* %"

dkak kR ok akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.3:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.4:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0.5:*:*:**:*:*:*:

kK koK kR k.

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.0\(2\):*:*:*:*:*:*:*:

AnAN DeiacAainanradAantiiia Aaaanivihi Annlicnnmnan AafhaAara:O NVIAN KRRk k ok k.,



cpe:2.3:a:cisco:adaptive_security_appliance_software:8.1:*:*:*:*:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2:*:*:*:*:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.1:%:":*:*:*:*:*:
cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2:%:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.2:interim:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.2.3:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.1:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.1:interim:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.3.2:*:*:***:*:*:



cpe:2.3:a:cisco:adaptive_security_appliance_software:8.7:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.7.1:%:*****:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:8.7.1.1:** " ™



No vendor comments have been submitted for this CVE
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