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AVNIACMAUNC:PILPIAP Certain versions of Joomla! from Joomla contain the foIIowing
vulnerability:

administrator/components/com_media/helpers/media.php in the media
manager in Joomla! 2.5.x before 2.5.14 and 3.x before 3.1.5 allows
remote authenticated users or remote attackers to bypass intended
access restrictions and upload files with dangerous extensions via a
filename with a trailing . (dot), as exploited in the wild in August 2013.

CVE-2013-5576 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.8- MEDIUM

Access Access Authentication
Vector Complexity

[NONE_
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

oss-sec: CVE I3 MLIST [oss-security] 20130824 CVE request: Joomla unauthorised uploads before 2.5.14 / 3.1
request:

Joomla

unauthorised

uploads before

25.14/3.15

oss-sec: Re: I3 MLIST [oss-security] 20130824 Re: CVE request: Joomla unauthorised uploads before 2.5.14
CVE request:

Joomla

unauthorised

uploads before

2514/3.1.5

JoomlaCode > MISC joomlacode.org/gf/project/joomla/tracker/?action=TrackerltemEdit&tracker_item_id=316:


https://cve.report/
https://cve.report/CVE-2013-5576/mitre
https://cve.report/CVE-2013-5576/nist
https://cve.report/CVE-2013-5576/cve_org
https://cve.report/CVE-2013-5576.pdf
http://cve.report/software/joomla/joomla!
http://cve.report/vendor/joomla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://seclists.org/oss-sec/2013/q3/484
http://seclists.org/oss-sec/2013/q3/486
http://joomlacode.org/gf/project/joomla/tracker/?action=TrackerItemEdit&tracker_item_id=31626

Projects >
Joomla! >
Tracker > NO
LONGER
SUPPORTED:
Joomla! 1.5.x
Bug Tracker >
Edit Tracker
ltem

Vulnerability
Note
VU#639620 -
Joomla! Media
Manager
allows arbitrary
file upload and
execution

Prepare 2.5.14
release -
joomla/joomla-
cms@fa56452
- GitHub

Prepare 3.1.5
release -
joomla/joomla-
cms@1ed07e2
- GitHub

[20130801] -
Core -
Unauthorised
Uploads

Joomla Media
Manager File
Upload
Vulnerability

Joomla
patches file
manager
vulnerability
responsible for
hijacked
websites -
patches, CMS
security,
applications,
security, Fort
Disco, joomla,
botnet,
software, data
protection,
Versafe - CSO
| The
Resource for
Data Security
Executives

text/html

US Government Resource
www.kb.cert.org
text/html

text/html

text/html

developer.joomla.org
text/html

www.exploit-db.com
Proof of Concept
text/html

text/html

# CERT-VN VU#639620

() CONFIRM github.com/joomla/joomla-cms/commit/fa5645208eefd70f521cd2e4d53d53786221!

) CONFIRM github.com/joomla/joomla-cms/commit/1ed07e257a2c0794ba19e864{7c5101e7e8¢

& CONFIRM developer.joomla.org/security/563-20130801-core-unauthorised-uploads.htm|

% EXPLOIT-DB 27610

MISC
www.cso.com.au/article/523528/joomla_patches_file_manager_vulnerability_responsible_hijacke:

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to


http://www.kb.cert.org/vuls/id/639620
https://github.com/joomla/joomla-cms/commit/fa5645208eefd70f521cd2e4d53d5378622133d8
https://github.com/joomla/joomla-cms/commit/1ed07e257a2c0794ba19e864f7c5101e7e8c41d2
http://developer.joomla.org/security/563-20130801-core-unauthorised-uploads.html
http://www.exploit-db.com/exploits/27610
http://www.cso.com.au/article/523528/joomla_patches_file_manager_vulnerability_responsible_hijacked_websites/

comment@cve.report.
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There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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