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CVE CVE-2013-5589
State PUBLIC
Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-08-29 12:07:00 UTC
Updated 2018-10-30 16:27:00 UTC
Description SQL injection vulnerability in cacti/host.php in Cacti 0.8.8b and earlier allows remote attackers to execute arbitrary SQL con

/ |

1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cacti Cacti 0.8 All All All
Application Cacti Cacti 0.8.1 All All All
Application Cacti Cacti 0.8.2 All All All
Application Cacti Cacti 0.8.2a All All All
Application Cacti Cacti 0.8.3 All All All
Application Cacti Cacti 0.8.3a All All All
Application Cacti Cacti 0.8.4 All All All
Application Cacti Cacti 0.8.5 All All All
Application Cacti Cacti 0.8.5a All All All
Application Cacti Cacti 0.8.6 All All All
Application Cacti Cacti 0.8.6a All All All
Application Cacti Cacti 0.8.6b All All All
Application Cacti Cacti 0.8.6¢ All All All
Application Cacti Cacti 0.8.6d All All All
Application Cacti Cacti 0.8.6e All All All
Application Cacti Cacti 0.8.6f All All All
Application Cacti Cacti 0.8.6a All All All
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Application Cacti Cacti 0.8.6i All All All

Application Cacti Cacti 0.8.6 All All All
Application Cacti Cacti 0.8.6k All All All

Application Cacti Cacti 0.8.7 All All All
Application Cacti Cacti 0.8.7a All All All

Application Cacti Cacti 0.8.7b All All All
Application Cacti Cacti 0.8.7c All All All

Application Cacti Cacti 0.8.7d All All All
Application Cacti Cacti 0.8.7e All All All

Application Cacti Cacti 0.8.7f All All All
Application Cacti Cacti 0.8.7g All All All

Application Cacti Cacti 0.8.7h All All All
Application Cacti Cacti 0.8.7i All All All

Application Cacti Cacti 0.8.8 All All All
Application Cacti Cacti 0.8.8a All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Reference Source Link Tags

Security Advisory SA54652 - Debian update for cacti - Secunia SECUNIA  secunia.com

0002383: Multiple vulnerabilities in Cacti 0.8.8b and lower - Mantis CONFIRM  bugs.cacti.net Issue Tracking, Patch
openSUSE-SU-2015:0479-1: moderate: Security update for cacti SUSE lists.opensuse.org Third Party Advisory
Debian -- Security Information -- DSA-2747-1 cacti DEBIAN www.debian.org Third Party Advisory
Cacti 'id' Parameter SQL Injection Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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