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CVE-2013-5593
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AVNACMAUNCNIPIAN Certain versions of Firefox from Mozilla contain the following
: vulnerability:

The SELECT element implementation in Mozilla Firefox before 25.0,
Firefox ESR 24.x before 24.1, Thunderbird before 24.1, and
SeaMonkey before 2.22 does not properly restrict the nature or
placement of HTML within a dropdown menu, which allows remote
attackers to spoof the address bar or conduct clickjacking attacks via
vectors that trigger navigation off of a page containing this element.

CVE-2013-5593 has been assigned by [ij] security@mozilla.org to track the vulnerability

CVSS2 Score: ~4.3-MEDIUM

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

MFSA 2013-94: Spoofing addressbar though SELECT element [ CONFIRM
www.mozilla.org/security/announce/2013/mfsa2013-

94.html

[security-announce] openSUSE-SU-2013:1633-1: important: 9 SUSE openSUSE-SU-2013:1633

Mozilla Suite: U

Gentoo Security E3 GENTOO GLSA-201504-01

868327 — (CVE-2013-5593) Mozilla Firefox Navigation away {2y CONFIRM bugzilla.mozilla.org/show_bug.cgi?
from a page with an active E id=868327

learnirihi.annniinfal nnanQlIQE_QIIL2N12-1RR4.1" imnnrtant- [ licic oo ong ] N QIQE AnnanQl IQF_QI1.2N12-1R24
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https://cve.report/CVE-2013-5593/cve_org
https://cve.report/CVE-2013-5593.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
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http://lists.opensuse.org/opensuse-security-announce/2013-11/msg00005.html
https://security.gentoo.org/glsa/201504-01
https://bugzilla.mozilla.org/show_bug.cgi?id=868327
http://lists.opensuse.org/opensuse-security-announce/2013-11/msg00006.html

[PULUIILy CUNIVUITIVU ] UNUIT IV UUL. UU £V TV TUUT 1. YU AL, [StS:OPENSUSE.OTg | oY VYV UPVIHIUUUL UYLV TV T UUT

Mozilla updates

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:19263

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 19.0 All All All
Application Mozilla Firefox 19.0.1 All All All
Application Mozilla Firefox 19.0.2 All All All
Application Mozilla Firefox 20.0 All All All
Application Mozilla Firefox 20.0.1 All All All
Application Mozilla Firefox 21.0 All All All
Application Mozilla Firefox 22.0 All All All
Application Mozilla Firefox 23.0 All All All
Application Mozilla Firefox 23.0.1 All All All
Application Mozilla Firefox 19.0 All All All
Application Mozilla Firefox 19.0.1 All All All
Application Mozilla Firefox 19.0.2 All All All
Application Mozilla Firefox 20.0 All All All
Application Mozilla Firefox 20.0.1 All All All
Application Mozilla Firefox 21.0 All All All
Application Mozilla Firefox 22.0 All All All
Application Mozilla Firefox 23.0 All All All
Application Mozilla Firefox 23.0.1 All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr 24.0 All All All
Application Mozilla Firefox Esr 24.01 All All All
Application Mozilla Firefox Esr 24.0.2 All All All
Application Mozilla Firefox Esr 24.0 All All All
Application Mozilla Firefox Esr 24.01 All All All

Application Mozilla Firefox Esr 24.0.2 All All All
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Application Mozilla Thunderbird Esr

cpe:2.3:a:mozilla:firefox:19.0:™:":* "™

cpe:2.3:a:mozilla:firefox:19.0.1:* % %

cpe:2.3:a:mozilla:firefox:19.0.2:*:* """

cpe:2.3:a:mozilla:firefox:20.0:*:":*:* "™

cpe:2.3:a:mozilla:firefox:20.0.1:*:* "

cpe:2.3:a:mozilla:firefox:21.0:*:":* ™

cpe:2.3:a:mozilla:firefox:22.0:*:":* "™

cpe:2.3:a:mozilla:firefox:23.0:*:":* "™

akkLk Lk kakk,

cpe:2.3:a:mozilla:firefox:23.0.1:* % "

dkkakkakakuk.

cpe:2.3:a:mozilla:firefox:19.0:*:":* ™
cpe:2.3:a:mozilla:firefox:19.0.1: % "
cpe:2.3:a:mozilla:firefox:19.0.2:** "
cpe:2.3:a:mozilla:firefox:20.0:*:*:*:***:*:

ARk kKRR k.

cpe:2.3:a:mozilla:firefox:20.0.1 %%
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dkakak kR akak.

cpe:2.3:a:mozilla:firefox:21.0:*:*
cpe:2.3:a:mozilla:firefox:22.0:*:*****:*:
cpe:2.3:a:mozilla:firefox:23.0: " *:
cpe:2.3:a:mozilla:firefox:23.0.1
cpe:2.3:a:mozilla:firefox:*:*:***:**:*:
cpe:2.3:a:mozilla:firefox_esr:24.0:*:*:**: %
cpe:2.3:a:mozilla:firefox_esr:24.0.1:**: "

dkak koK ok Rk,

cpe:2.3:a:mozilla:firefox_esr:24.0.2:*:*:***:*:*:
cpe:2.3:a:mozilla:firefox_esr:24.0:*:*:**: %

cpe:2.3:a:mozilla:firefox_esr:24.0.1:**: %
cpe:2.3:a:mozilla:firefox_esr:24.0.2:*:*:*:**:*:*:

akakak ok ak Rk,

cpe:2.3:a:mozilla:seamonkey:2.0:*:*** "

dkakakakakakak.

cpe:2.3:a:mozilla:zseamonkey:2.0.13:*:* "™
cpe:2.3:a:mozilla:seamonkey:2.0.14 %" :*:
cpe:2.3:a:mozilla:seamonkey:2.0.2:*:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*:*: %"

cpe:2.3:a:mozilla:seamonkey:2.0.4:*:* "



cpe:Z.d:a:mozilla:seamonkey:2.0.5:": "

cpe:2.3:a:mozilla:seamonkey:2.0.6:*:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.7:*

cpe:2.3:a:mozilla:seamonkey:2.0.8: "

cpe:2.3:a:mozilla:seamonkey:2.0.9:*: "

cpe:2.3:a:mozilla:seamonkey:2.1:*:* " *:

cpe:2.3:a:mozilla:seamonkey:2.1:alpha2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:alpha3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:beta3:*:*:*:**:*:

cpe:2.3:a:mozilla:seamonkey:2.11:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.11:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.11:beta5:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.11:beta6:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.12:*:*:* """

cpe:2.3:a:mozilla:seamonkey:2.12:betat:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.12:beta2:*:*:*:*:*:*:



dkk Lk kkak.

cpe:2.3:a:mozilla:seamonkey:2.12:beta3:*:*:*:*:*:*:

Lkkakkkuk.

cpe:2.3:a:mozilla:seamonkey:2.12:betad:*:*:*:*:*:*:

Skk kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.12:betab:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.12.1

Kk ok kKKK,

cpe:2.3:a:mozilla:seamonkey:2.13:*:* """

Lkak kR ok ak,

cpe:2.3:a:mozilla:seamonkey:2.13:beta2:*:*:*:*:*:*:

Skak ok ak ok ak,

cpe:2.3:a:mozilla:seamonkey:2.13:beta3:*:*:*:*:*:*:

dkak ok ak Lk ak,

cpe:2.3:a:mozilla:seamonkey:2.13:betad *:*:*:*:*:*:

dkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.13:betad:*:*:*:*:*:*:

dkakakak ok ak,

cpe:2.3:a:mozilla:seamonkey:2.13:beta6:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.13.1 """ "™

cpe:2.3:a:mozilla:seamonkey:2.13.2:* " " "™

dkakakakakak.

cpe:2.3:a:mozilla:seamonkey:2.15:betat:™:*:*:*:*:*:

dkakakakakak.

cpe:2.3:a:mozilla:seamonkey:2.15:beta2:*:*:*:*:*:*:

dkkakkukuk.

cpe:2.3:a:mozilla:seamonkey:2.15:betad :*:*:*:*:*:*:

dkkkukukak.

cpe:2.3:a:mozilla:seamonkey:2.15:beta5:*:*:*:*:*:*:

Skkakukukuk.

cpe:2.3:a:mozilla:seamonkey:2.15:beta6:*:*:*:*:*:*:

dkuk ok kakakak.

cpe:2.3:a:mozilla:seamonkey:2.15.1:* "



dkk ok akakakak.

cpe:2.3:a:mozilla:seamonkey:2.15.2:*

Kk ok kKKK,

cpe:2.3:a:mozilla:seamonkey:2.16:*:*: "™

dkkakkkak.

cpe:2.3:a:mozilla:seamonkey:2.16:betat:*:*:*:*:*:™:

Lkk Lk akkuk.

cpe:2.3:a:mozilla:seamonkey:2.16:beta2:*:*:*:*:*:*:

Lkak ok kkuk,

cpe:2.3:a:mozilla:seamonkey:2.16:betad *:*:*:*:*:*:

Lkk ok ukkuk,

cpe:2.3:a:mozilla:seamonkey:2.16:betas:*:*:*:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:mozilla:seamonkey:2.16.1:

cpe:2.3:a:mozilla:seamonkey:2.16.2:*:*

Kk kKK oKk,

cpe:2.3:a:mozilla:seamonkey:2.17:* " *:*:

dkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.17:betat :*:*:*:*:*:*:

akk LKLk LK LK LK,

cpe:2.3:a:mozilla:seamonkey:2.20:*:*:* """

dkukakkakak.

cpe:2.3:a:mozilla:seamonkey:2.20:betat:™:*:*:*:*:*:

dkkukukukak.

cpe:2.3:a:mozilla:seamonkey:2.20:beta2:*:*:*:*:*:*:

Skk Lk k k.

cpe:2.3:a:mozilla:seamonkey:2.21:betat:*:*:*:*:*:*:

dkkakkkak.

cpe:2.3:a:mozilla:seamonkey:2.21:beta2:*:*:*:*:*:*:



KKk kR k.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

AKakuk oKLk k.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_3:*:*:*:*:*:*:

Lkakakuk Lk uk,

cpe:2.3:a:mozilla:seamonkey:2.0:beta_2:*:*:*:*:*:*:

Kk ak kR k.

cpe:2.3:a:mozilla:seamonkey:2.0:rc :*:*:**:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.0.1: 0"

sk ok ak ok akakak.

cpe:2.3:a:mozilla:seamonkey:2.0.10:

Sk ok akakakakak.

cpe:2.3:a:mozilla:seamonkey:2.0.11 " "™

cpe:2.3:a:mozilla:seamonkey:2.0.2:*: " "
cpe:2.3:a:mozilla:seamonkey:2.0.3:*:* """
cpe:2.3:a:mozilla:seamonkey:2.0.4:*: " "
cpe:2.3:a:mozilla:seamonkey:2.0.5: %" "
cpe:2.3:a:mozilla:seamonkey:2.0.6:*:*: """
cpe:2.3:a:mozilla:seamonkey:2.0.7:* %" "
cpe:2.3:a:mozilla:seamonkey:2.0.8:*: """
cpe:2.3:a:mozilla:seamonkey:2.0.9:*:*: "

dkkak ok akakk.

cpe:2.3:a:mozilla:seamonkey:2.1: % :*:*:

dkukakakakak.

cpe:2.3:a:mozilla:seamonkey:2.1:alpha:*:*:*:*:*:*:

dkkakukukuk.

cpe:2.3:a:mozilla:seamonkey:2.1:alpha2:*:*:*:*:*:*:

KLk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.1:betal :*:*:*:*:*:*:

KKk akakuk.

cpe:2.3:a:mozilla:seamonkey:2.1:beta2:*:*:*:*:*:*:



KKk kR k.

cpe:2.3:a:mozilla:seamonkey:2.1:beta3:*:*:*:*:*:*:

KKk oKLk k.

cpe:2.3:a:mozilla:seamonkey:2.1:rct1:*: "

Kk kKK kLK,

cpe:2.3:a:mozilla:seamonkey:2.10:* "™

Skk kR kuk,

cpe:2.3:a:mozilla:seamonkey:2.10:betat :*:*:*:*:*:*:

Lkkkukukuk,

cpe:2.3:a:mozilla:seamonkey:2.10:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.10.1:

Kk kKK kK,

cpe:2.3:a:mozilla:seamonkey:2.11 " "

Skak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.11:beta2:*:*:*:*:*:*:

Lkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.11:beta3:*:*:*:*:*:*:

Skukakakakak.

cpe:2.3:a:mozilla:seamonkey:2.12:beta6:*:*:*:*:*:*:

dkkakukakakak.

cpe:2.3:a:mozilla:seamonkey:2.12.1:*:* ™

dkk Lk ukukak.

cpe:2.3:a:mozilla:seamonkey:2.13:betat:™:*:*:*:*:*:

dkkakukakak.

cpe:2.3:a:mozilla:seamonkey:2.13:beta2:*:*:*:*:*:*:

Skkakk k.

cpe:2.3:a:mozilla:seamonkey:2.13:betad :*:*:*:*:*:*:

Skkkukkuk.

coe:2.3:a:mozillazseamonkev:2.13:betab:*:*:***:*:



e e e

Skkkkkak.

cpe:2.3:a:mozilla:seamonkey:2.13:beta6:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.13.1

Skak ok k ok akak.

cpe:2.3:a:mozilla:seamonkey:2.13.2:*

Kk kKK kLK,

cpe:2.3:a:mozilla:seamonkey:2.14:* "

dkak ok ukakuk,

cpe:2.3:a:mozilla:seamonkey:2.14:betat *:*:*:*:*:*:

Lkak ok kkak,

cpe:2.3:a:mozilla:seamonkey:2.14:beta2:*:*:*:*:*:*:

Lkak ok akkak,

cpe:2.3:a:mozilla:seamonkey:2.14:betad :*:*:*:*:*:*:

Lk Lk ak Lk akak,

cpe:2.3:a:mozilla:seamonkey:2.14:betab:*:*:*:*:*:*:

Kk kKoK kK,

cpe:2.3:a:mozilla:seamonkey:2.15:* """

Skak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.15:betat:*:*:**:*:*:

Lkakakakkak,

cpe:2.3:a:mozilla:seamonkey:2.15:beta2:*:*:**:*:*:

cpe:2.3:a:mozilla:seamonkey:2.15.1 """

cpe:2.3:a:mozilla:seamonkey:2.15.2:* """ ™

dkukakakakak.

cpe:2.3:a:mozilla:seamonkey:2.16:beta3:™:*:*:*:*:*:

dkukakkkak.

cpe:2.3:a:mozilla:seamonkey:2.16:betad :™:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.16.1:*:* "™

cpe:2.3:a:mozilla:seamonkey:2.16.2:*:*:*:*:*:*:*:

ARk kK KLk Lk,

cpe:2.3:a:mozilla:seamonkey:2.17:*:** %"



Skkkkkuk.

cpe:2.3:a:mozilla:seamonkey:2.17:beta3:*:*:*:*:*:*:

dkakakkkuk.

cpe:2.3:a:mozilla:seamonkey:2.17:betad:*:*:*:*:*:*:

Sk ok kakkakak.

cpe:2.3:a:mozilla:seamonkey:2.17.1

Lkkkkukuk,

cpe:2.3:a:mozilla:seamonkey:2.18:beta2:*:*:*:*:*:*:

Skk ok kkak,

cpe:2.3:a:mozilla:seamonkey:2.18:beta3:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:mozilla:seamonkey:2.19:** " *:*:

Skak ok kakak,

cpe:2.3:a:mozilla:seamonkey:2.19:betat :*:*:*:*:*:*:

dkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.19:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:thunderbird:17.0:*:*:*: "

cpe:2.3:a:mozilla:ithunderbird:17.0.1 %%

cpe:2.3:a:mozilla:ithunderbird:17.0.2:%:* "%

cpe:2.3:a:mozilla:ithunderbird:17.0.3:*:*:*: %

cpe:2.3:a:mozilla:ithunderbird:17.0.4:*:* "%

cpe:2.3:a:mozilla:ithunderbird:17.0.5:%:% %

cpe:2.3:a:mozilla:ithunderbird:17.0.6:*:* "

cpe:2.3:a:mozilla:ithunderbird:17.0.7:**

cpe:2.3:a:mozilla:ithunderbird:17.0.8:*:* "
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cpe:2.3:a:mozilla:ithunderbird:17.0:*:* %

cpe:2.3:a:mozilla:thunderbird:17.0.1 %

cpe:2.3:a:mozilla:thunderbird:17.0.2:*:

cpe:2.3:a:mozilla:thunderbird:17.0.3:*:

cpe:2.3:a:mozilla:ithunderbird:17.0.4:*

cpe:2.3:a:mozilla:thunderbird:17.0.5:*

cpe:2.3:a:mozilla:thunderbird:17.0.6:*:*:

cpe:2.3:a:mozilla:ithunderbird:17.0.7:*:

cpe:2.3:a:mozilla:ithunderbird:17.0.8:*:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:24.0:*:*:** "

cpe:2.3:a:mozilla:thunderbird:*:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.9:*:*:":*

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.9:*:*:* %

No vendor comments have been submitted for this CVE
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