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AVNACLAUNCCHCAC Certain versions of Firefox from Mozilla contain the following
’ vulnerability:

The Worker::SetEventListener function in the Web workers
implementation in Mozilla Firefox before 25.0, Firefox ESR 17.x before
17.0.10 and 24.x before 24.1, Thunderbird before 24.1, Thunderbird
ESR 17.x before 17.0.10, and SeaMonkey before 2.22 allows remote
attackers to execute arbitrary code or cause a denial of service
(memory corruption) via vectors related to direct proxies.

CVE-2013-5602 has been assigned by [ij] security@mozilla.org to track the vulnerability

CVSS2 Score: 10-HIGH |

Access Access Authentication
Vector Complexity
NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Debian -- Security Information -- DSA-2797-1 icedove (@ DEBIAN DSA-2797
text/html
[security-announce] openSUSE-SU-2013:1633-1: 9 SUSE openSUSE-SU-2013:1633
important: Mozilla Suite: U
Gentoo Security E3 GENTOO GLSA-201504-01
tsxthtml|
Red Hat Customer Portal web.archive.org & REDHAT RHSA-2013:1480



https://cve.report/
https://cve.report/CVE-2013-5602/mitre
https://cve.report/CVE-2013-5602/nist
https://cve.report/CVE-2013-5602/cve_org
https://cve.report/CVE-2013-5602.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.debian.org/security/2013/dsa-2797
http://lists.opensuse.org/opensuse-security-announce/2013-11/msg00005.html
https://security.gentoo.org/glsa/201504-01
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2013-1480.html

897678 — (CVE-2013-5602) ASAN SEGV on unknown
address in Worker::SetEventListener

MFSA 2013-101: Memory corruption in workers

[security-announce] openSUSE-SU-2013:1634-1:
important: Mozilla updates

[security-announce] SUSE-SU-2013:1678-1: important:
Security update for

Repository / Oval Repository

Debian -- Security Information -- DSA-2788-1 iceweasel

Red Hat Customer Portal

bugzilla.mozilla.org
text/htm

Vendor Advisory
www.mozilla.org
text/htm

lists.opensuse.org
text/htm

lists.opensuse.org
text/html

oval.cisecurity.org
text/htm

www.debian.org
Depreciated Link
text/html

web.archive.org
text/htm

Inactive Link™ Not Archived

) CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=897678

[ CONFIRM
www.mozilla.org/security/announce/2013/mfsa2013-
101.html

9 SUSE openSUSE-SU-2013:1634

9 SUSE SUSE-SU-2013:1678

() OVAL oval:org.mitre.oval:def:19293

(@ DEBIAN DSA-2788

& REDHAT RHSA-2013:1476

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:a:mozilla:firefox:20.0.1: %"

cpe:2.3:a:mozilla:firefox:21.0:%:" "™

cpe:2.3:a:mozilla:firefox:22.0:*:":* "

cpe:2.3:a:mozilla:firefox:23.0:*:":* "

cpe:2.3:a:mozilla:firefox:23.0.1: % "

cpe:2.3:a:mozilla:firefox:19.0:*:":* ™

akukak ok kakk,

cpe:2.3:a:mozilla:firefox:19.0.1: % "

cpe:2.3:a:mozilla:firefox:19.0.2:** "

N

cpe:2.3:a:mozilla:firefox:20.0:*:":*: 7

dkkk ok kukk,

cpe:2.3:a:mozilla:firefox:20.0.1:* %

cpe:2.3:a:mozilla:firefox:21.0:*:":* ™

dkakakkakakuk.

cpe:2.3:a:mozilla:firefox:22.0:*:*****:*:

cpe:2.3:a:mozilla:firefox:23.0:*:*:****:*:

ARk kR kLR k.

cpe:2.3:a:mozilla:firefox:23.0.1 %% 7

cpe:2.3:a:mozilla:firefox_esr:17.0:* % *:*:

ARk kR kLR k.

cpe:2.3:a:mozilla:firefox_esr:17.0.1:** %

cpe:2.3:a:mozilla:firefox_esr:17.0.2:%:**:*

ARk kKR koK.

cpe:2.3:a:mozilla:firefox_esr:17.0.3:* "
cpe:2.3:a:mozilla:firefox_esr:17.0.4:* "
cpe:2.3:a:mozilla:firefox_esr:17.0.5:* "
cpe:2.3:a:mozilla:firefox_esr:17.0.6:*:*: "
cpe:2.3:a:mozilla:firefox_esr:17.0.7: > "
cpe:2.3:a:mozilla:firefox_esr:17.0.8:*:*:***:*:*:
cpe:2.3:a:mozilla:firefox_esr:17.0.9:**:***:*:*:
cpe:2.3:a:mozilla:firefox_esr:24.0:*:*:*:*:**:*:

cpe:2.3:a:mozilla:firefox_esr:24.0.1:**: "

cpe:2.3:a:mozilla:firefox_esr:24.0.2::*:*:**:*:*:



cpe:z.gia:moziamrerox_esril /.0t

cpe:2.3:a:mozilla:firefox_esr:17.0.1: %%

cpe:2.3:a:mozilla:firefox_esr:17.0.2:*:** "

cpe:2.3:a:mozilla:firefox_esr:17.0.3:*:*:* "

cpe:2.3:a:mozilla:firefox_esr:17.0.4:* % "

cpe:2.3:a:mozilla:firefox_esr:17.0.5:% % "

akakak ok kak k.

cpe:2.3:a:mozilla:firefox_esr:17.0.6:*:*:*:":*:*:*:

cpe:2.3:a:mozilla:firefox_esr:17.0.7:%* "

ARk Lk okkakk,

cpe:2.3:a:mozilla:firefox_esr:17.0.8: % "

dkLkLk ok kukk,

cpe:2.3:a:mozilla:firefox_esr:17.0.9:*:* "

cpe:2.3:a:mozilla:firefox_esr:24.0: " :*:

cpe:2.3:a:mozilla:firefox_esr:24.0.1: % "

dkLk Lk ok ak Rk,

cpe:2.3:a:mozilla:firefox_esr:24.0.2:%:* "

cpe:2.3:a:mozilla:seamonkey:2.0: " "

Akakkokukuk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1:*:*:* "™

KRk akakuk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

Skukkkkuk.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*:*:*:*:*:*:

Skkukkkak.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_2:*:*:*:*:*:™:

KKk oKk k.

cpe:2.3:a:mozilla:seamonkey:2.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.0.1:*: 0"

Sk ok ak ok akakak.

cpe:2.3:a:mozilla:seamonkey:2.0.10:*:*

sk ok ak ok akakak.

cpe:2.3:a:mozilla:seamonkey:2.0.12:*:*

Skak ok ak ok akak.

cpe:2.3:a:mozilla:seamonkey:2.0.13:

cpe:2.3:a:mozilla:seamonkey:2.0.2:*:* " "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*:* "% "



cpe:2.3:a:mozilla:seamonkey:2.0.4:*: " "

cpe:2.3:a:mozilla:seamonkey:2.0.5:* %" "

cpe:2.3:a:mozilla:seamonkey:2.0.6:*: """

cpe:2.3:a:mozilla:seamonkey:2.0.7:* %" "

cpe:2.3:a:mozilla:seamonkey:2.0.8:*: """

cpe:2.3:a:mozilla:seamonkey:2.0.9:*: """

cpe:2.3:a:mozilla:seamonkey:2.1: %% " *:

cpe:2.3:a:mozilla:seamonkey:2.1:alphat:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:alpha2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:betal :*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.1:rc2:*:*: "

cpe:2.3:a:mozilla:seamonkey:2.10:*: "™

cpe:2.3:a:mozilla:seamonkey:2.10:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.10:beta3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.10.1:

cpe:2.3:a:mozilla:seamonkey:2.11:betat :*:*:*:**:*:

cpe:2.3:a:mozilla:seamonkey:2.11:beta2:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.11:betad :*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.11:betab:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.11:beta6:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.12:*:* " "™



dkakakukakakak.

cpe:2.3:a:mozilla:seamonkey:2.12.1:*:* "™

akLk LKLk KKK,

cpe:2.3:a:mozilla:seamonkey:2.13:*:*: """

dkakakukkak.

cpe:2.3:a:mozilla:seamonkey:2.13:betat:™:*:*:*:*:*:

dkukakukukak.

cpe:2.3:a:mozilla:seamonkey:2.13:beta2:*:*:*:*:*:*:

dkkakkakak.

cpe:2.3:a:mozilla:seamonkey:2.13:beta3:*:*:*:*:*:*:

dkk Lk kakak.

cpe:2.3:a:mozilla:seamonkey:2.13:beta5:*:*:*:*:*:*:

dkk Lk kkuk.

cpe:2.3:a:mozilla:seamonkey:2.13:beta6:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.13.1

cpe:2.3:a:mozilla:seamonkey:2.13.2:

Skkakkkuk.

cpe:2.3:a:mozilla:seamonkey:2.14:betat:*:*:*:*:*:*:

Lkakakkkuk.

cpe:2.3:a:mozilla:seamonkey:2.14:beta2:*:*:*:*:*:*:

SRk kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.14:beta3:*:*:*:*:*:*:

Skak kR kuk,

cpe:2.3:a:mozilla:seamonkey:2.14:betad *:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:mozilla:seamonkey:2.15:* " *:*:

Lkak kR ok uk,

cpe:2.3:a:mozilla:seamonkey:2.15:betat :*:*:*:**:*:

Sk ok ak kR ok,

cpe:2.3:a:mozilla:seamonkey:2.15:beta2:*:*:*:*:*:*:

Sk ok akakakak,

cpe:2.3:a:mozilla:seamonkey:2.15:beta3:*:*:*:*:*:*:



cpe:2.3:a:mozilla:seamonkey:2.15.1 " """

cpe:2.3:a:mozilla:seamonkey:2.15.2:* """ ™

dkukakukkak.

cpe:2.3:a:mozilla:seamonkey:2.16:beta5:™:*:*:*:*:*:

Skkakkkakuk.

cpe:2.3:a:mozilla:seamonkey:2.16.1:*:* "™

Skkakuk ok akak.

cpe:2.3:a:mozilla:seamonkey:2.16.2:*:*:*:*: "

Ak kKKK LKLk,

cpe:2.3:a:mozilla:seamonkey:2.17:*: 7 %"

dkk Lk k k.

cpe:2.3:a:mozilla:seamonkey:2.17:beta2:*:*:*:*:*:*:

dkkkkkuk.

cpe:2.3:a:mozilla:seamonkey:2.17:beta3:*:*:*:*:*:™:

dkkakkkak.

cpe:2.3:a:mozilla:seamonkey:2.17:betad:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.17.1

dkkakkkuk.

cpe:2.3:a:mozilla:seamonkey:2.18:beta2:*:*:*:*:*:*:

Lkk kR akuk.

cpe:2.3:a:mozilla:seamonkey:2.18:beta3:*:*:*:*:*:*:

LRk kR akuk.

cpe:2.3:a:mozilla:seamonkey:2.18:betad *:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:a:mozilla:seamonkey:2.19:* " " *:*:

Lkak kR Lk uk,

cpe:2.3:a:mozilla:seamonkey:2.19:beta2:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:mozilla:seamonkey:2.20:*:*:* " *:*:

Lk ok ak Lk ak k.

cpe:2.3:a:mozilla:seamonkey:2.20:betat :*:*:*:*:*:*:

Skak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.20:beta2:*:*:*:*:*:*:



dkukakakakak.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*:*:*:*:*:*:

dkukakakakak.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_2:*:*:*:*:*:*:

Akak Lk akLkk.

cpe:2.3:a:mozilla:zseamonkey:2.0:rc1: "

cpe:2.3:a:mozilla:seamonkey:2.0.1 %% "

Skuk ok uk ok akak.

cpe:2.3:a:mozilla:seamonkey:2.0.10: " :*:

Skk Lk k ok akuk.

cpe:2.3:a:mozilla:seamonkey:2.0.12:*

Skk ok k ok akak.

cpe:2.3:a:mozilla:seamonkey:2.0.13:* ™

Skk ok akakakak.

cpe:2.3:a:mozilla:seamonkey:2.0.14:*

cpe:2.3:a:mozilla:seamonkey:2.0.2:* "

cpe:2.3:a:mozilla:seamonkey:2.0.3:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.4:*

cpe:2.3:a:mozilla:seamonkey:2.0.5:* "

cpe:2.3:a:mozilla:seamonkey:2.0.6:*: "

cpe:2.3:a:mozilla:seamonkey:2.0.7:** "

cpe:2.3:a:mozilla:seamonkey:2.0.8:*:*:* " *:

cpe:2.3:a:mozilla:seamonkey:2.0.9:*:* "

cpe:2.3:a:mozilla:seamonkey:2.1:*:*** " *:

dkak ok ak Lk ak,

cpe:2.3:a:mozilla:seamonkey:2.1:alphat:*:*:*:*:*:*:



cpe:2.3:a:mozilla:zseamonkey:2.10.1:*:* % ™

Ak kKK LKLk Lk,

cpe:2.3:a:mozilla:seamonkey:2.11:*: %"

dkkakkukuk.

cpe:2.3:a:mozilla:seamonkey:2.11:betad:*:*:*:*:*:*:

Sk Lk akkkuk.

cpe:2.3:a:mozilla:seamonkey:2.11:betas:*:*:*:*:*:™:

LRk kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.12:beta2:*:*:*:*:*:*:

Sk Lk k Lk akuk.

cpe:2.3:a:mozilla:seamonkey:2.12:beta3:*:*:*:*:*:*:

Lkkkkakak,

cpe:2.3:a:mozilla:seamonkey:2.12:betad *:*:*:*:*:*:

Skk ok k Lk uk,

cpe:2.3:a:mozilla:seamonkey:2.12:betab:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.12.1

Kk ok kKKK,

cpe:2.3:a:mozilla:seamonkey:2.13:* " *:*:

dkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.13:betat :*:*:*:**:*:

Lkakakakakak,

cpe:2.3:a:mozilla:seamonkey:2.13:beta2:*:*:*:*:*:*:



cpe:2.3:a:mozilla:seamonkey:2.13.1:" """

cpe:2.3:a:mozilla:seamonkey:2.13.2:% """ ™

akLk LKLk LKLk LK,

cpe:2.3:a:mozilla:seamonkey:2.14:*: """

dkukakakakak.

cpe:2.3:a:mozilla:seamonkey:2.14:beta2:*:*:*:*:*:*:

dkkakkakak.

cpe:2.3:a:mozilla:seamonkey:2.14:beta3:*:*:*:*:*:*:

Skkakkukak.

cpe:2.3:a:mozilla:seamonkey:2.14:betad:*:*:*:*:*:*:

dkkakkukak.

cpe:2.3:a:mozilla:seamonkey:2.14:beta5:*:*:*:*:*:*:

dkkkkkuk.

cpe:2.3:a:mozilla:seamonkey:2.15:beta3:*:*:*:*:*:*:

dkk Lk kkak.

cpe:2.3:a:mozilla:seamonkey:2.15:betad:*:*:*:*:*:*:

Skkakukkak.

cpe:2.3:a:mozilla:seamonkey:2.15:beta6:*:*:*:*:*:*:

Skk ok k ok akak.

cpe:2.3:a:mozilla:seamonkey:2.15.1

cpe:2.3:a:mozilla:seamonkey:2.15.2:*

Kk ok kKKK,

cpe:2.3:a:mozilla:seamonkey:2.16:*:*:* " *:*:

dkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.16:betad *:*:*:*:*:*:

dkak ok akakak,

cpe:2.3:a:mozilla:seamonkey:2.16:betas:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:2.16.1 """ "™

cpe:2.3:a:mozilla:seamonkey:2.16.2:* """

AnmAaN DiAacmnasillacaaAanmaAanl A, N 4 T7okok ok ak ok akak,



cpe:2.3:a:mozilla:seamonkey:2.17.1: "

dkukakakakak.

cpe:2.3:a:mozilla:seamonkey:2.18:betat:™:*:*:*:*:*:

dkkakakakak.

cpe:2.3:a:mozilla:seamonkey:2.18:beta3:™:*:*:*:*:*:

dkkakukakak.

cpe:2.3:a:mozilla:seamonkey:2.18:betad :™:*:*:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:a:mozilla:seamonkey:2.19:*:*: """

Skkakkukak.

cpe:2.3:a:mozilla:seamonkey:2.19:betat:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:a:mozilla:seamonkey:2.20:*: """

dkkakkkuk.

cpe:2.3:a:mozilla:seamonkey:2.20:betat:*:*:*:*:*:™:

dkk Lk kkak.

cpe:2.3:a:mozilla:seamonkey:2.20:beta2:*:*:*:*:*:*:

Skkkkkuk.

cpe:2.3:a:mozilla:seamonkey:2.20:betad:*:*:*:*:*:*:

dkkakukkuk.

cpe:2.3:a:mozilla:seamonkey:2.21:beta2:*:*:*:*:*:*:

Skak kR kuk.

cpe:2.3:a:mozilla:seamonkey:2.22:betat:*:*:*:*:*:™:

KKk kR k.

cpe:2.3:a:mozilla:seamonkey:*:beta2:*:*:*:*:*:*:

Sk Lk ak ok akkak,

cpe:2.3:a:mozilla:ithunderbird:17.0:

cpe:2.3:a:mozilla:thunderbird:17.0.1 %
cpe:2.3:a:mozilla:thunderbird:17.0.2:*:
cpe:2.3:a:mozilla:thunderbird:17.0.3:*:
cpe:2.3:a:mozilla:ithunderbird:17.0.4:* %
cpe:2.3:a:mozilla:ithunderbird:17.0.5:% %%

cpe:2.3:a:mozilla:ithunderbird:17.0.6:*:* "

cpe:2.3:a:mozilla:ithunderbird:17.0. 7% "%



cpe:2.3:a:mozilla:ithunderbird:17.0.8:*:* "%

cpe:2.3:a:mozilla:ithunderbird:24.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:17.0:*:*:*: "

cpe:2.3:a:mozilla:ithunderbird:17.0.1 %%

cpe:2.3:a:mozilla:ithunderbird:17.0.2:%:* "%

dkukakukakakak.

cpe:2.3:a:mozilla:ithunderbird:17.0.3:*:*:* %

cpe:2.3:a:mozilla:ithunderbird:17.0.4:*:** %

cpe:2.3:a:mozilla:ithunderbird:17.0.5:%% "%

cpe:2.3:a:mozilla:ithunderbird:17.0.6:*:* " ::

cpe:2.3:a:mozilla:ithunderbird:17.0. 7%

cpe:2.3:a:mozilla:ithunderbird:17.0.8:*:*:*: " ::

cpe:2.3:a:mozilla:ithunderbird:24.0:*:*:*:***:*:

cpe:2.3:a:mozilla:ithunderbird_esr:17.0:*:* %"

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.1:**:
cpe:2.3:a:mozilla:ithunderbird_esr:17.0.2:%:*:*:
cpe:2.3:a:mozilla:ithunderbird_esr:17.0.3:*:*:*:
cpe:2.3:a:mozilla:ithunderbird_esr:17.0.4:*:*:*:*
cpe:2.3:a:mozilla:ithunderbird_esr:17.0.5: "
cpe:2.3:a:mozilla:ithunderbird_esr:17.0.6:*:*:*:***:*:
cpe:2.3:a:mozilla:ithunderbird_esr:17.0.7:* "
cpe:2.3:a:mozilla:thunderbird_esr:17.0.8:* 7 :*:
cpe:2.3:a:mozilla:ithunderbird_esr:17.0.9: 7 :*:
cpe:2.3:a:mozilla:thunderbird_esr:17.0:*:*: "

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.1:
cpe:2.3:a:mozilla:ithunderbird_esr:17.0.2:* % :*:

dkakakakakakak.

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.3:*:*:" %

dkakakakakakak.

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.4:*:*:":



cpe:2.3:a:mozilla:ithunderbird_esr:17.0.5:%:%:" %

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.6:*:*:":*:*:*:*:

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.7:*:*:" %

cpe:2.3:a:mozilla:ithunderbird_esr:17.0.8:*:*:":*:*:

cpe:2.3:a:mozillaithunderbird_esr:17.0.9:*:*:* %

No vendor comments have been submitted for this CVE
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