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Summary

CVE CVE-2013-5607

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-11-20 14:12:00 UTC

Updated 2018-01-09 02:29:00 UTC

Description Integer overflow in the PL_ArenaAllocate function in Mozilla Netscape Portable Runtime (NSPR) before 4.10.2, as used in Firefox before 25.0.1, Firefox ESR 17.x before 17.0.11 and 24.x before 24.1.1, and SeaMonkey before 2.22.1, allows remote attackers to cause a denial of service (application crash) or possibly have unspecified other impact via a crafted X.509 certificate, a related issue to CVE-2013-1741.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 19.0 All All All

Application Mozilla Firefox 19.0.1 All All All

Application Mozilla Firefox 19.0.2 All All All

Application Mozilla Firefox 20.0 All All All

Application Mozilla Firefox 20.0.1 All All All

Application Mozilla Firefox 21.0 All All All

Application Mozilla Firefox 22.0 All All All

Application Mozilla Firefox 23.0 All All All

Application Mozilla Firefox 23.0.1 All All All

Application Mozilla Firefox 24.0 All All All

Application Mozilla Firefox 19.0 All All All

Application Mozilla Firefox 19.0.1 All All All

Application Mozilla Firefox 19.0.2 All All All

Application Mozilla Firefox 20.0 All All All

Application Mozilla Firefox 20.0.1 All All All

Application Mozilla Firefox 21.0 All All All

Application Mozilla Firefox 22.0 All All All
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Application Mozilla Firefox 22.0 All All All

Application Mozilla Firefox 23.0 All All All

Application Mozilla Firefox 23.0.1 All All All

Application Mozilla Firefox 24.0 All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr 17.0 All All All

Application Mozilla Firefox Esr 17.0.1 All All All

Application Mozilla Firefox Esr 17.0.10 All All All

Application Mozilla Firefox Esr 17.0.2 All All All

Application Mozilla Firefox Esr 17.0.3 All All All

Application Mozilla Firefox Esr 17.0.4 All All All

Application Mozilla Firefox Esr 17.0.5 All All All

Application Mozilla Firefox Esr 17.0.6 All All All

Application Mozilla Firefox Esr 17.0.7 All All All

Application Mozilla Firefox Esr 17.0.8 All All All

Application Mozilla Firefox Esr 17.0.9 All All All

Application Mozilla Firefox Esr 24.0 All All All

Application Mozilla Firefox Esr 24.0.1 All All All

Application Mozilla Firefox Esr 24.0.2 All All All

Application Mozilla Firefox Esr 17.0 All All All

Application Mozilla Firefox Esr 17.0.1 All All All

Application Mozilla Firefox Esr 17.0.10 All All All

Application Mozilla Firefox Esr 17.0.2 All All All

Application Mozilla Firefox Esr 17.0.3 All All All

Application Mozilla Firefox Esr 17.0.4 All All All

Application Mozilla Firefox Esr 17.0.5 All All All

Application Mozilla Firefox Esr 17.0.6 All All All

Application Mozilla Firefox Esr 17.0.7 All All All

Application Mozilla Firefox Esr 17.0.8 All All All

Application Mozilla Firefox Esr 17.0.9 All All All

Application Mozilla Firefox Esr 24.0 All All All

Application Mozilla Firefox Esr 24.0.1 All All All

Application Mozilla Firefox Esr 24.0.2 All All All

Application Mozilla Netscape Portable Runtime 4.1.1 All All All

Application Mozilla Netscape Portable Runtime 4.1.2 All All All

Application Mozilla Netscape Portable Runtime 4.10 All All All
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Application Mozilla Netscape Portable Runtime 4.2 All All All

Application Mozilla Netscape Portable Runtime 4.2.2 All All All

Application Mozilla Netscape Portable Runtime 4.3 All All All

Application Mozilla Netscape Portable Runtime 4.4.1 All All All

Application Mozilla Netscape Portable Runtime 4.5.1 All All All

Application Mozilla Netscape Portable Runtime 4.6 All All All

Application Mozilla Netscape Portable Runtime 4.6.1 All All All

Application Mozilla Netscape Portable Runtime 4.6.2 All All All

Application Mozilla Netscape Portable Runtime 4.6.3 All All All

Application Mozilla Netscape Portable Runtime 4.6.4 All All All

Application Mozilla Netscape Portable Runtime 4.6.5 All All All

Application Mozilla Netscape Portable Runtime 4.6.6 All All All

Application Mozilla Netscape Portable Runtime 4.6.7 All All All

Application Mozilla Netscape Portable Runtime 4.6.8 All All All

Application Mozilla Netscape Portable Runtime 4.7 All All All

Application Mozilla Netscape Portable Runtime 4.7.1 All All All

Application Mozilla Netscape Portable Runtime 4.7.2 All All All

Application Mozilla Netscape Portable Runtime 4.7.3 All All All

Application Mozilla Netscape Portable Runtime 4.7.4 All All All

Application Mozilla Netscape Portable Runtime 4.7.5 All All All

Application Mozilla Netscape Portable Runtime 4.7.6 All All All

Application Mozilla Netscape Portable Runtime 4.8 All All All

Application Mozilla Netscape Portable Runtime 4.8.2 All All All

Application Mozilla Netscape Portable Runtime 4.8.3 All All All

Application Mozilla Netscape Portable Runtime 4.8.4 All All All

Application Mozilla Netscape Portable Runtime 4.8.5 All All All

Application Mozilla Netscape Portable Runtime 4.8.6 All All All

Application Mozilla Netscape Portable Runtime 4.8.7 All All All

Application Mozilla Netscape Portable Runtime 4.8.8 All All All

Application Mozilla Netscape Portable Runtime 4.8.9 All All All

Application Mozilla Netscape Portable Runtime 4.9 All All All

Application Mozilla Netscape Portable Runtime 4.9.1 All All All

Application Mozilla Netscape Portable Runtime 4.9.2 All All All

Application Mozilla Netscape Portable Runtime 4.9.3 All All All

Application Mozilla Netscape Portable Runtime 4.9.4 All All All

Application Mozilla Netscape Portable Runtime 4.9.5 All All All
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Application Mozilla Netscape Portable Runtime 4.9.5 All All All

Application Mozilla Netscape Portable Runtime 4.9.6 All All All

Application Mozilla Netscape Portable Runtime 4.1.1 All All All

Application Mozilla Netscape Portable Runtime 4.1.2 All All All

Application Mozilla Netscape Portable Runtime 4.10 All All All

Application Mozilla Netscape Portable Runtime 4.2 All All All

Application Mozilla Netscape Portable Runtime 4.2.2 All All All

Application Mozilla Netscape Portable Runtime 4.3 All All All

Application Mozilla Netscape Portable Runtime 4.4.1 All All All

Application Mozilla Netscape Portable Runtime 4.5.1 All All All

Application Mozilla Netscape Portable Runtime 4.6 All All All

Application Mozilla Netscape Portable Runtime 4.6.1 All All All

Application Mozilla Netscape Portable Runtime 4.6.2 All All All

Application Mozilla Netscape Portable Runtime 4.6.3 All All All

Application Mozilla Netscape Portable Runtime 4.6.4 All All All

Application Mozilla Netscape Portable Runtime 4.6.5 All All All

Application Mozilla Netscape Portable Runtime 4.6.6 All All All

Application Mozilla Netscape Portable Runtime 4.6.7 All All All

Application Mozilla Netscape Portable Runtime 4.6.8 All All All

Application Mozilla Netscape Portable Runtime 4.7 All All All

Application Mozilla Netscape Portable Runtime 4.7.1 All All All

Application Mozilla Netscape Portable Runtime 4.7.2 All All All

Application Mozilla Netscape Portable Runtime 4.7.3 All All All

Application Mozilla Netscape Portable Runtime 4.7.4 All All All

Application Mozilla Netscape Portable Runtime 4.7.5 All All All

Application Mozilla Netscape Portable Runtime 4.7.6 All All All

Application Mozilla Netscape Portable Runtime 4.8 All All All

Application Mozilla Netscape Portable Runtime 4.8.2 All All All

Application Mozilla Netscape Portable Runtime 4.8.3 All All All

Application Mozilla Netscape Portable Runtime 4.8.4 All All All

Application Mozilla Netscape Portable Runtime 4.8.5 All All All

Application Mozilla Netscape Portable Runtime 4.8.6 All All All

Application Mozilla Netscape Portable Runtime 4.8.7 All All All

Application Mozilla Netscape Portable Runtime 4.8.8 All All All

Application Mozilla Netscape Portable Runtime 4.8.9 All All All

Application Mozilla Netscape Portable Runtime 4.9 All All All
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Application Mozilla Netscape Portable Runtime 4.9.1 All All All

Application Mozilla Netscape Portable Runtime 4.9.2 All All All

Application Mozilla Netscape Portable Runtime 4.9.3 All All All

Application Mozilla Netscape Portable Runtime 4.9.4 All All All

Application Mozilla Netscape Portable Runtime 4.9.5 All All All

Application Mozilla Netscape Portable Runtime 4.9.6 All All All

Application Mozilla Netscape Portable Runtime All All All All

Application Mozilla Seamonkey 2.0 All All All

Application Mozilla Seamonkey 2.0 alpha_1 All All

Application Mozilla Seamonkey 2.0 alpha_2 All All

Application Mozilla Seamonkey 2.0 alpha_3 All All

Application Mozilla Seamonkey 2.0 beta_1 All All

Application Mozilla Seamonkey 2.0 beta_2 All All

Application Mozilla Seamonkey 2.0 rc1 All All

Application Mozilla Seamonkey 2.0 rc2 All All

Application Mozilla Seamonkey 2.0.1 All All All

Application Mozilla Seamonkey 2.0.10 All All All

Application Mozilla Seamonkey 2.0.11 All All All

Application Mozilla Seamonkey 2.0.12 All All All

Application Mozilla Seamonkey 2.0.13 All All All

Application Mozilla Seamonkey 2.0.14 All All All

Application Mozilla Seamonkey 2.0.2 All All All

Application Mozilla Seamonkey 2.0.3 All All All

Application Mozilla Seamonkey 2.0.4 All All All

Application Mozilla Seamonkey 2.0.5 All All All

Application Mozilla Seamonkey 2.0.6 All All All

Application Mozilla Seamonkey 2.0.7 All All All

Application Mozilla Seamonkey 2.0.8 All All All

Application Mozilla Seamonkey 2.0.9 All All All

Application Mozilla Seamonkey 2.1 All All All

Application Mozilla Seamonkey 2.1 alpha1 All All

Application Mozilla Seamonkey 2.1 alpha2 All All

Application Mozilla Seamonkey 2.1 alpha3 All All

Application Mozilla Seamonkey 2.1 beta1 All All

Application Mozilla Seamonkey 2.1 beta2 All All
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Application Mozilla Seamonkey 2.1 beta3 All All

Application Mozilla Seamonkey 2.1 rc1 All All

Application Mozilla Seamonkey 2.1 rc2 All All

Application Mozilla Seamonkey 2.10 All All All

Application Mozilla Seamonkey 2.10 beta1 All All

Application Mozilla Seamonkey 2.10 beta2 All All

Application Mozilla Seamonkey 2.10 beta3 All All

Application Mozilla Seamonkey 2.10.1 All All All

Application Mozilla Seamonkey 2.11 All All All

Application Mozilla Seamonkey 2.11 beta1 All All

Application Mozilla Seamonkey 2.11 beta2 All All

Application Mozilla Seamonkey 2.11 beta3 All All

Application Mozilla Seamonkey 2.11 beta4 All All

Application Mozilla Seamonkey 2.11 beta5 All All

Application Mozilla Seamonkey 2.11 beta6 All All

Application Mozilla Seamonkey 2.12 All All All

Application Mozilla Seamonkey 2.12 beta1 All All

Application Mozilla Seamonkey 2.12 beta2 All All

Application Mozilla Seamonkey 2.12 beta3 All All

Application Mozilla Seamonkey 2.12 beta4 All All

Application Mozilla Seamonkey 2.12 beta5 All All

Application Mozilla Seamonkey 2.12 beta6 All All

Application Mozilla Seamonkey 2.12.1 All All All

Application Mozilla Seamonkey 2.13 All All All

Application Mozilla Seamonkey 2.13 beta1 All All

Application Mozilla Seamonkey 2.13 beta2 All All

Application Mozilla Seamonkey 2.13 beta3 All All

Application Mozilla Seamonkey 2.13 beta4 All All

Application Mozilla Seamonkey 2.13 beta5 All All

Application Mozilla Seamonkey 2.13 beta6 All All

Application Mozilla Seamonkey 2.13.1 All All All

Application Mozilla Seamonkey 2.13.2 All All All

Application Mozilla Seamonkey 2.14 All All All

Application Mozilla Seamonkey 2.14 beta1 All All

Application Mozilla Seamonkey 2.14 beta2 All All

Application Mozilla Seamonkey 2.14 beta3 All All
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Application Mozilla Seamonkey 2.22 beta2 All All

Application Mozilla Seamonkey All All All All
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Mozilla Netscape Portable Runtime CVE-2013-5607 Integer Overflow Vulnerability BID www.securityfocus.com
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USN-2031-1: Firefox vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

[dev-tech-nspr] 20131113 [ANNOUNCE] NSPR 4.10.2 Release MLIST groups.google.com

[security-announce] SUSE-SU-2013:1807-1: important: Security update for SUSE lists.opensuse.org

USN-2087-1: NSPR vulnerability | Ubuntu UBUNTU www.ubuntu.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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