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CVE-2013-5618

PUBLIC

security@mozilla.org

CVE Program / NVD first with legacy fallback
2013-12-11 15:55:00 UTC

2020-08-12 14:40:00 UTC

Use-after-free vulnerability in the nsNodeUtils::LastRelease function in the table-editing user interface in the editor compone

| 1|

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 12.10 All All All
Canonical Ubuntu Linux 13.04 All All All
Canonical Ubuntu Linux 13.10 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 12.10 All All All
Canonical Ubuntu Linux 13.04 All All All
Canonical Ubuntu Linux 13.10 All All All
Fedoraproject  Fedora 18 All All All
Fedoraproject  Fedora 19 All All All
Fedoraproject  Fedora 20 All All All
Fedoraproject  Fedora 18 All All All
Fedoraproject  Fedora 19 All All All
Fedoraproject  Fedora 20 All All All
Mozilla Firefox All All All All
Mozilla Firefox All All All All
Mozilla Firefox Esr All All All All
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Operating System Suse Suse Linux Enterprise Server 11 sp3 All All

Operating System  Suse Suse Linux Enterprise Server 11 sp3 All All

Application Suse Suse Linux Enterprise Software Development Kit 11.0 sp3 All All

Application Suse Suse Linux Enterprise Software Development Kit 11.0 sp3 All All

Reference S
Oracle Solaris Bulletin - April 2016 C
openSUSE-SU-2014:0008-1: moderate: update for seamonkey S
openSUSE-SU-2013:1958-1: moderate: update for MozillaThunderbird S
USN-2052-1: Firefox vulnerabilities | Ubuntu u
[SECURITY] Fedora 20 Update: firefox-26.0-3.fc20 F
Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Scripting Attacks - SecurityTracker S
[SECURITY] Fedora 18 Update: thunderbird-24.2.0-2.fc18 F
926361 — (CVE-2013-5618) ASAN use-after-free in nsNodeUltils::LastRelease on anonymous node from ShowInlineTableEditingUI C
[security-announce] SUSE-SU-2013:1919-1: important: Security update for S
Red Hat Customer Portal R
Gentoo Security C

Mozilla Seamonkey Multiple Flaws Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Scripting Attacks - SecurityTracker S

openSUSE-SU-2013:1918-1: moderate: update for MozillaFirefox S
MFSA 2013-109: Use-after-free during Table Editing C
USN-2053-1: Thunderbird vulnerabilities | Ubuntu U
[SECURITY] Fedora 19 Update: firefox-26.0-2.fc19 F
openSUSE-SU-2013:1917-1: moderate: update for MozillaFirefox S
openSUSE-SU-2013:1916-1: moderate: update for MozillaFirefox S
openSUSE-SU-2013:1957-1: moderate: update for MozillaThunderbird S
[SECURITY] Fedora 19 Update: thunderbird-24.2.0-2.fc19 F
openSUSE-SU-2013:1959-1: moderate: update for MozillaThunderbird S
CVE Program record C
NVD vulnerability detail N

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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