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AVUAGMAUNGP/PAN Certain versions of Endpoint Security from Checkpoint contain the
’ following vulnerability:

Media Encryption EPM Explorer in Check Point Endpoint Security
through E80.50 does not properly maintain the state of password
failures, which makes it easier for physically proximate attackers to
bypass the device-locking protection mechanism by entering password
guesses within multiple Unlock.exe processes that are running

simultaneously.

CVE-2013-5635 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 33-LOW
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CVE References

Description Tags Link
) MISC
www.digitalsec.net/stuff/explt+advs/CheckPoint_EndPoint_EPM_Explorer.txt
Check Point response to & CONFIRM supportcenter.checkpoint.com/supportcenter/portal?
Media Encryption EPM eventSubmit_doGoviewsolutiondetails=&solutionid=sk96589

Explorer lockout bypass
(CVE-2013-5635 and CVE-
2013-5636)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to


https://cve.report/
https://cve.report/CVE-2013-5635/mitre
https://cve.report/CVE-2013-5635/nist
https://cve.report/CVE-2013-5635/cve_org
https://cve.report/CVE-2013-5635.pdf
http://cve.report/software/checkpoint/endpoint_security
http://cve.report/vendor/checkpoint
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2013-5635/67848a76
https://cve.report/CVE-2013-5635/af1e9305
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There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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