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AVNACLAUNCENAP Certain versions of Libvirt from Redhat contain the following
’ vulnerability:

The virBitmapParse function in util/virbitmap.c in libvirt before 1.1.2
allows context-dependent attackers to cause a denial of service (out-of-
bounds read and crash) via a crafted bitmap, as demonstrated by a
large nodeset value to numatune.

CVE-2013-5651 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Bug 997367 — CVE-2013-5651 Running m () CONFIRM bugzilla.redhat.com/show_bug.cgi?id=997367
numatune with invalid nodeset parameter  [[ZE0]

crash libvirtd [rhel-6.5]

oss-security - Re: CVE request -- libvirt: Z ¢ > MLIST [oss-security] 20130830 Re: CVE request -- libvirt:
virBitmapParse out-of-bounds read virBitmapParse out-of-bounds read access

access

Gentoo Linux Documentation -- libvirt: £ GENTOO GLSA-201412-04

Multiple vulnerabilities

Security Advisory SA60895 - Gentoo { SECUNIA 60895

update for libvirt - Secunia

libvirt: Releases & CONFIRM libvirt.org/news.html


https://cve.report/
https://cve.report/CVE-2013-5651/mitre
https://cve.report/CVE-2013-5651/nist
https://cve.report/CVE-2013-5651/cve_org
https://cve.report/CVE-2013-5651.pdf
http://cve.report/software/redhat/libvirt
http://cve.report/vendor/redhat
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://bugzilla.redhat.com/show_bug.cgi?id=997367
http://www.openwall.com/lists/oss-security/2013/08/30/1
http://security.gentoo.org/glsa/glsa-201412-04.xml
https://web.archive.org/web/2013/http://secunia.com/advisories/60895
http://libvirt.org/news.html

openSUSE-SU-2013:1550-1: moderate: ) SUSE openSUSE-SU-2013:1550
libvirt: security and bugfix update

USN-1954-1: libvirt vulnerabilities | CEITTEE) @ UBUNTU USN-1954-1

Ubuntu text/html

libvirt.org Git - libvirt.git/commit [ Patch | @ CONFIRM libvirt.org/git/?
p=libvirt.git;a=commit;h=47b9127e883677a0d60d767030a147450e919a25

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Libvirt 0.0.1 All All All
Application Redhat Libvirt 0.0.2 All All All
Application Redhat Libvirt 0.0.3 All All All
Application Redhat Libvirt 0.0.4 All All All
Application Redhat Libvirt 0.0.5 All All All
Application Redhat Libvirt 0.0.6 All All All
Application Redhat Libvirt 0.1.0 All All All
Application Redhat Libvirt 0.1.1 All All All
Application Redhat Libvirt 0.1.3 All All All
Application Redhat Libvirt 0.1.4 All All All
Application Redhat Libvirt 0.1.5 All All All
Application Redhat Libvirt 0.1.6 All All All
Application Redhat Libvirt 0.1.7 All All All
Application Redhat Libvirt 0.1.8 All All All
Application Redhat Libvirt 0.1.9 All All All
Application Redhat Libvirt 0.10.0 All All All
Application Redhat Libvirt 0.10.1 All All All
Application Redhat Libvirt 0.10.2 All All All
Application Redhat Libvirt 0.10.2.1 All All All
Application Redhat Libvirt 0.10.2.2 All All All
Application Redhat Libvirt 0.10.2.3 All All All

Application Redhat Libvirt 0.10.2.4 All All All


http://lists.opensuse.org/opensuse-updates/2013-10/msg00024.html
http://www.ubuntu.com/usn/USN-1954-1
http://libvirt.org/git/?p=libvirt.git;a=commit;h=47b9127e883677a0d60d767030a147450e919a25
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cpe:2.3:a:xredhat:libvirt:0.7.1:%:% %

cpe:2.3:a:redhat:libvirt:0.7.2:%:* "

cpe:2.3:a:redhat:libvirt:0.7.3:*:* %

cpe:2.3:a:redhat:libvirt:0.7.4:*:* %

cpe:2.3:a:redhat:libvirt:0.7.5:%:* %

cpe:2.3:a:redhat:libvirt:0.7.6:*:*:*



cpe:2.3:a:redhat:libvirt:0.7.7:%:* %

cpe:2.3:a:redhat:libvirt:0.8.0:*:*:**:*:*:*:

cpe:2.3:a:redhat:libvirt:0.8.1 " "™

cpe:2.3:a:redhat:libvirt:0.8.2:* "™

cpe:2.3:a:redhat:libvirt:0.8.3:* "

cpe:2.3:a:redhat:libvirt:0.8.4 % "

cpe:2.3:a:redhat:libvirt:0.8.5:* " * "

cpe:2.3:a:redhat:libvirt:0.8.6:* " *:*:

cpe:2.3:a:redhat:libvirt:0.8.7:* " "

cpe:2.3:a:redhat:libvirt:0.8.8:******:*:

cpe:2.3:axredhat:libvirt:0.9.0:*:*:*:** "

cpe:2.3:axredhat:libvirt:0.9.1:*:* "

cpe:2.3:axredhat:libvirt:0.9.11.1 % %

cpe:2.3:axredhat:libvirt:0.9.11.2:*:* %%

cpe:2.3:axredhat:libvirt:0.9.11.3: %%

cpe:2.3:axredhat:libvirt:0.9.11.4:%*%:%

cpe:2.3:axredhat:libvirt:0.9.11.5: %%

cpe:2.3:axredhat:libvirt:0.9.11.6:*:*:*:*:* ™

cpe:2.3:axredhat:libvirt:0.9.11. 7% "%

cpe:2.3:a:redhat:libvirt:0.9.11.8:*:*:*:":**::

cpe:2.3:a:redhat:libvirt:0.9.2:%:*:*

cpe:2.3:a:redhat:libvirt:0.9.3:*:*:*

cpe:2.3:a:redhat:libvirt:0.9.4:*:*: %

cpe:2.3:a:redhat:libvirt:0.9.5:%:*:*



cpe:2.3:a:redhat:libvirt:0.9.6:*:*:****:*:

cpe:2.3:a:redhat:libvirt:0.9.6.1 % : %

cpe:2.3:a:redhat:libvirt:0.9.6.2:*:

cpe:2.3:a:redhat:libvirt:0.9.6.3:*:

cpe:2.3:a:redhat:libvirt:0.9.7:* "

cpe:2.3:a:redhat:libvirt:0.9.8:*:* " *:*:

cpe:2.3:a:redhat:libvirt:0.9.9:* " *:*:

cpe:2.3:a:redhat:libvirt:1.0.0:* "

cpe:2.3:a:redhat:libvirt:1.0.1 %

cpe:2.3:a:iredhat:libvirt:1.0.2:% %"

cpe:2.3:a:iredhat:libvirt:1.0.3:* "%

cpe:2.3:axredhat:libvirt:1.0.4:*:%:*

cpe:2.3:arredhat:libvirt:1.0.5:%:% %

cpe:2.3:axredhat:libvirt:1.0.5.1 %%

cpe:2.3:axredhat:libvirt:1.0.5.2:*:** "%

cpe:2.3:axredhat:libvirt:1.0.5.3:*: """

cpe:2.3:axredhat:libvirt:1.0.5.4:*:** """

cpe:2.3:axredhat:libvirt:1.0.5.5:*: %%

cpe:2.3:a:xredhat:libvirt:1.0.5.6:*: """

cpe:2.3:axredhat:libvirt:1.0.6:%:%:*:**

cpe:2.3:axredhat:libvirt:1.1.0:%:" %

dkkakakokakakk,

cpe:2.3:a:redhat:libvirt:*: ="

No vendor comments have been submitted for this CVE
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