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CVE CVE-2013-5661

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-05 19:15:00 UTC

Updated 2019-11-08 19:04:00 UTC

Description Cache Poisoning issue exists in DNS Response Rate Limiting.

Risk And Classification

Problem Types: CWE-290

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Isc Bind All All All All
Application Nic Knot Resolver All All All All
Application Nic Knot Resolver All All All All
Application NInetlabs Nsd 3.2.15 All All All
Application Ninetlabs Nsd 3.2.15 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All

Reference Source Link
CVE-2013-5661 MISC security-trackel
Bug 854109 — VUL-0: CVE-2013-5661: bind: DNS response rate limiting can simplify cache poisoning attacks ~ MISC bugzilla.suse.c
1038750 — (CVE-2013-5661) CVE-2013-5661 DNS response rate limiting can simplify cache poisoning attacks MISC bugzilla.redhat.
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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