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CVE CVE-2013-5679
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-09-30 17:09:00 UTC
Updated 2016-05-06 00:14:00 UTC
Description The authenticated-encryption feature in the symmetric-encryption implementation in the OWASP Enterprise Security API (E

/ |
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Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Owasp Enterprise Security Api 2.0 All All All

Application Owasp Enterprise Security Api 2.0.1 All All All

Application Owasp Enterprise Security Api 2.0 All All All

Application Owasp Enterprise Security Api 2.0.1 All All All
References

Reference

[Esapi-dev] ESAPI Java and Authenticated encryption implementation

Issue 306 - owasp-esapi-java - Crypto MAC by-pass makes default ESAPI symmetric encrytion using CBC mode vulnerable to padding oracle
Error 404 (Not Found)!!1

OWASP ESAPI CBC Mode HMAC Authentication Bypass Vulnerability

CVE Program record

NVD vulnerability detail

4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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