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Summary

CVE CVE-2013-5696

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-09-23 03:49:00 UTC

Updated 2013-09-23 22:33:00 UTC

Description inc/central.class.php in GLPI before 0.84.2 does not attempt to make install/install.php unavailable after an installation is completed, which allows remote attackers to conduct cross-site request forgery (CSRF) attacks, and (1) perform a SQL injection via an Etape_4 action or (2) execute arbitrary PHP code via an update_1 action.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Glpi-project Glpi 0.20 All All All

Application Glpi-project Glpi 0.21 All All All

Application Glpi-project Glpi 0.30 All All All

Application Glpi-project Glpi 0.31 All All All

Application Glpi-project Glpi 0.40 All All All

Application Glpi-project Glpi 0.41 All All All

Application Glpi-project Glpi 0.42 All All All

Application Glpi-project Glpi 0.5 All All All

Application Glpi-project Glpi 0.5 rc1 All All

Application Glpi-project Glpi 0.5 rc2 All All

Application Glpi-project Glpi 0.51 All All All

Application Glpi-project Glpi 0.51a All All All

Application Glpi-project Glpi 0.6 All All All

Application Glpi-project Glpi 0.6 rc1 All All

Application Glpi-project Glpi 0.6 rc2 All All

Application Glpi-project Glpi 0.6 rc3 All All

Application Glpi-project Glpi 0.65 All All All

https://cve.report/
https://cve.report/CVE-2013-5696/mitre
https://cve.report/CVE-2013-5696/nist
https://cve.report/CVE-2013-5696/cve_org
https://cve.report/api/cve/CVE-2013-5696.json
https://cve.report/CVE-2013-5696.pdf
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi
http://cve.report/vendor/glpi-project
http://cve.report/software/glpi-project/glpi


Application Glpi-project Glpi 0.65 All All All

Application Glpi-project Glpi 0.65 rc1 All All

Application Glpi-project Glpi 0.65 rc2 All All

Application Glpi-project Glpi 0.68 All All All

Application Glpi-project Glpi 0.68 rc1 All All

Application Glpi-project Glpi 0.68 rc2 All All

Application Glpi-project Glpi 0.68 rc3 All All

Application Glpi-project Glpi 0.68.1 All All All

Application Glpi-project Glpi 0.68.2 All All All

Application Glpi-project Glpi 0.68.3 All All All

Application Glpi-project Glpi 0.70 All All All

Application Glpi-project Glpi 0.70 rc1 All All

Application Glpi-project Glpi 0.70 rc2 All All

Application Glpi-project Glpi 0.70 rc3 All All

Application Glpi-project Glpi 0.70.1 All All All

Application Glpi-project Glpi 0.70.2 All All All

Application Glpi-project Glpi 0.71 All All All

Application Glpi-project Glpi 0.71.1 All All All

Application Glpi-project Glpi 0.71.1 rc1 All All

Application Glpi-project Glpi 0.71.1 rc2 All All

Application Glpi-project Glpi 0.71.1 rc3 All All

Application Glpi-project Glpi 0.71.2 All All All

Application Glpi-project Glpi 0.71.3 All All All

Application Glpi-project Glpi 0.71.4 All All All

Application Glpi-project Glpi 0.71.5 All All All

Application Glpi-project Glpi 0.71.6 All All All

Application Glpi-project Glpi 0.72 All All All

Application Glpi-project Glpi 0.72 rc1 All All

Application Glpi-project Glpi 0.72 rc2 All All

Application Glpi-project Glpi 0.72 rc3 All All

Application Glpi-project Glpi 0.72.1 All All All

Application Glpi-project Glpi 0.72.2 All All All

Application Glpi-project Glpi 0.72.3 All All All

Application Glpi-project Glpi 0.72.4 All All All

Application Glpi-project Glpi 0.78 All All All

Application Glpi-project Glpi 0.78.1 All All All
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Application Glpi-project Glpi 0.78.2 All All All

Application Glpi-project Glpi 0.78.3 All All All

Application Glpi-project Glpi 0.78.4 All All All

Application Glpi-project Glpi 0.78.5 All All All

Application Glpi-project Glpi 0.80 All All All

Application Glpi-project Glpi 0.80.1 All All All

Application Glpi-project Glpi 0.80.2 All All All

Application Glpi-project Glpi 0.80.3 All All All

Application Glpi-project Glpi 0.80.4 All All All

Application Glpi-project Glpi 0.80.5 All All All

Application Glpi-project Glpi 0.80.6 All All All

Application Glpi-project Glpi 0.80.61 All All All

Application Glpi-project Glpi 0.80.7 All All All

Application Glpi-project Glpi 0.83 All All All

Application Glpi-project Glpi 0.83.1 All All All

Application Glpi-project Glpi 0.83.2 All All All

Application Glpi-project Glpi 0.83.3 All All All

Application Glpi-project Glpi 0.83.31 All All All

Application Glpi-project Glpi 0.83.4 All All All

Application Glpi-project Glpi 0.83.5 All All All

Application Glpi-project Glpi 0.83.6 All All All

Application Glpi-project Glpi 0.83.7 All All All

Application Glpi-project Glpi 0.83.8 All All All

Application Glpi-project Glpi 0.83.9 All All All

Application Glpi-project Glpi 0.83.91 All All All

Application Glpi-project Glpi 0.84 All All All

Application Glpi-project Glpi All All All All

Application Glpi-project Glpi 0.20 All All All

Application Glpi-project Glpi 0.21 All All All

Application Glpi-project Glpi 0.30 All All All

Application Glpi-project Glpi 0.31 All All All

Application Glpi-project Glpi 0.40 All All All

Application Glpi-project Glpi 0.41 All All All

Application Glpi-project Glpi 0.42 All All All

Application Glpi-project Glpi 0.5 All All All

Application Glpi-project Glpi 0.5 rc1 All All
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Application Glpi-project Glpi 0.5 rc1 All All

Application Glpi-project Glpi 0.5 rc2 All All

Application Glpi-project Glpi 0.51 All All All

Application Glpi-project Glpi 0.51a All All All

Application Glpi-project Glpi 0.6 All All All

Application Glpi-project Glpi 0.6 rc1 All All

Application Glpi-project Glpi 0.6 rc2 All All

Application Glpi-project Glpi 0.6 rc3 All All

Application Glpi-project Glpi 0.65 All All All

Application Glpi-project Glpi 0.65 rc1 All All

Application Glpi-project Glpi 0.65 rc2 All All

Application Glpi-project Glpi 0.68 All All All

Application Glpi-project Glpi 0.68 rc1 All All

Application Glpi-project Glpi 0.68 rc2 All All

Application Glpi-project Glpi 0.68 rc3 All All

Application Glpi-project Glpi 0.68.1 All All All

Application Glpi-project Glpi 0.68.2 All All All

Application Glpi-project Glpi 0.68.3 All All All

Application Glpi-project Glpi 0.70 All All All

Application Glpi-project Glpi 0.70 rc1 All All

Application Glpi-project Glpi 0.70 rc2 All All

Application Glpi-project Glpi 0.70 rc3 All All

Application Glpi-project Glpi 0.70.1 All All All

Application Glpi-project Glpi 0.70.2 All All All

Application Glpi-project Glpi 0.71 All All All

Application Glpi-project Glpi 0.71.1 All All All

Application Glpi-project Glpi 0.71.1 rc1 All All

Application Glpi-project Glpi 0.71.1 rc2 All All

Application Glpi-project Glpi 0.71.1 rc3 All All

Application Glpi-project Glpi 0.71.2 All All All

Application Glpi-project Glpi 0.71.3 All All All

Application Glpi-project Glpi 0.71.4 All All All

Application Glpi-project Glpi 0.71.5 All All All

Application Glpi-project Glpi 0.71.6 All All All

Application Glpi-project Glpi 0.72 All All All

Application Glpi-project Glpi 0.72 rc1 All All
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Application Glpi-project Glpi 0.72 rc2 All All

Application Glpi-project Glpi 0.72 rc3 All All

Application Glpi-project Glpi 0.72.1 All All All

Application Glpi-project Glpi 0.72.2 All All All

Application Glpi-project Glpi 0.72.3 All All All

Application Glpi-project Glpi 0.72.4 All All All

Application Glpi-project Glpi 0.78 All All All

Application Glpi-project Glpi 0.78.1 All All All

Application Glpi-project Glpi 0.78.2 All All All

Application Glpi-project Glpi 0.78.3 All All All

Application Glpi-project Glpi 0.78.4 All All All

Application Glpi-project Glpi 0.78.5 All All All

Application Glpi-project Glpi 0.80 All All All

Application Glpi-project Glpi 0.80.1 All All All

Application Glpi-project Glpi 0.80.2 All All All

Application Glpi-project Glpi 0.80.3 All All All

Application Glpi-project Glpi 0.80.4 All All All

Application Glpi-project Glpi 0.80.5 All All All

Application Glpi-project Glpi 0.80.6 All All All

Application Glpi-project Glpi 0.80.61 All All All

Application Glpi-project Glpi 0.80.7 All All All

Application Glpi-project Glpi 0.83 All All All

Application Glpi-project Glpi 0.83.1 All All All

Application Glpi-project Glpi 0.83.2 All All All

Application Glpi-project Glpi 0.83.3 All All All

Application Glpi-project Glpi 0.83.31 All All All

Application Glpi-project Glpi 0.83.4 All All All

Application Glpi-project Glpi 0.83.5 All All All

Application Glpi-project Glpi 0.83.6 All All All

Application Glpi-project Glpi 0.83.7 All All All

Application Glpi-project Glpi 0.83.8 All All All

Application Glpi-project Glpi 0.83.9 All All All

Application Glpi-project Glpi 0.83.91 All All All

Application Glpi-project Glpi 0.84 All All All
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References

Reference Source Link Tags

forge.indepnet.net/projects/glpi/repository/revisions/21753 CONFIRM forge.indepnet.net Patch

forge.indepnet.net/issues/4480 CONFIRM forge.indepnet.net

www.glpi-project.org/spip.php CONFIRM www.glpi-project.org Patch

forge.indepnet.net/projects/glpi/repository/revisions/21753/diff/branches/0.84-b... CONFIRM forge.indepnet.net Patch

Navixia finds critical vulnerabilities in GLPI (CVE-2013-5696) - Navixia Cybersecurity Blog MISC www.navixia.com Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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