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Summary

CVE CVE-2013-5704

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-15 10:55:00 UTC

Updated 2023-11-07 02:16:00 UTC

Description The mod_headers module in the Apache HTTP Server 2.2.22 allows remote attackers to bypass "RequestHeader unset" directives by placing a header in the trailer portion of data sent with chunked transfer coding. 

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 2.2.0 All All All

Application Apache Http Server 2.2.10 All All All

Application Apache Http Server 2.2.11 All All All

Application Apache Http Server 2.2.12 All All All

Application Apache Http Server 2.2.13 All All All

Application Apache Http Server 2.2.14 All All All

Application Apache Http Server 2.2.15 All All All

Application Apache Http Server 2.2.16 All All All

Application Apache Http Server 2.2.17 All All All

Application Apache Http Server 2.2.18 All All All

Application Apache Http Server 2.2.19 All All All

Application Apache Http Server 2.2.2 All All All

Application Apache Http Server 2.2.20 All All All

Application Apache Http Server 2.2.21 All All All

Application Apache Http Server 2.2.22 All All All

Application Apache Http Server 2.2.23 All All All

Application Apache Http Server 2.2.24 All All All
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Application Apache Http Server 2.2.24 All All All

Application Apache Http Server 2.2.25 All All All

Application Apache Http Server 2.2.26 All All All

Application Apache Http Server 2.2.27 All All All

Application Apache Http Server 2.2.3 All All All

Application Apache Http Server 2.2.4 All All All

Application Apache Http Server 2.2.5 All All All

Application Apache Http Server 2.2.6 All All All

Application Apache Http Server 2.2.8 All All All

Application Apache Http Server 2.2.9 All All All

Application Apache Http Server 2.4.1 All All All

Application Apache Http Server 2.4.10 All All All

Application Apache Http Server 2.4.2 All All All

Application Apache Http Server 2.4.3 All All All

Application Apache Http Server 2.4.4 All All All

Application Apache Http Server 2.4.6 All All All

Application Apache Http Server 2.4.7 All All All

Application Apache Http Server 2.4.9 All All All

Application Apache Http Server 2.2.22 All All All

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X Server All All All All

Operating System Canonical Ubuntu Linux 10.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 14.10 All All All

Application Oracle Enterprise Manager Ops Center All All All All

Application Oracle Enterprise Manager Ops Center 12.1.4 All All All

Application Oracle Enterprise Manager Ops Center 12.2.0 All All All

Application Oracle Enterprise Manager Ops Center 12.2.1 All All All

Application Oracle Enterprise Manager Ops Center 12.3.0 All All All

Application Oracle Http Server 10.1.3.5.0 All All All

Application Oracle Http Server 11.1.1.7.0 All All All

Application Oracle Http Server 12.1.2.0 All All All

Application Oracle Http Server 12.1.3.0 All All All

Operating System Oracle Linux 6 - All All

Operating System Oracle Solaris 11.2 All All All
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Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Eus 7.3 All All All

Operating System Redhat Enterprise Linux Eus 7.4 All All All

Operating System Redhat Enterprise Linux Eus 7.5 All All All

Operating System Redhat Enterprise Linux Eus 7.6 All All All

Operating System Redhat Enterprise Linux Eus 7.7 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server Aus 7.3 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.7 All All All

Operating System Redhat Enterprise Linux Server Tus 7.3 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.7 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Application Redhat Jboss Enterprise Web Server 2.0.0 All All All

Application Redhat Jboss Enterprise Web Server 3.0.0 All All All
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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