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Summary

CVE CVE-2013-5741

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-29 03:42:00 UTC

Updated 2013-10-29 20:56:00 UTC

Description Triangle Research International (aka Tri) Nano-10 PLC devices with firmware r81 and earlier do not properly handle large length values in MODBUS data, which allows remote attackers to cause a denial of service (transition to the interrupt state) via a crafted packet to TCP port 502.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Triplc Nano-10 Plc - All All All

Hardware Triplc Nano-10 Plc - All All All

Operating System Triplc Nano-10 Plc Firmware r80 All All All

Operating System Triplc Nano-10 Plc Firmware r80 All All All

Operating System Triplc Nano-10 Plc Firmware All All All All

References

Reference Source Link Tags

HACK SCADA: Zero-Day Vulnerability Discovery on the Nano-10 PLC - Ixia Connect MISC blogs.ixiacom.com

97728 OSVDB www.osvdb.org

osvdb.org/ref/97/tri-nano10.txt MISC osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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