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Summary

CVE CVE-2013-5745

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-01 17:55:00 UTC

Updated 2013-12-01 04:31:00 UTC

Description The vino_server_client_data_pending function in vino-server.c in GNOME Vino 2.26.1, 2.32.1, 3.7.3, and earlier, and 3.8 when encryption is disabled, does not properly clear client data when an error causes the connection to close during authentication, which allows remote attackers to cause a denial of service (infinite loop, CPU and disk consumption) via multiple crafted requests during authentication.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 - lts All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 13.04 All All All

Operating System Canonical Ubuntu Linux 12.04 - lts All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 13.04 All All All

Application David King Vino 0.12 All All All

Application David King Vino 0.14 All All All

Application David King Vino 2.10 All All All

Application David King Vino 2.11 All All All

Application David King Vino 2.11.1 All All All

Application David King Vino 2.11.1.1 All All All

Application David King Vino 2.11.1.2 All All All

Application David King Vino 2.11.90 All All All

Application David King Vino 2.11.92 All All All

Application David King Vino 2.12 All All All

Application David King Vino 2.13 All All All
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Application David King Vino 2.13 All All All

Application David King Vino 2.13.5 All All All

Application David King Vino 2.14 All All All

Application David King Vino 2.15 All All All

Application David King Vino 2.16 All All All

Application David King Vino 2.17 All All All

Application David King Vino 2.17.2 All All All

Application David King Vino 2.17.4 All All All

Application David King Vino 2.17.5 All All All

Application David King Vino 2.17.92 All All All

Application David King Vino 2.18 All All All

Application David King Vino 2.18.1 All All All

Application David King Vino 2.19 All All All

Application David King Vino 2.19.5 All All All

Application David King Vino 2.19.90 All All All

Application David King Vino 2.19.92 All All All

Application David King Vino 2.20 All All All

Application David King Vino 2.20.1 All All All

Application David King Vino 2.21 All All All

Application David King Vino 2.21.1 All All All

Application David King Vino 2.21.2 All All All

Application David King Vino 2.21.3 All All All

Application David King Vino 2.21.90 All All All

Application David King Vino 2.21.91 All All All

Application David King Vino 2.21.92 All All All

Application David King Vino 2.22 All All All

Application David King Vino 2.22.1 All All All

Application David King Vino 2.22.2 All All All

Application David King Vino 2.23 All All All

Application David King Vino 2.23.5 All All All

Application David King Vino 2.23.90 All All All

Application David King Vino 2.23.91 All All All

Application David King Vino 2.23.92 All All All

Application David King Vino 2.24 All All All

Application David King Vino 2.24.1 All All All

Application David King Vino 2.25 All All All
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Application David King Vino 2.25.3 All All All

Application David King Vino 2.25.4 All All All

Application David King Vino 2.25.5 All All All

Application David King Vino 2.25.90 All All All

Application David King Vino 2.25.91 All All All

Application David King Vino 2.25.92 All All All

Application David King Vino 2.26 All All All

Application David King Vino 2.26.1 All All All

Application David King Vino 2.26.2 All All All

Application David King Vino 2.27 All All All

Application David King Vino 2.27.5 All All All

Application David King Vino 2.27.90 All All All

Application David King Vino 2.27.91 All All All

Application David King Vino 2.27.92 All All All

Application David King Vino 2.28 All All All

Application David King Vino 2.28.1 All All All

Application David King Vino 2.28.2 All All All

Application David King Vino 2.28.3 All All All

Application David King Vino 2.31.4 All All All

Application David King Vino 2.31.91 All All All

Application David King Vino 2.32.0 All All All

Application David King Vino 2.32.1 All All All

Application David King Vino 2.32.2 All All All

Application David King Vino 2.7 All All All

Application David King Vino 2.7.3 All All All

Application David King Vino 2.7.3.1 All All All

Application David King Vino 2.7.4 All All All

Application David King Vino 2.7.4.90 All All All

Application David King Vino 2.7.4.91 All All All

Application David King Vino 2.7.90 All All All

Application David King Vino 2.7.91 All All All

Application David King Vino 2.7.92 All All All

Application David King Vino 2.8 All All All

Application David King Vino 2.8.0 All All All

Application David King Vino 2.8.0.1 All All All

Application David King Vino 2.8.1 All All All
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Application David King Vino 2.8.1 All All All

Application David King Vino 2.9 All All All

Application David King Vino 2.9.2 All All All

Application David King Vino 2.99.0 All All All

Application David King Vino 2.99.1 All All All

Application David King Vino 2.99.2 All All All

Application David King Vino 2.99.3 All All All

Application David King Vino 2.99.4 All All All

Application David King Vino 2.99.5 All All All

Application David King Vino 3.0.0 All All All

Application David King Vino 3.0.1 All All All

Application David King Vino 3.0.2 All All All

Application David King Vino 3.0.3 All All All

Application David King Vino 3.1 All All All

Application David King Vino 3.1.1 All All All

Application David King Vino 3.1.2 All All All

Application David King Vino 3.1.3 All All All

Application David King Vino 3.1.4 All All All

Application David King Vino 3.1.5 All All All

Application David King Vino 3.1.90 All All All

Application David King Vino 3.1.91 All All All

Application David King Vino 3.1.92 All All All

Application David King Vino 3.2.0 All All All

Application David King Vino 3.2.1 All All All

Application David King Vino 3.2.2 All All All

Application David King Vino 3.3.1 All All All

Application David King Vino 3.3.3 All All All

Application David King Vino 3.3.92 All All All

Application David King Vino 3.4.0 All All All

Application David King Vino 3.4.1 All All All

Application David King Vino 3.4.2 All All All

Application David King Vino 3.5.2 All All All

Application David King Vino 3.5.90 All All All

Application David King Vino 3.5.92 All All All

Application David King Vino 3.6.0 All All All

Application David King Vino 3.6.1 All All All
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Application David King Vino 3.6.2 All All All

Application David King Vino 0.12 All All All

Application David King Vino 0.14 All All All

Application David King Vino 2.10 All All All

Application David King Vino 2.11 All All All

Application David King Vino 2.11.1 All All All

Application David King Vino 2.11.1.1 All All All

Application David King Vino 2.11.1.2 All All All

Application David King Vino 2.11.90 All All All

Application David King Vino 2.11.92 All All All

Application David King Vino 2.12 All All All

Application David King Vino 2.13 All All All

Application David King Vino 2.13.5 All All All

Application David King Vino 2.14 All All All

Application David King Vino 2.15 All All All

Application David King Vino 2.16 All All All

Application David King Vino 2.17 All All All

Application David King Vino 2.17.2 All All All

Application David King Vino 2.17.4 All All All

Application David King Vino 2.17.5 All All All

Application David King Vino 2.17.92 All All All

Application David King Vino 2.18 All All All

Application David King Vino 2.18.1 All All All

Application David King Vino 2.19 All All All

Application David King Vino 2.19.5 All All All

Application David King Vino 2.19.90 All All All

Application David King Vino 2.19.92 All All All

Application David King Vino 2.20 All All All

Application David King Vino 2.20.1 All All All

Application David King Vino 2.21 All All All

Application David King Vino 2.21.1 All All All

Application David King Vino 2.21.2 All All All

Application David King Vino 2.21.3 All All All

Application David King Vino 2.21.90 All All All

Application David King Vino 2.21.91 All All All
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Application David King Vino 2.21.92 All All All

Application David King Vino 2.22 All All All

Application David King Vino 2.22.1 All All All

Application David King Vino 2.22.2 All All All

Application David King Vino 2.23 All All All

Application David King Vino 2.23.5 All All All

Application David King Vino 2.23.90 All All All

Application David King Vino 2.23.91 All All All

Application David King Vino 2.23.92 All All All

Application David King Vino 2.24 All All All

Application David King Vino 2.24.1 All All All

Application David King Vino 2.25 All All All

Application David King Vino 2.25.3 All All All

Application David King Vino 2.25.4 All All All

Application David King Vino 2.25.5 All All All

Application David King Vino 2.25.90 All All All

Application David King Vino 2.25.91 All All All

Application David King Vino 2.25.92 All All All

Application David King Vino 2.26 All All All

Application David King Vino 2.26.1 All All All

Application David King Vino 2.26.2 All All All

Application David King Vino 2.27 All All All

Application David King Vino 2.27.5 All All All

Application David King Vino 2.27.90 All All All

Application David King Vino 2.27.91 All All All

Application David King Vino 2.27.92 All All All

Application David King Vino 2.28 All All All

Application David King Vino 2.28.1 All All All

Application David King Vino 2.28.2 All All All

Application David King Vino 2.28.3 All All All

Application David King Vino 2.31.4 All All All

Application David King Vino 2.31.91 All All All

Application David King Vino 2.32.0 All All All

Application David King Vino 2.32.1 All All All

Application David King Vino 2.32.2 All All All

Application David King Vino 2.7 All All All
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Application David King Vino 2.7 All All All

Application David King Vino 2.7.3 All All All

Application David King Vino 2.7.3.1 All All All

Application David King Vino 2.7.4 All All All

Application David King Vino 2.7.4.90 All All All

Application David King Vino 2.7.4.91 All All All

Application David King Vino 2.7.90 All All All

Application David King Vino 2.7.91 All All All

Application David King Vino 2.7.92 All All All

Application David King Vino 2.8 All All All

Application David King Vino 2.8.0 All All All

Application David King Vino 2.8.0.1 All All All

Application David King Vino 2.8.1 All All All

Application David King Vino 2.9 All All All

Application David King Vino 2.9.2 All All All

Application David King Vino 2.99.0 All All All

Application David King Vino 2.99.1 All All All

Application David King Vino 2.99.2 All All All

Application David King Vino 2.99.3 All All All

Application David King Vino 2.99.4 All All All

Application David King Vino 2.99.5 All All All

Application David King Vino 3.0.0 All All All

Application David King Vino 3.0.1 All All All

Application David King Vino 3.0.2 All All All

Application David King Vino 3.0.3 All All All

Application David King Vino 3.1 All All All

Application David King Vino 3.1.1 All All All

Application David King Vino 3.1.2 All All All

Application David King Vino 3.1.3 All All All

Application David King Vino 3.1.4 All All All

Application David King Vino 3.1.5 All All All

Application David King Vino 3.1.90 All All All

Application David King Vino 3.1.91 All All All

Application David King Vino 3.1.92 All All All

Application David King Vino 3.2.0 All All All

Application David King Vino 3.2.1 All All All
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Application David King Vino 3.2.2 All All All

Application David King Vino 3.3.1 All All All

Application David King Vino 3.3.3 All All All

Application David King Vino 3.3.92 All All All

Application David King Vino 3.4.0 All All All

Application David King Vino 3.4.1 All All All

Application David King Vino 3.4.2 All All All

Application David King Vino 3.5.2 All All All

Application David King Vino 3.5.90 All All All

Application David King Vino 3.5.92 All All All

Application David King Vino 3.6.0 All All All

Application David King Vino 3.6.1 All All All

Application David King Vino 3.6.2 All All All

Application David King Vino All All All All

References

Reference Source Link Tags

Bug 707905 – Denial of service when malformed data sent during authentication CONFIRM bugzilla.gnome.org Vendor Advisory

404 Not Found | Trustwave MISC www.trustwave.com

[security-announce] SUSE-SU-2013:1631-1: important: Security update for SUSE lists.opensuse.org

USN-1980-1: Vino vulnerability | Ubuntu UBUNTU www.ubuntu.com Vendor Advisory

Bug 641811 – vino-server Denial of Service bug CONFIRM bugzilla.gnome.org Vendor Advisory

Red Hat Customer Portal REDHAT rhn.redhat.com

Security Advisory SA55090 - Ubuntu update for vino - Secunia SECUNIA secunia.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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