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Summary

CVE CVE-2013-5758

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-08-03 18:55:00 UTC

Updated 2014-08-04 14:13:00 UTC

Description cgi-bin/cgiServer.exx in Yealink VoIP Phone SIP-T38G allows remote authenticated users to execute arbitrary commands by calling the system method in the body of a request, as demonstrated by running unauthorized services, changing directory permissions, and modifying files.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Yealink Sip-t38g - All All All

Hardware Yealink Sip-t38g - All All All

References

Reference Source Link Tags

Yealink VoIP Phone SIP-T38G Privilege Escalation ≈ Packet Storm MISC packetstormsecurity.com Exploit

108080 OSVDB www.osvdb.org

Yealink VoIP Phone SIP-T38G - Privileges Escalation EXPLOIT-DB www.exploit-db.com Exploit

Yealink VoIP Phone SIP-T38G Remote Command Execution ≈ Packet Storm MISC packetstormsecurity.com Exploit

Yealink VoIP Phone SIP-T38G - Remote Command Execution EXPLOIT-DB www.exploit-db.com Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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