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CVE CVE-2013-5780
State PUBLIC
Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-16 15:55:00 UTC
Updated 2022-05-13 14:57:00 UTC
Description Unspecified vulnerability in Oracle Java SE 7u40 and earlier, Java SE 6u60 and earlier, Java SE 5.0u51 and earlier, JRock

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Oracle Jdk 1.5.0 update36 All All
Application Oracle Jdk 1.5.0 update38 All All
Application Oracle Jdk 1.5.0 update40 All All
Application Oracle Jdk 1.5.0 update41 All All
Application Oracle Jdk 1.5.0 update45 All All
Application Oracle Jdk 1.5.0 update_36 All All
Application Oracle Jdk 1.5.0 update_38 All All
Application Oracle Jdk 1.5.0 update_40 All All
Application Oracle Jdk 1.5.0 update_41 All All
Application Oracle Jak 1.5.0 update_45 All All
Application Oracle Jdk 1.6.0 update22 All All
Application Oracle Jdk 1.6.0 update23 All All
Application Oracle Jdk 1.6.0 update24 All All
Application Oracle Jdk 1.6.0 update25 All All
Application Oracle Jdk 1.6.0 update26 All All
Application Oracle Jdk 1.6.0 update27 All All
Application Oracle Jdk 1.6.0 update29 All All
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Reference Source
Oracle Critical Patch Update - October 2013 CONFIRM
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
"[security bulletin] HPSBUX02944 rev.1 - HP-UX Running Java7, Remote Unauthorized Access, Disclosure' - MARC HP
"[security bulletin] HPSBUX02943 rev.1 - HP-UX Running Java6, Remote Unauthorized Access, Disclosure' - MARC HP

Red Hat Customer Portal REDHAT
USN-2089-1: OpendDK 7 vulnerabilities | Ubuntu UBUNTU
Red Hat Customer Portal REDHAT
1018785 — (CVE-2013-5780) CVE-2013-5780 OpendDK: key data leak via toString() methods (Libraries, 8011071) CONFIRM
Red Hat Customer Portal REDHAT
Multiple Vulnerabilities in Cosminexus: Software Vulnerability Information: Software: Hitachi CONFIRM
USN-2033-1: OpendDK 6 vulnerabilities | Ubuntu UBUNTU

IBM Security Bulletin: Multiple vulnerabilities in current releases of the IBM® SDK, Java™ Technology Edition - United States CONFIRM

[security-announce] SUSE-SU-2013:1666-1: important: Security update for SUSE
Red Hat Customer Portal REDHAT
About the security content of Java for OS X 2013-005 and Mac OS X v10.6 Update 17 CONFIRM
APPLE-SA-2013-10-15-1 Java for OS X 2013-005 and Mac OS X v10.6 Update 17 APPLE
Gentoo Linux Documentation -- IcedTea JDK: Multiple vulnerabilities GENTOO
openSUSE-SU-2013:1663-1: moderate: update for java-1_7_0-openjdk SUSE
Oracle Java SE CVE-2013-5780 Remote Security Vulnerability BID
Repository / Oval Repository OVAL
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
[security-announce] SUSE-SU-2013:1677-1: important: Security update for SUSE
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.
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http://rhn.redhat.com/errata/RHSA-2013-1447.html
http://rhn.redhat.com/errata/RHSA-2013-1440.html
http://marc.info/?l=bugtraq&m=138674073720143&w=2
http://marc.info/?l=bugtraq&m=138674031212883&w=2
https://access.redhat.com/errata/RHSA-2014:0414
http://www.ubuntu.com/usn/USN-2089-1
http://rhn.redhat.com/errata/RHSA-2013-1508.html
http://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=1018785
http://rhn.redhat.com/errata/RHSA-2013-1451.html
http://www.hitachi.co.jp/Prod/comp/soft1/global/security/info/vuls/HS13-025/index.html
http://www.ubuntu.com/usn/USN-2033-1
http://www-01.ibm.com/support/docview.wss?uid=swg21655201
http://lists.opensuse.org/opensuse-security-announce/2013-11/msg00010.html
http://rhn.redhat.com/errata/RHSA-2013-1793.html
http://support.apple.com/kb/HT5982
http://lists.apple.com/archives/security-announce/2013/Oct/msg00001.html
http://security.gentoo.org/glsa/glsa-201406-32.xml
http://lists.opensuse.org/opensuse-updates/2013-11/msg00023.html
http://www.securityfocus.com/bid/63115
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A19101
http://rhn.redhat.com/errata/RHSA-2013-1505.html
http://rhn.redhat.com/errata/RHSA-2013-1507.html
http://rhn.redhat.com/errata/RHSA-2013-1509.html
http://lists.opensuse.org/opensuse-security-announce/2013-11/msg00013.html
https://www.cve.org/CVERecord?id=CVE-2013-5780
https://nvd.nist.gov/vuln/detail/CVE-2013-5780

There are currently no legacy QID mappings associated with this CVE.
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