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Summary

CVE CVE-2013-5825

State PUBLISHED

Assigner oracle

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-16 17:55:05 UTC

Updated 2026-04-29 01:13:23 UTC

Description Unspecified vulnerability in Oracle Java SE 7u40 and earlier, Java SE 6u60 and earlier, Java SE 5.0u51 and earlier, JRockit R28.2.8 and earlier, JRockit R27.7.6 and earlier, and Java SE Embedded 7u40 and earlier allows remote attackers to affect availability via vectors related to JAXP.

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:N/I:N/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Jdk 1.5.0 update36 All All

Application Oracle Jdk 1.5.0 update38 All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

None

Availability

Partial

https://cve.report/
https://cve.report/CVE-2013-5825/mitre
https://cve.report/CVE-2013-5825/nist
https://cve.report/CVE-2013-5825/cve_org
https://cve.report/api/cve/CVE-2013-5825.json
https://cve.report/CVE-2013-5825.pdf
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jdk


Application Oracle Jdk 1.5.0 update38 All All

Application Oracle Jdk 1.5.0 update40 All All

Application Oracle Jdk 1.5.0 update41 All All

Application Oracle Jdk 1.5.0 update45 All All

Application Oracle Jdk 1.6.0 update22 All All

Application Oracle Jdk 1.6.0 update23 All All

Application Oracle Jdk 1.6.0 update24 All All

Application Oracle Jdk 1.6.0 update25 All All

Application Oracle Jdk 1.6.0 update26 All All

Application Oracle Jdk 1.6.0 update27 All All

Application Oracle Jdk 1.6.0 update29 All All

Application Oracle Jdk 1.6.0 update30 All All

Application Oracle Jdk 1.6.0 update31 All All

Application Oracle Jdk 1.6.0 update32 All All

Application Oracle Jdk 1.6.0 update33 All All

Application Oracle Jdk 1.6.0 update34 All All

Application Oracle Jdk 1.6.0 update35 All All

Application Oracle Jdk 1.6.0 update37 All All

Application Oracle Jdk 1.6.0 update38 All All

Application Oracle Jdk 1.6.0 update39 All All

Application Oracle Jdk 1.6.0 update41 All All

Application Oracle Jdk 1.6.0 update43 All All

Application Oracle Jdk 1.6.0 update45 All All

Application Oracle Jdk 1.6.0 update51 All All

Application Oracle Jdk 1.7.0 All All All

Application Oracle Jdk 1.7.0 update1 All All

Application Oracle Jdk 1.7.0 update10 All All

Application Oracle Jdk 1.7.0 update11 All All

Application Oracle Jdk 1.7.0 update13 All All

Application Oracle Jdk 1.7.0 update15 All All

Application Oracle Jdk 1.7.0 update17 All All

Application Oracle Jdk 1.7.0 update2 All All

Application Oracle Jdk 1.7.0 update21 All All

Application Oracle Jdk 1.7.0 update25 All All

Application Oracle Jdk 1.7.0 update3 All All

Application Oracle Jdk 1.7.0 update4 All All
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Application Oracle Jdk 1.7.0 update4 All All

Application Oracle Jdk 1.7.0 update5 All All

Application Oracle Jdk 1.7.0 update6 All All

Application Oracle Jdk 1.7.0 update7 All All

Application Oracle Jdk 1.7.0 update9 All All

Application Oracle Jdk All update51 All All

Application Oracle Jdk All update60 All All

Application Oracle Jdk All update40 All All

Application Oracle Jre 1.5.0 update36 All All

Application Oracle Jre 1.5.0 update38 All All

Application Oracle Jre 1.5.0 update40 All All

Application Oracle Jre 1.5.0 update41 All All

Application Oracle Jre 1.5.0 update45 All All

Application Oracle Jre 1.6.0 update22 All All

Application Oracle Jre 1.6.0 update23 All All

Application Oracle Jre 1.6.0 update24 All All

Application Oracle Jre 1.6.0 update25 All All

Application Oracle Jre 1.6.0 update26 All All

Application Oracle Jre 1.6.0 update27 All All

Application Oracle Jre 1.6.0 update29 All All

Application Oracle Jre 1.6.0 update30 All All

Application Oracle Jre 1.6.0 update31 All All

Application Oracle Jre 1.6.0 update32 All All

Application Oracle Jre 1.6.0 update33 All All

Application Oracle Jre 1.6.0 update34 All All

Application Oracle Jre 1.6.0 update35 All All

Application Oracle Jre 1.6.0 update37 All All

Application Oracle Jre 1.6.0 update38 All All

Application Oracle Jre 1.6.0 update39 All All

Application Oracle Jre 1.6.0 update41 All All

Application Oracle Jre 1.6.0 update43 All All

Application Oracle Jre 1.6.0 update45 All All

Application Oracle Jre 1.6.0 update51 All All

Application Oracle Jre 1.7.0 All All All

Application Oracle Jre 1.7.0 update1 All All

Application Oracle Jre 1.7.0 update10 All All
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Application Oracle Jre 1.7.0 update11 All All

Application Oracle Jre 1.7.0 update13 All All

Application Oracle Jre 1.7.0 update15 All All

Application Oracle Jre 1.7.0 update17 All All

Application Oracle Jre 1.7.0 update2 All All

Application Oracle Jre 1.7.0 update21 All All

Application Oracle Jre 1.7.0 update25 All All

Application Oracle Jre 1.7.0 update3 All All

Application Oracle Jre 1.7.0 update4 All All

Application Oracle Jre 1.7.0 update5 All All

Application Oracle Jre 1.7.0 update6 All All

Application Oracle Jre 1.7.0 update7 All All

Application Oracle Jre 1.7.0 update9 All All

Application Oracle Jre All update51 All All

Application Oracle Jre All update60 All All

Application Oracle Jre All update40 All All

Application Oracle Jrockit r27.7.1 All All All

Application Oracle Jrockit r27.7.2 All All All

Application Oracle Jrockit r27.7.3 All All All

Application Oracle Jrockit r27.7.4 All All All

Application Oracle Jrockit r27.7.5 All All All

Application Oracle Jrockit r28.0.0 All All All

Application Oracle Jrockit r28.0.1 All All All

Application Oracle Jrockit r28.0.2 All All All

Application Oracle Jrockit r28.1.0 All All All

Application Oracle Jrockit r28.1.1 All All All

Application Oracle Jrockit r28.1.3 All All All

Application Oracle Jrockit r28.1.4 All All All

Application Oracle Jrockit r28.1.5 All All All

Application Oracle Jrockit r28.2.2 All All All

Application Oracle Jrockit r28.2.3 All All All

Application Oracle Jrockit r28.2.4 All All All

Application Oracle Jrockit r28.2.5 All All All

Application Oracle Jrockit r28.2.6 All All All

Application Oracle Jrockit All All All All

Application Oracle Jrockit All All All All
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Application Oracle Jrockit All All All All

Application Sun Jdk 1.5.0 All All All

Application Sun Jdk 1.5.0 update1 All All

Application Sun Jdk 1.5.0 update10 All All

Application Sun Jdk 1.5.0 update11 All All

Application Sun Jdk 1.5.0 update11_b03 All All

Application Sun Jdk 1.5.0 update12 All All

Application Sun Jdk 1.5.0 update13 All All

Application Sun Jdk 1.5.0 update14 All All

Application Sun Jdk 1.5.0 update15 All All

Application Sun Jdk 1.5.0 update16 All All

Application Sun Jdk 1.5.0 update17 All All

Application Sun Jdk 1.5.0 update18 All All

Application Sun Jdk 1.5.0 update19 All All

Application Sun Jdk 1.5.0 update2 All All

Application Sun Jdk 1.5.0 update20 All All

Application Sun Jdk 1.5.0 update21 All All

Application Sun Jdk 1.5.0 update22 All All

Application Sun Jdk 1.5.0 update23 All All

Application Sun Jdk 1.5.0 update24 All All

Application Sun Jdk 1.5.0 update25 All All

Application Sun Jdk 1.5.0 update26 All All

Application Sun Jdk 1.5.0 update27 All All

Application Sun Jdk 1.5.0 update28 All All

Application Sun Jdk 1.5.0 update29 All All

Application Sun Jdk 1.5.0 update3 All All

Application Sun Jdk 1.5.0 update31 All All

Application Sun Jdk 1.5.0 update33 All All

Application Sun Jdk 1.5.0 update4 All All

Application Sun Jdk 1.5.0 update5 All All

Application Sun Jdk 1.5.0 update6 All All

Application Sun Jdk 1.5.0 update7 All All

Application Sun Jdk 1.5.0 update7_b03 All All

Application Sun Jdk 1.5.0 update8 All All

Application Sun Jdk 1.5.0 update9 All All

Application Sun Jdk 1.6.0 All All All
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Application Sun Jdk 1.6.0 update1_b06 All All
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Application Sun Jdk 1.6.0 update_10 All All

Application Sun Jdk 1.6.0 update_11 All All

Application Sun Jdk 1.6.0 update_12 All All

Application Sun Jdk 1.6.0 update_13 All All

Application Sun Jdk 1.6.0 update_14 All All

Application Sun Jdk 1.6.0 update_15 All All

Application Sun Jdk 1.6.0 update_16 All All

Application Sun Jdk 1.6.0 update_17 All All

Application Sun Jdk 1.6.0 update_18 All All

Application Sun Jdk 1.6.0 update_19 All All

Application Sun Jdk 1.6.0 update_20 All All
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Application Sun Jdk 1.6.0 update_3 All All
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Application Sun Jdk 1.6.0 update_7 All All
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Application Sun Jre 1.5.0 update31 All All
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Application Sun Jre 1.5.0 update4 All All

Application Sun Jre 1.5.0 update5 All All

Application Sun Jre 1.5.0 update6 All All

Application Sun Jre 1.5.0 update7 All All

Application Sun Jre 1.5.0 update8 All All

Application Sun Jre 1.5.0 update9 All All

Application Sun Jre 1.6.0 All All All

Application Sun Jre 1.6.0 update_1 All All

Application Sun Jre 1.6.0 update_10 All All

Application Sun Jre 1.6.0 update_11 All All

Application Sun Jre 1.6.0 update_12 All All

Application Sun Jre 1.6.0 update_13 All All

Application Sun Jre 1.6.0 update_14 All All

Application Sun Jre 1.6.0 update_15 All All

Application Sun Jre 1.6.0 update_16 All All

Application Sun Jre 1.6.0 update_17 All All
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Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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Security Advisory SA56338 - IBM Smart Analytics System Series Java Multiple Vulnerabilities - Secunia af854a3a-2127-422b-91ae-364da2661108

[security-announce] SUSE-SU-2013:1666-1: important: Security update for af854a3a-2127-422b-91ae-364da2661108
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Oracle Critical Patch Update - October 2013 af854a3a-2127-422b-91ae-364da2661108

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108
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Multiple Vulnerabilities in Cosminexus: Software Vulnerability Information: Software: Hitachi af854a3a-2127-422b-91ae-364da2661108

openSUSE-SU-2013:1663-1: moderate: update for java-1_7_0-openjdk af854a3a-2127-422b-91ae-364da2661108

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108

About the security content of Java for OS X 2013-005 and Mac OS X v10.6 Update 17 af854a3a-2127-422b-91ae-364da2661108

IBM Security Bulletin: Multiple vulnerabilities in current releases of the IBM® SDK, Java™ Technology Edition - United States af854a3a-2127-422b-91ae-364da2661108

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108

USN-2033-1: OpenJDK 6 vulnerabilities | Ubuntu af854a3a-2127-422b-91ae-364da2661108
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Gentoo Linux Documentation -- IcedTea JDK: Multiple vulnerabilities af854a3a-2127-422b-91ae-364da2661108
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APPLE-SA-2013-10-15-1 Java for OS X 2013-005 and Mac OS X v10.6 Update 17 af854a3a-2127-422b-91ae-364da2661108

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108

Oracle Java SE CVE-2013-5825 Remote Security Vulnerability af854a3a-2127-422b-91ae-364da2661108

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108

[security-announce] SUSE-SU-2013:1677-1: important: Security update for af854a3a-2127-422b-91ae-364da2661108

USN-2089-1: OpenJDK 7 vulnerabilities | Ubuntu af854a3a-2127-422b-91ae-364da2661108
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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