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PUBLIC
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CVE Program / NVD first with legacy fallback
2013-10-16 18:55:00 UTC

2022-05-13 14:57:00 UTC

Unspecified vulnerability in Oracle Java SE 7u40 and earlier and Java SE Embedded 7u40 and earlier allows remote attack

| 1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Oracle Jak 1.7.0 All All All
Oracle Jak 1.7.0 updatet All All
Oracle Jdk 1.7.0 update10 All All
Oracle Jdk 1.7.0 updatei All All
Oracle Jak 1.7.0 update13 All All
Oracle Jak 1.7.0 update15 All All
Oracle Jak 1.7.0 update17 All All
Oracle Jak 1.7.0 update2 All All
Oracle Jdk 1.7.0 update21 All All
Oracle Jdk 1.7.0 update25 All All
Oracle Jdk 1.7.0 update3 All All
Oracle Jdk 1.7.0 update4 All All
Oracle Jdk 1.7.0 update5 All All
Oracle Jdk 1.7.0 update6 All All
Oracle Jdk 1.7.0 update?7 All All
Oracle Jdk 1.7.0 update9 All All
Oracle Jdk 1.7.0 All All All
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Application Oracle Jre 1.7.0 update10 All All

Application Oracle Jre 1.7.0 updatei1 All All

Application Oracle Jre 1.7.0 update13 All All

Application Oracle Jre 1.7.0 update15 All All

Application Oracle Jre 1.7.0 update17 All All

Application Oracle Jre 1.7.0 update2 All All

Application Oracle Jre 1.7.0 update21 All All

Application Oracle Jre 1.7.0 update25 All All

Application Oracle Jre 1.7.0 update3 All All

Application Oracle Jre 1.7.0 update4 All All

Application Oracle Jre 1.7.0 update5 All All

Application Oracle Jre 1.7.0 update6 All All

Application Oracle Jre 1.7.0 update?7 All All

Application Oracle Jre 1.7.0 update9 All All

Application Oracle Jre All update40 All All

Application Oracle Jre All update_40 All All

Reference Source
Oracle Critical Patch Update - October 2013 CONFIRM
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
USN-2089-1: OpendDK 7 vulnerabilities | Ubuntu UBUNTU
Red Hat Customer Portal REDHAT
Security Advisory SA56338 - IBM Smart Analytics System Series Java Multiple Vulnerabilities - Secunia SECUNIA
Red Hat Customer Portal REDHAT
Repository / Oval Repository OVAL
USN-2033-1: OpendDK 6 vulnerabilities | Ubuntu UBUNTU

IBM Security Bulletin: Multiple vulnerabilities in current releases of the IBM® SDK, Java™ Technology Edition - United States CONFIRM

[security-announce] SUSE-SU-2013:1666-1: important: Security update for SUSE
Red Hat Customer Portal REDHAT
IBM X-Force Exchange XF
98558 OSvDB
Gentoo Linux Documentation -- IcedTea JDK: Multiple vulnerabilities GENTOO
openSUSE-SU-2013:1663-1: moderate: update for java-1_7_0-openjdk SUSE

Oracle Java SE CVE-2013-5851 Remote Security Vulnerability BID
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http://secunia.com/advisories/56338
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https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A19061
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http://www-01.ibm.com/support/docview.wss?uid=swg21655201
http://lists.opensuse.org/opensuse-security-announce/2013-11/msg00010.html
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http://www.securityfocus.com/bid/63142

Red Hat Customer Portal REDHAT

[security-announce] SUSE-SU-2013:1677-1: important: Security update for SUSE
CVE Program record CVE.ORG
NVD vulnerability detail NVD

4] | -l

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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