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CVE-2013-5855

PUBLIC
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CVE Program / NVD first with legacy fallback
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2018-10-09 19:34:00 UTC

Oracle Mojarra 2.2.x before 2.2.6 and 2.1.x before 2.1.28 does not perform appropriate encoding when a (1) <h:outputText:
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NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Product
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra

Mojarra

Version

2.1.0

21

2.1

2.1.

2.1.

2.1.

2.1

2.1

21

2.1

2.1.

2.1

A

10

14

15

16

A7

19

2.1.20

2.1.21

2.1.22

2.1.23

Update Edition
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2013-5855/mitre
https://cve.report/CVE-2013-5855/nist
https://cve.report/CVE-2013-5855/cve_org
https://cve.report/api/cve/CVE-2013-5855.json
https://cve.report/CVE-2013-5855.pdf
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra
Mojarra

Mojarra

2.1.24

2.1.25

2.1.26

2.1.27

2.2.0

221

222

223

224

225

2.1.11

2.1.12

2.1.13

2.1.14

2.1.15

2.1.16

2.1.17

2.1.18

2.1.19

2.1.20

2.1.21

2.1.22

2.1.28

2.1.24

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra
http://cve.report/vendor/oracle
http://cve.report/software/oracle/mojarra

Application Oracle Mojarra 2.1.25 All All All
Application Oracle Mojarra 2.1.26 All All All
Application Oracle Mojarra 2.1.27 All All All
Application Oracle Mojarra 2.1.3 All All All
Application Oracle Mojarra 214 All All All
Application Oracle Mojarra 2.1.5 All All All
Application Oracle Mojarra 2.1.6 All All All
Application Oracle Mojarra 2.1.7 All All All
Application Oracle Mojarra 2.1.8 All All All
Application Oracle Mojarra 2.1.9 All All All
Application Oracle Mojarra 220 All All All
Application Oracle Mojarra 2.2.1 All All All
Application Oracle Mojarra 222 All All All
Application Oracle Mojarra 2.2.3 All All All
Application Oracle Mojarra 224 All All All
Application Oracle Mojarra 225 All All All
Reference

Red Hat Customer Portal

Oracle Mojarra 'HtmIResponseWriter' Cross Site Scripting Vulnerability

VMSA-2014-0012 | United States

JSF outputText tag: the good, the bad and the ugly - HP Enterprise Business Community

Full Disclosure: NEW: VMSA-2014-0012 - VMware vSphere product updates address security vulnerabilities
Red Hat Customer Portal

[JAVASERVERFACES_SPEC_PUBLIC-1258] Declare that text output by <h:outputText> (or equivalent inline EL expressions) within script or
Oracle Critical Patch Update - July 2014

[JAVASERVERFACES-3150] OutputText not encoding output - Java.net JIRA

SecurityFocus

Red Hat Customer Portal

Oracle Critical Patch Update - January 2016

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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