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Summary

CVE CVE-2013-5944

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-03 11:04:00 UTC

Updated 2020-02-10 15:15:00 UTC

Description The integrated web server on Siemens SCALANCE X-200 switches with firmware before 4.5.0 and X-200IRT switches with firmware before 5.1.0 does not properly enforce authentication requirements, which allows remote attackers to perform administrative actions via requests to the management interface.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Scalance X-200 - All All All

Hardware Siemens Scalance X-200 - All All All

Hardware Siemens Scalance X-200irt - All All All

Hardware Siemens Scalance X-200irt - All All All

Operating System Siemens Scalance X-200 Series Firmware 4.3 All All All

Operating System Siemens Scalance X-200 Series Firmware 4.3 All All All

Operating System Siemens Scalance X-200 Series Firmware All All All All

Operating System Siemens Scalance X-200 Series Firmware All All All All

References

Reference Source Link Tags

cert-portal.siemens.com/productcert/pdf/ssa-176087.pdf CONFIRM cert-portal.siemens.com

Siemens CONFIRM www.siemens.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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