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CVE-2013-5946

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIACLIAUNCCICIAC Certain versions of Dsr-1000 from D-link contain the foIIowing
’ vulnerability:

The runShellCmd function in systemCheck.htm in D-Link DSR-150 with
firmware before 1.08B44; DSR-150N with firmware before 1.05B64;
DSR-250 and DSR-250N with firmware before 1.08B44; and DSR-500,
DSR-500N, DSR-1000, and DSR-1000N with firmware before 1.08B77
allows remote attackers to execute arbitrary commands via shell
metacharacters in the (1) "Ping or Trace an IP Address" or (2) "Perform a DNS Lookup"
section.

CVE-2013-5946 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 10- HIGH |

Access Access Authentication

Vector Complexity

Low (NONE

Confidentiality Integrity Availability

Impact Impact Impact

CVE References

Description Tags Link
[2) CONFIRM tsd.dlink.com.tw/temp/PMD/12879/DSR-
500_500N_1000_1000N_A1_Release_Notes_FW_v1.08B77_WW.pdf

Zine: D-Link DSR Router Series - m % EXPLOIT-DB 30061

Remote Command Execution -

Multiple papers Exploit
] CONFIRM tsd.dlink.com.tw/temp/PMD/12966/DSR-
150_A1_A2_Release_Notes_FW_v1.08B44_WW.pdf

Not Archived


https://cve.report/
https://cve.report/CVE-2013-5946/mitre
https://cve.report/CVE-2013-5946/nist
https://cve.report/CVE-2013-5946/cve_org
https://cve.report/CVE-2013-5946.pdf
http://cve.report/software/d-link/dsr-1000
http://cve.report/vendor/d-link
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2013-5946/610a9353
http://www.exploit-db.com/exploits/30061
https://cve.report/CVE-2013-5946/c0e086fd

[»] CONFIRM tsd.dlink.com.tw/temp/PMD/12960/DSR-
150N_A2_Release_Notes FW_v1.05B64_WW.pdf

Not Archived

[5] CONFIRM tsd.dlink.com.tw/temp/PMD/13039/DSR-
250_250N_A1_A2_Release_Notes_FW_v1.08B44 WW_RU.pdf

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware &= = D-link Dsr-1000 - All All All
Hardware &= = D-link Dsr-1000 - All All All
Hardware &= [ D-link Dsr-1000n - All All All
Hardware = [ D-link Dsr-1000n - All All All
Operating D-link Dsr-1000n Firmware 1.01b50 All All All
System

Operating D-link Dsr-1000n Firmware 1.02b11 All All All
System

Operating D-link Dsr-1000n Firmware 1.02b25 All All All
System

Operating D-link Dsr-1000n Firmware 1.03b12 All All All
System

Operating D-link Dsr-1000n Firmware 1.03b23 All All All
System

Operating D-link Dsr-1000n Firmware 1.03b27 All All All
System

Operating D-link Dsr-1000n Firmware 1.03b36 All All All
System

Operating D-link Dsr-1000n Firmware 1.03b43 All All All
System

Operating D-link Dsr-1000n Firmware 1.04b58 All All All
System

Operating D-link Dsr-1000n Firmware 1.06b43 All All All
System

Operating D-link Dsr-1000n Firmware 1.06b53 All All All
System

Operating D-link Dsr-1000n Firmware 1.01b50 All All All

System
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