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Summary

CVE CVE-2013-5948

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-22 13:06:00 UTC

Updated 2016-06-30 15:54:00 UTC

Description The Network Analysis tab (Main_Analysis_Content.asp) in the ASUS RT-AC68U and other RT series routers with firmware before 3.0.0.4.374.5047 allows remote authenticated users to execute arbitrary commands via shell metacharacters in the Target field (destIP parameter).

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Asus Rt-ac68u - All All All

Hardware Asus Rt-ac68u - All All All

Operating System Asus Rt-ac68u Firmware 3.0.0.4.374.4755 All All All

Operating System Asus Rt-ac68u Firmware 3.0.0.4.374_4561 All All All

Operating System Asus Rt-ac68u Firmware 3.0.0.4.374_4887 All All All

Operating System Asus Rt-ac68u Firmware 3.0.0.4.374.4755 All All All

Operating System Asus Rt-ac68u Firmware 3.0.0.4.374_4561 All All All

Operating System Asus Rt-ac68u Firmware 3.0.0.4.374_4887 All All All

Operating System T-mobile Tm-ac1900 3.0.0.4.376_3169 All All All

Operating System T-mobile Tm-ac1900 3.0.0.4.376_3169 All All All

References

Reference Source Link

Full Disclosure: Reflected Cross-Site Scripting within the ASUS RT-AC68U Managing Web Interface FULLDISC seclists.org

How-to guides: Wi-Fi CellSpot Router | T-Mobile Support CONFIRM support.t-mobile.com

Support Center | ASUS Global CONFIRM support.asus.com

Full Disclosure: Re: Remote Command Execution within the ASUS RT-AC68U Managing Web Interface FULLDISC seclists.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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