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CVE CVE-2013-5957
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2013-11-27 18:55:00 UTC
Updated 2021-04-16 18:09:00 UTC

Description Multiple SQL injection vulnerabilities in CRM/Core/Page/AJAX/Location.php in CiviCRM before 4.2.12, 4.3.x before 4.3.7, a

/ |

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Civicrm Civicrm 4.2.0 All All All
Application Civicrm Civicrm 4.21 All All All
Application Civicrm Civicrm 4.2.10 All All All
Application Civicrm Civicrm 422 All All All
Application Civicrm Civicrm 424 All All All
Application Civicrm Civicrm 425 All All All
Application Civicrm Civicrm 4.2.6 All All All
Application Civicrm Civicrm 4.2.7 All All All
Application Civicrm Civicrm 428 All All All
Application Civicrm Civicrm 4.2.9 All All All
Application Civicrm Civicrm 4.3.0 All All All
Application Civicrm Civicrm 4.31 All All All
Application Civicrm Civicrm 4.3.2 All All All
Application Civicrm Civicrm 4.3.3 All All All
Application Civicrm Civicrm 4.3.4 All All All
Application Civicrm Civicrm 4.3.5 All All All
Application Civicrm Civicrm 4.3.6 All All All
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CIVI-SA-2013-00Y - SUL Injection Vulnerapllity | CIviCRM Community Site CONFIBM  civicrm.org ratcn,

github.com/civicrm/civicrm-core/pull/1708.diff CONFIRM  github.com Patch

Navixia finds critical vulnerability in CiviCRM - Navixia SA - The Swiss Information Security Expert  MISC www.navixia.com

Navixia finds critical vulnerability in CiviCRM (CVE-2013-5957) - Navixia Cybersecurity Blog MISC www.navixia.com Exploit

CVE Program record CVE.ORG www.cve.org canonic

NVD vulnerability detail NVD nvd.nist.gov canonic
4] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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