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CVE CVE-2013-5993
State PUBLIC
Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback
Published 2013-11-21 04:40:00 UTC
Updated 2013-11-21 14:35:00 UTC

Description Cross-site request forgery (CSRF) vulnerability in LOCKON EC-CUBE 2.11.0 through 2.13.0 allows remote attackers to hije
i

/ |

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Lockon Ec-cube 2.11.0 All All All
Application Lockon Ec-cube 2.11.0 beta All All
Application Lockon Ec-cube 2.11.0 beta2 All All
Application Lockon Ec-cube 2111 All All All
Application Lockon Ec-cube 2.11.2 All All All
Application Lockon Ec-cube 2.11.3 All All All
Application Lockon Ec-cube 211.4 All All All
Application Lockon Ec-cube 2115 All All All
Application Lockon Ec-cube 2.12.0 All All All
Application Lockon Ec-cube 2121 All All All
Application Lockon Ec-cube 2.12.2 All All All
Application Lockon Ec-cube 2123 All All All
Application Lockon Ec-cube 2.12.3en All All All
Application Lockon Ec-cube 2.12.3enp1 All All All
Application Lockon Ec-cube 2.12.3enp2 All All All
Application Lockon Ec-cube 2.12.4en All All All
Application Lockon Ec-cube 2125 All All All
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Application Lockon Ec-cube 2.12.5en All All All
Application Lockon Ec-cube 2.12.6 All All All
Application Lockon Ec-cube 2.12.6en All All All
Application Lockon Ec-cube 2.13.0 All All All
Application Lockon Ec-cube 2.11.0 All All All
Application Lockon Ec-cube 2.11.0 beta All All
Application Lockon Ec-cube 2.11.0 beta2 All All
Application Lockon Ec-cube 2111 All All All
Application Lockon Ec-cube 2.11.2 All All All
Application Lockon Ec-cube 2.11.3 All All All
Application Lockon Ec-cube 2.11.4 All All All
Application Lockon Ec-cube 2115 All All All
Application Lockon Ec-cube 2.12.0 All All All
Application Lockon Ec-cube 21241 All All All
Application Lockon Ec-cube 2.12.2 All All All
Application Lockon Ec-cube 2123 All All All
Application Lockon Ec-cube 2.12.3en All All All
Application Lockon Ec-cube 2.12.3enp1 All All All
Application Lockon Ec-cube 2.12.3enp2 All All All
Application Lockon Ec-cube 2.12.4en All All All
Application Lockon Ec-cube 2125 All All All
Application Lockon Ec-cube 2.12.5en All All All
Application Lockon Ec-cube 2.12.6 All All All
Application Lockon Ec-cube 2.12.6en All All All
Application Lockon Ec-cube 2.13.0 All All All
Reference Source Link Tags
JVN#11221613: EC-CUBE vulnerable to cross-site request forgery JVN jvn.jp

fesstE / HARIECA—T> TS v 7+ — L EC-CUBE CONFIRM www.ec-cube.net Exploit, Patch
Changeset 23277 — EC-CUBE Trac CONFIRM svn.ec-cube.net Patch
JVNDB-2013-000097 JVNDB jvndb.jvn.jp

CVE Program record CVE.ORG WWW.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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