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Summary

CVE CVE-2013-5995

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-11-21 04:40:00 UTC

Updated 2013-11-21 14:58:00 UTC

Description data/class/helper/SC_Helper_Address.php in the front-features implementation in LOCKON EC-CUBE 2.12.3 through 2.13.0 allows remote authenticated users to obtain sensitive information via unspecified vectors related to addresses.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lockon Ec-cube 2.12.3 All All All

Application Lockon Ec-cube 2.12.3en All All All

Application Lockon Ec-cube 2.12.3enp1 All All All

Application Lockon Ec-cube 2.12.3enp2 All All All

Application Lockon Ec-cube 2.12.4en All All All

Application Lockon Ec-cube 2.12.5 All All All

Application Lockon Ec-cube 2.12.5en All All All

Application Lockon Ec-cube 2.12.6 All All All

Application Lockon Ec-cube 2.12.6en All All All

Application Lockon Ec-cube 2.13.0 All All All

Application Lockon Ec-cube 2.12.3 All All All

Application Lockon Ec-cube 2.12.3en All All All

Application Lockon Ec-cube 2.12.3enp1 All All All

Application Lockon Ec-cube 2.12.3enp2 All All All

Application Lockon Ec-cube 2.12.4en All All All

Application Lockon Ec-cube 2.12.5 All All All

Application Lockon Ec-cube 2.12.5en All All All
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Application Lockon Ec-cube 2.12.5en All All All

Application Lockon Ec-cube 2.12.6 All All All

Application Lockon Ec-cube 2.12.6en All All All

Application Lockon Ec-cube 2.13.0 All All All

References

Reference Source Link Tags

JVNDB-2013-000106 JVNDB jvndb.jvn.jp

JVN#55630933: EC-CUBE information disclosure vulnerability JVN jvn.jp

Changeset 23274 – EC-CUBE Trac CONFIRM svn.ec-cube.net Exploit, Patch

脆弱性 / 日本発!ECオープンプラットフォーム EC-CUBE CONFIRM www.ec-cube.net Exploit, Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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