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CVE Program / NVD first with legacy fallback
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Cybozu Garoon 3.5 through 3.7 SP2 allows remote attackers to bypass Keitai authentication via a modified user ID in a req

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Cybozu Garoon 3.5 All All All
Cybozu Garoon 3.5 spi All All
Cybozu Garoon 3.5 sp2 All All
Cybozu Garoon 35 sp3 All All
Cybozu Garoon 3.5 sp4 All All
Cybozu Garoon 3.5 sp5 All All
Cybozu Garoon 3.5.3 All All All
Cybozu Garoon 3.7 All All All
Cybozu Garoon 3.7 sp1 All All
Cybozu Garoon 3.7 sp2 All All
Cybozu Garoon 3.5 All All All
Cybozu Garoon 35 sp1i All All
Cybozu Garoon 3.5 sp2 All All
Cybozu Garoon 3.5 sp3 All All
Cybozu Garoon 3.5 sp4 All All
Cybozu Garoon 3.5 sp5 All All
Cybozu Garoon 353 All All All


https://cve.report/
https://cve.report/CVE-2013-6006/mitre
https://cve.report/CVE-2013-6006/nist
https://cve.report/CVE-2013-6006/cve_org
https://cve.report/api/cve/CVE-2013-6006.json
https://cve.report/CVE-2013-6006.pdf
http://cve.report/vendor/cybozu
http://cve.report/software/cybozu/garoon
http://cve.report/vendor/cybozu
http://cve.report/software/cybozu/garoon
http://cve.report/vendor/cybozu
http://cve.report/software/cybozu/garoon
http://cve.report/vendor/cybozu
http://cve.report/software/cybozu/garoon
http://cve.report/vendor/cybozu
http://cve.report/software/cybozu/garoon
http://cve.report/vendor/cybozu
http://cve.report/software/cybozu/garoon
http://cve.report/vendor/cybozu
http://cve.report/software/cybozu/garoon
http://cve.report/vendor/cybozu
http://cve.report/software/cybozu/garoon
http://cve.report/vendor/cybozu
http://cve.report/software/cybozu/garoon
http://cve.report/vendor/cybozu
http://cve.report/software/cybozu/garoon
http://cve.report/vendor/cybozu
http://cve.report/software/cybozu/garoon
http://cve.report/vendor/cybozu
http://cve.report/software/cybozu/garoon
http://cve.report/vendor/cybozu
http://cve.report/software/cybozu/garoon
http://cve.report/vendor/cybozu
http://cve.report/software/cybozu/garoon
http://cve.report/vendor/cybozu
http://cve.report/software/cybozu/garoon
http://cve.report/vendor/cybozu
http://cve.report/software/cybozu/garoon
http://cve.report/vendor/cybozu
http://cve.report/software/cybozu/garoon

Application Cybozu Garoon 3.7 All All All

Application Cybozu Garoon 3.7 spi All All
Application Cybozu Garoon 3.7 sp2 All All
Reference Source Link Tags

PAROX FEGBHRAMAY A~ - 5 — 54 ICET 2 RBEERE DRSS CONFIRM  support.cybozu.com  Vendor Advisory

JVN#81706478: Cybozu Garoon Keitai vulnerable to authentication bypass JVN jvn.jp

JVNDB-2013-000125 JVNDB jvndb.jvn.jp

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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