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Summary

CVE CVE-2013-6012

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-28 22:55:00 UTC

Updated 2013-11-03 03:34:00 UTC

Description Juniper Junos 12.1X44 before 12.1.X44-D20 and 12.1X45 before 12.1X45-D15, when the no-validate option is enabled, does not properly handle configuration validation errors during the config commit phase of the boot-up sequence, which allows remote attackers to bypass authentication via unspecified vectors.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Juniper Junos 12.1x44 All All All

Operating System Juniper Junos 12.1x45 All All All

Operating System Juniper Junos 12.1x44 All All All

Operating System Juniper Junos 12.1x45 All All All

References

Reference

Juniper Networks - 2013-10 Security Bulletin: Junos: Commit failure on SRX after upgrade to 12.1X44 or 12.1X45 may allow unauthenticated access (CVE-2013-6012) 

Juniper Junos Config Commit Phase CVE-2013-6012 Remote Authentication Bypass Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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