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Summary

CVE CVE-2013-6028

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-12 18:34:00 UTC

Updated 2015-08-07 17:40:00 UTC

Description Multiple cross-site request forgery (CSRF) vulnerabilities in Atmail Webmail Server before 7.2 allow remote attackers to hijack the authentication of administrators for requests that (1) add user accounts, (2) modify user accounts, (3) delete user accounts, or (4) stop the product's service.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Atmail Atmail 6.20.10 All All All

Application Atmail Atmail 6.20.11 All All All

Application Atmail Atmail 6.20.12 All All All

Application Atmail Atmail 6.20.13 All All All

Application Atmail Atmail 6.20.4 All All All

Application Atmail Atmail 6.20.5 All All All

Application Atmail Atmail 6.20.6 All All All

Application Atmail Atmail 6.20.7 All All All

Application Atmail Atmail 6.20.8 All All All

Application Atmail Atmail 6.3.0 All All All

Application Atmail Atmail 6.3.1 All All All

Application Atmail Atmail 6.3.2 All All All

Application Atmail Atmail 6.3.3 All All All

Application Atmail Atmail 6.3.4 All All All

Application Atmail Atmail 6.3.5 All All All

Application Atmail Atmail 6.3.6 All All All

Application Atmail Atmail 6.4.0 All All All
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Application Atmail Atmail 6.4.0 All All All

Application Atmail Atmail 6.4.1 All All All

Application Atmail Atmail 6.4.2 All All All

Application Atmail Atmail 6.5.0 All All All

Application Atmail Atmail 6.6.0 All All All

Application Atmail Atmail 6.6.1 All All All

Application Atmail Atmail 6.6.2 All All All

Application Atmail Atmail 6.6.3 All All All

Application Atmail Atmail 6.6.4 All All All

Application Atmail Atmail 7.1.0 All All All

Application Atmail Atmail 7.1.1 All All All

Application Atmail Atmail 7.1.2 All All All

Application Atmail Atmail 7.1.3 All All All

Application Atmail Atmail 7.1.4 All All All

Application Atmail Atmail 7.1.5 All All All

Application Atmail Atmail 6.20.10 All All All

Application Atmail Atmail 6.20.11 All All All

Application Atmail Atmail 6.20.12 All All All

Application Atmail Atmail 6.20.13 All All All

Application Atmail Atmail 6.20.4 All All All

Application Atmail Atmail 6.20.5 All All All

Application Atmail Atmail 6.20.6 All All All

Application Atmail Atmail 6.20.7 All All All

Application Atmail Atmail 6.20.8 All All All

Application Atmail Atmail 6.3.0 All All All

Application Atmail Atmail 6.3.1 All All All

Application Atmail Atmail 6.3.2 All All All

Application Atmail Atmail 6.3.3 All All All

Application Atmail Atmail 6.3.4 All All All

Application Atmail Atmail 6.3.5 All All All

Application Atmail Atmail 6.3.6 All All All

Application Atmail Atmail 6.4.0 All All All

Application Atmail Atmail 6.4.1 All All All

Application Atmail Atmail 6.4.2 All All All

Application Atmail Atmail 6.5.0 All All All

Application Atmail Atmail 6.6.0 All All All
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Application Atmail Atmail 6.6.1 All All All

Application Atmail Atmail 6.6.2 All All All

Application Atmail Atmail 6.6.3 All All All

Application Atmail Atmail 6.6.4 All All All

Application Atmail Atmail 7.1.0 All All All

Application Atmail Atmail 7.1.1 All All All

Application Atmail Atmail 7.1.2 All All All

Application Atmail Atmail 7.1.3 All All All

Application Atmail Atmail 7.1.4 All All All

Application Atmail Atmail 7.1.5 All All All

Application Atmail Atmail All All All All

References

Reference

Atmail - Change Log

Vulnerability Note VU#204950 - Atmail Webmail Server version 7.1.3 contains cross-site scripting (XSS) and cross-site request forgery (CSRF) vulnerabilities

101936

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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