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Summary

CVE CVE-2013-6044

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-04 17:55:00 UTC

Updated 2017-11-17 02:29:00 UTC

Description The is_safe_url function in utils/http.py in Django 1.4.x before 1.4.6, 1.5.x before 1.5.2, and 1.6 before beta 2 treats a URL's scheme as safe even if it is not HTTP or HTTPS, which might introduce cross-site scripting (XSS) or other vulnerabilities into Django applications that use this function, as demonstrated by "the login view in django.contrib.auth.views" and the javascript: scheme.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Djangoproject Django 1.4 All All All

Application Djangoproject Django 1.4.1 All All All

Application Djangoproject Django 1.4.2 All All All

Application Djangoproject Django 1.4.4 All All All

Application Djangoproject Django 1.4.5 All All All

Application Djangoproject Django 1.5 All All All

Application Djangoproject Django 1.5.1 All All All

Application Djangoproject Django 1.6 beta1 All All

Application Djangoproject Django 1.4 All All All

Application Djangoproject Django 1.4.1 All All All

Application Djangoproject Django 1.4.2 All All All

Application Djangoproject Django 1.4.4 All All All

Application Djangoproject Django 1.4.5 All All All

Application Djangoproject Django 1.5 All All All

Application Djangoproject Django 1.5.1 All All All

Application Djangoproject Django 1.6 beta1 All All
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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