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Summary

CVE CVE-2013-6051

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-14 17:21:00 UTC

Updated 2023-11-07 02:16:00 UTC

Description The bgp_attr_unknown function in bgp_attr.c in Quagga 0.99.21 does not properly initialize the total variable, which allows remote attackers to cause a denial of service (bgpd crash) via a crafted BGP update.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Quagga Quagga 0.99.21 All All All

Application Quagga Quagga 0.99.21 All All All

References

Reference Source Link Tags

Savannah Git Hosting - quagga.git/commitdiff git.savannah.gnu.org

#730513 - CVE-2013-6051 - bgpd crash on valid BGP updates - Debian Bug report logs CONFIRM bugs.debian.org

Debian -- Security Information -- DSA-2803-1 quagga DEBIAN www.debian.org

Savannah Git Hosting - quagga.git/commitdiff MISC git.savannah.gnu.org Exploit, Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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