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AVINACMIAUNIC:P/IPIAP Certain versions of Chrome from Google contain the foIIowing

vulnerability:

Google Chrome before 29 sends HTTP Cookie headers without first
validating that they have the required character-set restrictions, which
allows remote attackers to conduct the equivalent of a persistent
Logout CSRF attack via a crafted parameter that forces a web

application to set a malformed cookie within an HTTP response.

CVE-2013-6166 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.8- MEDIUM
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CVE References

Description

Bug #2188: Lighttpd returns 400 Bad request - Lighttpd - lighty labs

oss-sec: Re: browser document.cookie DoS vulnerability

oss-security - browser document.cookie DoS vulnerability

Issue 238041 - chromium - document.cookie denial-of-service - An
open-source project to help move the web forward. - Google Project
Hosting

oss-sec: Re: browser document.cookie DoS vulnerability

Tags

redmine.lighttpd.net
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text/html
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seclists.org

Link

~ MISC redmine.lighttpd.net/issues/2188

I3 MLIST [oss-security] 20131016 Re:
browser document.cookie DoS vulnerability

¢ > MLIST [oss-security] 20130403 browser
document.cookie DoS vulnerability

2y CONFIRM
code.google.com/p/chromium/issues/detail?
id=238041

B2 MLIST [oss-security] 20131017 Re:
browser document.cookie DoS vulnerability


https://cve.report/
https://cve.report/CVE-2013-6166/mitre
https://cve.report/CVE-2013-6166/nist
https://cve.report/CVE-2013-6166/cve_org
https://cve.report/CVE-2013-6166.pdf
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2013-6166/55dce121
http://seclists.org/oss-sec/2013/q4/117
http://www.openwall.com/lists/oss-security/2013/04/03/10
https://code.google.com/p/chromium/issues/detail?id=238041
http://seclists.org/oss-sec/2013/q4/121

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

cpe:2.3:a:google:chrome:*:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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