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Summary

CVE CVE-2013-6180

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-09 18:55:00 UTC

Updated 2014-01-08 04:42:00 UTC

Description EMC RSA Security Analytics (SA) 10.x before 10.3, and RSA NetWitness NextGen 9.8, does not ensure that SA Core requests originate from the SA REST UI, which allows remote attackers to bypass intended access restrictions by sending a Core request from a web browser or other unintended user agent.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Emc Rsa Netwitness Nextgen 9.8 All All All

Application Emc Rsa Netwitness Nextgen 9.8 All All All

Application Emc Rsa Security Analytics 10.0 All All All

Application Emc Rsa Security Analytics 10.1 All All All

Application Emc Rsa Security Analytics 10.2 All All All

Application Emc Rsa Security Analytics 10.0 All All All

Application Emc Rsa Security Analytics 10.1 All All All

Application Emc Rsa Security Analytics 10.2 All All All

References

Reference Source Link Tags

20131204 ESA-2013-080: RSA Security Analytics Multiple Vulnerabilities BUGTRAQ archives.neohapsis.com

RSA Security Analytics Core Can Be Accessed By Remote Users - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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