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Summary

CVE CVE-2013-6193

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-17 15:21:00 UTC

Updated 2014-01-08 04:42:00 UTC

Description Unspecified vulnerability on HP LaserJet M1522n and M2727; LaserJet Pro 100, 300, 400, CM1415fnw, CP1*, M121*, M1536dnf, and P1*; Color LaserJet CM* and CP*; and TopShot LaserJet Pro M275 printers allows remote attackers to cause a denial of service via unknown vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Color Laserjet Cm1312nfi Multifunction Printer cc431a All All All

Hardware Hp Color Laserjet Cm1312nfi Multifunction Printer cc431a All All All

Hardware Hp Color Laserjet Cm2320n Multifunction Printer cc434a All All All

Hardware Hp Color Laserjet Cm2320n Multifunction Printer cc434a All All All

Hardware Hp Color Laserjet Cp1515 cc377a All All All

Hardware Hp Color Laserjet Cp1515 cc377a All All All

Hardware Hp Color Laserjet Cp1518 cc378a All All All

Hardware Hp Color Laserjet Cp1518 cc378a All All All

Hardware Hp Color Laserjet Cp2025 Printer cb494a All All All

Hardware Hp Color Laserjet Cp2025 Printer cb494a All All All

Hardware Hp Color Laserjet Cp5225 ce710a All All All

Hardware Hp Color Laserjet Cp5225 ce711a All All All

Hardware Hp Color Laserjet Cp5225 ce712a All All All

Hardware Hp Color Laserjet Cp5225 ce710a All All All

Hardware Hp Color Laserjet Cp5225 ce711a All All All

Hardware Hp Color Laserjet Cp5225 ce712a All All All

Hardware Hp Hp Laserjet Pro M1214nfh Mfp ce842a All All All
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Hardware Hp Hp Laserjet Pro M1214nfh Mfp ce842a All All All

Hardware Hp Hp Laserjet Pro M1214nfh Mfp ce842a All All All

Hardware Hp Laserjet M1522n Multifunction Printer cc372a All All All

Hardware Hp Laserjet M1522n Multifunction Printer cc372a All All All

Hardware Hp Laserjet M2727 Multifunction Printer cb532a All All All

Hardware Hp Laserjet M2727 Multifunction Printer cb533a All All All

Hardware Hp Laserjet M2727 Multifunction Printer cb532a All All All

Hardware Hp Laserjet M2727 Multifunction Printer cb533a All All All

Hardware Hp Laserjet Pro 100 Color Mfp M175 ce866a All All All

Hardware Hp Laserjet Pro 100 Color Mfp M175 ce866a All All All

Hardware Hp Laserjet Pro 300 Color Mfp Printer M375 ce903a All All All

Hardware Hp Laserjet Pro 300 Color Mfp Printer M375 ce903a All All All

Hardware Hp Laserjet Pro 300 Color Printer M351 ce955a All All All

Hardware Hp Laserjet Pro 300 Color Printer M351 ce955a All All All

Hardware Hp Laserjet Pro 400 Color Mfp M475 ce863a All All All

Hardware Hp Laserjet Pro 400 Color Mfp M475 ce864a All All All

Hardware Hp Laserjet Pro 400 Color Mfp M475 ce863a All All All

Hardware Hp Laserjet Pro 400 Color Mfp M475 ce864a All All All

Hardware Hp Laserjet Pro 400 Color Printer M451 ce956a All All All

Hardware Hp Laserjet Pro 400 Color Printer M451 ce957a All All All

Hardware Hp Laserjet Pro 400 Color Printer M451 ce958a All All All

Hardware Hp Laserjet Pro 400 Color Printer M451 ce956a All All All

Hardware Hp Laserjet Pro 400 Color Printer M451 ce957a All All All

Hardware Hp Laserjet Pro 400 Color Printer M451 ce958a All All All

Hardware Hp Laserjet Pro Cm1415fnw Color Multifunction Printer ce862a All All All

Hardware Hp Laserjet Pro Cm1415fnw Color Multifunction Printer ce862a All All All

Hardware Hp Laserjet Pro Cp1025nw ce914a All All All

Hardware Hp Laserjet Pro Cp1025nw ce918a All All All

Hardware Hp Laserjet Pro Cp1025nw ce914a All All All

Hardware Hp Laserjet Pro Cp1025nw ce918a All All All

Hardware Hp Laserjet Pro Cp1525nw Color Printer ce875a All All All

Hardware Hp Laserjet Pro Cp1525nw Color Printer ce875a All All All

Hardware Hp Laserjet Pro M1212nf Mfp ce841a All All All

Hardware Hp Laserjet Pro M1212nf Mfp ce841a All All All

Hardware Hp Laserjet Pro M1213nf Mfp ce845a All All All

Hardware Hp Laserjet Pro M1213nf Mfp ce845a All All All
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Hardware Hp Laserjet Pro M1216nfh Mfp ce843a All All All

Hardware Hp Laserjet Pro M1216nfh Mfp ce843a All All All

Hardware Hp Laserjet Pro M1217nfw Mfp ce844a All All All

Hardware Hp Laserjet Pro M1217nfw Mfp ce844a All All All

Hardware Hp Laserjet Pro M1536dnf Multifunction Printer ce538a All All All

Hardware Hp Laserjet Pro M1536dnf Multifunction Printer ce538a All All All

Hardware Hp Laserjet Pro P1102 ce657a All All All

Hardware Hp Laserjet Pro P1102 ce658a All All All

Hardware Hp Laserjet Pro P1102 ce657a All All All

Hardware Hp Laserjet Pro P1102 ce658a All All All

Hardware Hp Laserjet Pro P1606dn ce749a All All All

Hardware Hp Laserjet Pro P1606dn ce749a All All All

Hardware Hp Topshot Laserjet Pro M275 Mfp cf040a All All All

Hardware Hp Topshot Laserjet Pro M275 Mfp cf040a All All All

References

Reference Source Link Tags

CERT Vulnerability Notes Database CERT-VN www.kb.cert.org US Government Resource

Software and Drivers HP h20566.www2.hp.com Vendor Advisory

HP LaserJet Printers Let Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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