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CVE-2013-6197

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVAACUAUSICPILPAP Certain versions of Service Manager from Hp contain the following
: vulnerability:

Unspecified vulnerability in HP Service Manager WebTier and
Windows Client 9.20 and 9.21 before 9.21.661 p8 allows remote
authenticated users to execute arbitrary code via unknown vectors.

CVE-2013-6197 has been assigned by ) hp-security-alert@hp.com to track the vulnerability

CVSS2 Score: 5.2- MEDIUM

Access Access Authentication
Vector Complexity

LOW
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

IBM X-Force Exchange € XF hp-service-manager-
cve20136197-code-exec(89974)

() HP HPSBMU02959

Not Archived

HP Service Manager Input Validation Hole Permits Cross-Site () SECTRACK 1029541
Scripting Attacks - SecurityTracker

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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http://cve.report/software/hp/service_manager
http://cve.report/vendor/hp
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https://exchange.xforce.ibmcloud.com/vulnerabilities/89974
http://h20566.www2.hp.com/portal/site/hpsc/template.PAGE/public/kb/docDisplay/?docId=emr_na-c04052075
http://www.securitytracker.com/id/1029541
mailto:%20comment@cve.report

There are currently no QIDs associated with this CVE
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Service Manager Web Client
Service Manager Web Client
Service Manager Web Client
Service Manager Web Tier
Service Manager Web Tier
Service Manager Web Tier

Service Manager Web Tier
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cpe:2.3:a:hp:service_manager_web_tier:9.20:*:*:*:*:*:*:*;
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cpe:2.3:a:hp:service_manager_web_tier:9.21:*:***:*:*:*;

No vendor comments have been submitted for this CVE
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