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Summary

CVE CVE-2013-6288

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-28 22:55:00 UTC

Updated 2013-11-03 03:35:00 UTC

Description Unspecified vulnerability in the Apache Solr for TYPO3 (solr) extension before 2.8.3 for TYPO3 has unknown impact and remote attack vectors, related to "Insecure Unserialize."

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ingo Renner Apache Solr 1.0 All All All

Application Ingo Renner Apache Solr 1.3.0 All All All

Application Ingo Renner Apache Solr 1.3.1 All All All

Application Ingo Renner Apache Solr 2.1.0 All All All

Application Ingo Renner Apache Solr 2.2.0 All All All

Application Ingo Renner Apache Solr 2.2.1 All All All

Application Ingo Renner Apache Solr 2.2.2 All All All

Application Ingo Renner Apache Solr 2.8.0 All All All

Application Ingo Renner Apache Solr 2.8.1 All All All

Application Ingo Renner Apache Solr 1.0 All All All

Application Ingo Renner Apache Solr 1.3.0 All All All

Application Ingo Renner Apache Solr 1.3.1 All All All

Application Ingo Renner Apache Solr 2.1.0 All All All

Application Ingo Renner Apache Solr 2.2.0 All All All

Application Ingo Renner Apache Solr 2.2.1 All All All

Application Ingo Renner Apache Solr 2.2.2 All All All

Application Ingo Renner Apache Solr 2.8.0 All All All
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Application Ingo Renner Apache Solr 2.8.0 All All All

Application Ingo Renner Apache Solr 2.8.1 All All All

Application Ingo Renner Apache Solr All All All All

Application Typo3 Typo3 - All All All

Application Typo3 Typo3 - All All All

References

Reference Source

Apache Solr for TYPO3 - Enterprise Search (solr) - TYPO3 - The Enterprise Open Source CMS CONFIRM

TYPO3 Apache Solr Unspecified Cross Site Scripting and PHP Code Execution Vulnerabilities BID

Several vulnerabilities in extension Apache Solr for TYPO3 (solr) - TYPO3 - The Enterprise Open Source CMS MISC

Security Advisory SA54978 - TYPO3 Apache Solr Extension Cross-Site Scripting and PHP Code Execution Vulnerabilities - Secunia SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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