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Summary

CVE CVE-2013-6343

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-22 05:22:00 UTC

Updated 2016-12-31 02:59:00 UTC

Description Multiple buffer overflows in web.c in httpd on the ASUS RT-N56U and RT-AC66U routers with firmware 3.0.0.4.374_979 allow remote attackers to execute arbitrary code via the (1) apps_name or (2) apps_flag parameter to APP_Installation.asp.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Asus Rt-ac66u - All All All

Hardware Asus Rt-ac66u - All All All

Operating System Asus Rt-ac66u Firmware 3.0.0.4..374_979 All All All

Operating System Asus Rt-ac66u Firmware 3.0.0.4..374_979 All All All

Hardware Asus Rt-n56u - All All All

Hardware Asus Rt-n56u - All All All

Operating System Asus Rt-n56u Firmware 3.0.0.4..374_979 All All All

Operating System Asus Rt-n56u Firmware 3.0.0.4..374_979 All All All

Hardware Asus Tm-ac1900 - All All All

Hardware Asus Tm-ac1900 - All All All

Operating System Asus Tm-ac1900 Firmware 3.0.0.4..374_979 All All All

Operating System Asus Tm-ac1900 Firmware 3.0.0.4..374_979 All All All
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ASUS RT-N56U - Remote Root Shell Buffer Overflow (ROP) EXPLOIT-DB www.exploit-db.com Exploit

How-to guides: Wi-Fi CellSpot Router | T-Mobile Support CONFIRM support.t-mobile.com

ASUS RT-N56U 'apps_name' and 'apps_flag' Parameters Buffer Overflow Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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