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CVE-2013-6383

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACMAUNCCILCIAG Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

The aac_compat_ioctl function in drivers/scsi/aacraid/linit.c in the Linux
kernel before 3.11.8 does not require the CAP_SYS_RAWIO capability,
which allows local users to bypass intended access restrictions via a
crafted ioctl call.

CVE-2013-6383 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 6.9 - MEDIUM

Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
oss-security - Linux kernel ¢ > MLIST [oss-security] 20131122 Linux kernel CVE fixes
CVE fixes text/html
A CONFIRM www.kernel.org/pub/linux/kernel/v3.x/ChangelLog-3.11.8
kernel/git/torvalds/linux.git - [ (D) MISC git.kernel.org/?p=linux/kernel/git/torvalds/linux-
Linux kernel source tree 2.6.git%3Ba=commit%3Bh=f8565670b930dfcdbc3323261bf77240ccdde01f5
USN-2071-1: Linux kernel [ www.ubuntu.com | ® UBUNTU USN-2071-1
vulnerabilities | Ubuntu
USN-2074-1: Linux kernel [T @® UBUNTU USN-2074-1
(OMAP4) vulnerabilities |

Ubuntu
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USN-2067-1: Linux kernel
(OMAP4) vulnerabilities |
Ubuntu

Bug 1033530 — CVE-2013-
6383 Kernel: AACRAID
Driver compat IOCTL
missing capability check

aacraid: missing capable()
check in compat ioctl -
torvalds/linux@f856567 -
GitHub

USN-2107-1: Linux kernel
vulnerabilities | Ubuntu

USN-2075-1: Linux kernel
vulnerabilities | Ubuntu

USN-2066-1: Linux kernel
vulnerabilities | Ubuntu

Red Hat Customer Portal

USN-2070-1: Linux kernel
(Saucy HWE) vulnerabilities
| Ubuntu

USN-2073-1: Linux kernel
vulnerabilities | Ubuntu

Red Hat Customer Portal

USN-2076-1: Linux kernel
(OMAP4) vulnerabilities |
Ubuntu

USN-2068-1: Linux kernel
(Quantal HWE)
vulnerabilities | Ubuntu

USN-2072-1: Linux kernel
(OMAP4) vulnerabilities |
Ubuntu

USN-2108-1: Linux kernel
(EC2) vulnerabilities |
Ubuntu

USN-2069-1: Linux kernel
(Raring HWE) vulnerabilities
| Ubuntu

text/html

bugzilla.redhat.com

text/html

text/html

text/html

text/html

text/html

Inactive Link" Not Archived

text/html

text/html

text/html

Inactive Link" Not Archived

text/html

text/html

text/html

text/html

text/html

® UBUNTU USN-2067-1

() CONFIRM bugzilla.redhat.com/show_bug.cgi?id=1033530

() CONFIRM
github.com/torvalds/linux/commit/f856567b930dfcdbc3323261bf77240ccdde01f5

® UBUNTU USN-2107-1

® UBUNTU USN-2075-1

® UBUNTU USN-2066-1

& REDHAT RHSA-2014:0100

® UBUNTU USN-2070-1

® UBUNTU USN-2073-1

& REDHAT RHSA-2014:0285

® UBUNTU USN-2076-1

® UBUNTU USN-2068-1

® UBUNTU USN-2072-1

® UBUNTU USN-2108-1

® UBUNTU USN-2069-1

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:0:linux:linux_kernel:3.0.1:**:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.10:*:*:**:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.12:: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.13:**: "™

Kk ok Kk oKLk,

cpe:2.3:0:linux:linux_kernel:3.0.14:* "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.16:*:*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.17:* "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.19:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.2:*:*: % *:*:*:

akLK LKLk KKK,

cpe:2.3:0:linux:linux_kernel:3.0.29:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.3: " ":*:

Ak kKK LKLk Lk,

cpe:2.3:0:linux:linux_kernel:3.0.31:*: """

ARk kK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.32:*: """

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.34:*:*:**:*:*:*:

Ak kK kKKK,

coe:2.3:0:linux:linux kernel:3.0.35::*:**:*:*:*:



Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.36:*:*:*:*:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.37:*:*:**:**:*:

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.38:™:*: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.39:™ "™

cpe:2.3:0:linux:linux_kernel:3.0.4:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.40: " "™

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.42:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.43:* %" "™

Kk kKoK kK,

cpe:2.3:0:linux:linux_kernel:3.0.44:**:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.45:*: %"

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.46:*:*:*:*:*:*:*:

akk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.55:*: """

Ak kLK LK LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.56:*:*:*:*:*:*:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.58:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.59:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.6:*:*:***:*:*:



Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.62:*:*:*:*:**:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.63:*:*:***:*:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.64:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.66:*:*:*:**:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.67:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.7:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.9:*:*:***:*:*:

dkakakakakak k.

cpe:2.3:0:linux:linux_kernel:3.1:*: %"

cpe:2.3:0:linux:linux_kernel:3.1.2:*:*: % *:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.3:* """

cpe:2.3:0:linux:linux_kernel:3.1.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.5::* " ":*:

cpe:2.3:0:linux:linux_kernel:3.1.6:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:3.1.7:% 7 "

cpe:2.3:0:linux:linux_kernel:3.1.8:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.1.9:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.10.1:*:

dkakakokakakuk.

cpe:2.3:0:linux:linux_kernel:3.10.10: " ::
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dkak kR akakk.

cpe:2.3:0:linux:linux_kernel:3.10.12:%:*****:*:

akak kR ok akuk.

cpe:2.3:0:linux:linux_kernel:3.10. 14 "

akak kR ok akak.

cpe:2.3:0:linux:linux_kernel:3.10.15: "

akak kR akakak.

cpe:2.3:0:linux:linux_kernel:3.10.17:

akak kR kR k.

cpe:2.3:0:linux:linux_kernel:3.10.18: " :*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.10.2:* %" "™

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.10.3:*:*:* "™
cpe:2.3:0:linux:linux_kernel:3.10.4:**:***:**:
cpe:2.3:0:linux:linux_kernel:3.10.5: "%
cpe:2.3:0:linux:linux_kernel:3.10.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.10.7:*: "%

cpe:2.3:0:linux:linux_kernel:3.10.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.10.9:*: """

cpe:2.3:0:linux:linux_kernel:3.11.1:* """
cpe:2.3:0:linux:linux_kernel:3.11.2:* %"
cpe:2.3:0:linux:linux_kernel:3.11.3:*: """
cpe:2.3:0:linux:linux_kernel:3.11.4:* """
cpe:2.3:0:linux:linux_kernel:3.11.5: %"

cpe:2.3:0:linux:linux_kernel:3.11.6:*: """

dkkakukakakak.

cpe:2.3:0:linux:linux_kernel:3.2:%:*: "

dkakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc2:*:*:*:*:*::

dkk Lk okukuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc3:*:*: "

akLkLk ok akuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc5: "

dkakkakakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc6:*:*:*:*:*:*:



KKk akukuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc7:*:*:**:*::

cpe:2.3:0:linux:linux_kernel:3.2.1:*****:*:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.2.11: "™

Kk ok Kk kLK,

cpe:2.3:0:linux:linux_kernel:3.2.12: "™

Kk ok Kk kK,

cpe:2.3:0:linux:linux_kernel:3.2.13:**:* "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.14:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.15: " "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.16:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.18:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.19: """

cpe:2.3:0:linux:linux_kernel:3.2.2:*:*:*:*:*:*:*:

Ak kLKL KKK,

cpe:2.3:0:linux:linux_kernel:3.2.28:*:*:**:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.29:*: % *:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.3:*:*: " *:*:
cpe:2.3:0:linux:linux_kernel:3.2.30:*:*: """
cpe:2.3:0:linux:linux_kernel:3.2.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.5:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.6:*:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:3.2.7:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.8:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.9: "
P

cpe:2.3:0:linux:linux_kernel:3.3:*:*:*:**:*:*:

Akakak ok akuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc1:**:**:*:

ARk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc2:*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc3:*:*:**:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc5:*:*:**:*:*:

Rk kR Rk,

cpe:2.3:0:linux:linux_kernel:3.3:rc6:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.1:*:*:***:**:

cpe:2.3:0:linux:linux_kernel:3.3.2:*:*:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.3:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.4:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.5:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.6:*:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.7:% " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.8:*:*:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.4:*:*: "

akakkokakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc3:*:*:**

akak Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc4:* "

dkak Lk okukuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc6:*:*:*:*:*::
akakakakakak.

cpe:2.3:0:linux:linux_kernel:3.4:rc7: "

cpe:2.3:0:linux:linux_kernel:3.4.1:*:****: "



Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.12:* % :*

Kk ok ok kKK,

cpe:2.3:0:linux:linux_kernel:3.4.13: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.4.14: "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.16:* "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.17:****:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.19:* " "™

cpe:2.3:0:linux:linux_kernel:3.4.2:%:*:**:* %

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.20:*:*:* """

akLK KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4.31:* "
cpe:2.3:0:linux:linux_kernel:3.4.32:*: " "
cpe:2.3:0:linux:linux_kernel:3.4.4::*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.4.5::****:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.6:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.7:%:****: "



cpe:2.3:0:linux:linux_kernel:3.4.8:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.9:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.1

cpe:2.3:0:linux:linux_kernel:3.5.2:%:

cpe:2.3:0:linux:linux_kernel:3.5.3:*:***:**::

cpe:2.3:0:linux:linux_kernel:3.5.4:*:***:

cpe:2.3:0:linux:linux_kernel:3.5.5:*:***:**::

cpe:2.3:0:linux:linux_kernel:3.5.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.7 % :**::

Lk kR kR akak.

cpe:2.3:0:linux:linux_kernel:3.6:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.1:*:*:**:**::

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.6.10:*:*: """

cpe:2.3:0:linux:linux_kernel:3.6.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.3:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.4:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.5:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.8:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.7:*: "

cpe:2.3:0:linux:linux_kernel:3.7. 1 %"

Ak kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.7.10: """

cpe:2.3:0:linux:linux_kernel:3.7.2:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.3:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.4::****: "

cpe:2.3:0:linux:linux_kernel:3.7.5:*** " *:

cpe:2.3:0:linux:linux kernel:3.7.6:*:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:3.7.7:*****:**:

cpe:2.3:0:linux:linux_kernel:3.7.8: "

cpe:2.3:0:linux:linux_kernel:3.7.9:

cpe:2.3:0:linux:linux_kernel:3.8.0:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:3.8.1:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.8.10: *: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.8.11: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.8.12:**:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.8.13:**:* "1™
cpe:2.3:0:linux:linux_kernel:3.8.2:*:*:**:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.8.3: " *:*:
cpe:2.3:0:linux:linux_kernel:3.8.4:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.8.5:*:*: " *:*:
cpe:2.3:0:linux:linux_kernel:3.8.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.8.7:%:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.9:*:*:*:*:*:*:*:

L

cpe:2.3:0:linux:linux_kernel:3.9:rc4:* "

dkakkakakuk.

cpe:2.3:0:linux:linux_kernel:3.9:rc5:*:*: "

akakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.9:rc6:*:*:*:*:*::

cpe:2.3:0:linux:linux_kernel:3.9.0::****:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.1:*:****:*:*:

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.9.11:***



cpe:2.3:0:linux:linux_kernel:3.9.2:**:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.3:*****:**:

cpe:2.3:0:linux:linux_kernel:3.9.4:

cpe:2.3:0:linux:linux_kernel:3.9.5:

cpe:2.3:0:linux:linux_kernel:3.9.6:*:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:3.9.7:*:***:**::

cpe:2.3:0:linux:linux_kernel:3.9.8:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.9:*:***:**::

Rk kR akak,

cpe:2.3:0:linux:linux_kernel:3.0:rct :*:*:***:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.0:rc2:*:*:*:*:*:*:

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.16:*:*: """

ARk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.17:* """

Ak kKK LKLk Lk,

cpe:2.3:0:linux:linux_kernel:3.0.19:*:*: """

cpe:2.3:0:linux:linux_kernel:3.0.2:*:*:***:*:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.20:*:*:*:*:*:*:*:

AnnD iaclinnivelininiv barnal:Q N DA Fokakokakakk,



Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.23:*:*: "™

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.24:* "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.25:* "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.27:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.28:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.3:*:*:**:**:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.30:**:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.31:*: """

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.32:*:*:* """

cpe:2.3:0:linux:linux_kernel:3.0.4::*:***:":*:

akk KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.40:*:*: """

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.42:*:*: """

ARk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.43:*: """

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.45:**:* "

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.46:*:*:*:*:*:*:*:

akk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.47:*:



Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.48:*:*:**:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.49:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.0.5:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.50: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.51 "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.53:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.54:**:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.55:* %" *:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.56:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.57:*: """

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.58:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.7:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.0.8::*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.9::*:***:*:*:
O

cpe:2.3:0:linux:linux_kernel:3.1:*:

akakk ok ukuk.

cpe:2.3:0:linux:linux_kernel:3.1:rc1: "



Kk kR ukuk.

cpe:2.3:0:linux:linux_kernel:3.1:rc2:*:*:*:*:*:*:

KRk akukuk.

cpe:2.3:0:linux:linux_kernel:3.1:rc3:*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:3.1:rc4:**:***::
cpe:2.3:0:linux:linux_kernel:3.1.1:
cpe:2.3:0:linux:linux_kernel:3.1.10: "™
cpe:2.3:0:linux:linux_kernel:3.1.2:*: %
cpe:2.3:0:linux:linux_kernel:3.1.3: "%
cpe:2.3:0:linux:linux_kernel:3.1.4:
cpe:2.3:0:linux:linux_kernel:3.1.5:%:
cpe:2.3:0:linux:linux_kernel:3.1.6:*:*:**:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.1.7:*:***:
cpe:2.3:0:linux:linux_kernel:3.1.8:*:*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:3.1.9:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.10.1:*: %"

cpe:2.3:0:linux:linux_kernel:3.10.10:%:":*:**:*:™:

akkakokakakk.

cpe:2.3:0:linux:linux_kernel:3.10.17:%:"*:*

dkkakokakakk.

cpe:2.3:0:linux:linux_kernel:3.10.18:*:*:*:*:*:*:*:

Ak kLK LK LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.10.2:*: """

Ak KLk LK LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.10.3:*: """
cpe:2.3:0:linux:linux_kernel:3.10.4:*: """

cpe:2.3:0:linux:linux_kernel:3.10.5:* "%

ARk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.10.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.10.7:***



kKoK kKKK,

cpe:2.3:0:linux:linux_kernel:3.10.8:*:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:3.10.9:*:*:*:*:**:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.11 "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.11. 1 ™

cpe:2.3:0:linux:linux_kernel:3.11.2: "™

cpe:2.3:0:linux:linux_kernel:3.11.3: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.11 .4 "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.11.5:******:

cpe:2.3:0:linux:linux_kernel:3.11.6:* " "™

sk Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.2:*:*:*:**:*:*:

akLK KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.2.14:*:*: """

akk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.2.15:* "%

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.2.16:*:*: """

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.18:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.19:* """

cpe:2.3:0:linux:linux_kernel:3.2.2:*:*:***:*:*:



Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.20:*:*:*:*:**:*:

LKk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.22:*:*:***:*:*:

R R

cpe:2.3:0:linux:linux_kernel:3.2.23:*:*: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.2.24:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.25:* " "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.26:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.27:**:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.29:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.3:*:*:**:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.30:*:*:* """

cpe:2.3:0:linux:linux_kernel:3.2.4:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.5:*:*: % *:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.7:%:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.9:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3:*:*:":*:*

dkakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc5:*:*: "

dkakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc6: "

cpe:2.3:0:linux:linux_kernel:3.3.1: % :*:*:

cpe:2.3:0:linux:linux_kernel:3.3.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.3:*:*:***:*:*:



cpe:2.3:0:linux:linux_kernel:3.3.4:**:***:**:

cpe:2.3:0:linux:linux_kernel:3.3.5:*****:**:

cpe:2.3:0:linux:linux_kernel:3.3.6:*:*:* " ::

cpe:2.3:0:linux:linux_kernel:3.3.7:

cpe:2.3:0:linux:linux_kernel:3.3.8:*:*:**:**::

LRk ak kR ok ak,

cpe:2.3:0:linux:linux_kernel:3.4:*:**:**:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.4:rc1

kKR akak k.

cpe:2.3:0:linux:linux_kernel:3.4:rc2:*:*:*:*:*:*:

Kk ok akakak.

cpe:2.3:0:linux:linux_kernel:3.4:rcd:*:*:**:*:*:

kak kR akak.

cpe:2.3:0:linux:linux_kernel:3.4:rc5:* "

kakakakakak.

cpe:2.3:0:linux:linux_kernel:3.4:rc6:*:":*:**::

akK KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4.16:*: """

akLk KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4.17:* "

ARk LKk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.4.19: """

cpe:2.3:0:linux:linux_kernel:3.4.2:*:*: """

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.20:*:*: """

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.22:*:*:**:**:*:



akak kK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.23:*:*:**:*

Kk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.4.24 %% *:*

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.4.25:* % "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.4.27::****:*:*:

Kk ok Kk kK,

cpe:2.3:0:linux:linux_kernel:3.4.28:* " *:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.3:*:*:**:**::

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.30: """

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.31:*:* "™

cpe:2.3:0:linux:linux_kernel:3.4.4:*:*: > *:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.5:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.7:%:*:***:%:*:

cpe:2.3:0:linux:linux_kernel:3.4.8:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.9:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.5.1: 7 *:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.3: " *:*:

cpe:2.3:0:linux:linux_kernel:3.5.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.5:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.6:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.5.7:* " *:*:

dk Lk akkkakuk.

cpe:2.3:0:linux:linux_kernel:3.6:%:*: "

cpe:2.3:0:linux:linux_kernel:3.6.1:*:*:***:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.6.10:*:*:*:*:*:*:*:

rne? R:aclinniyliniiy karnal:R R D%k xokkkok.



cpe:2.3:0:linux:linux_kernel:3.6.3:**:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.4:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.5:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:3.6.6:*:*:*:*:*:*::

cpe:2.3:0:linux:linux_kernel:3.6.7: " :*:*::

cpe:2.3:0:linux:linux_kernel:3.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.9:*:*:**:*:*:*:

dk Lk ak kR akak.

cpe:2.3:0:linux:linux_kernel:3.7:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.1

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.7.10:** " "™

cpe:2.3:0:linux:linux_kernel:3.7.2:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.3: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.5:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.6:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.7:%:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.8:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.9: " *:*:

cpe:2.3:0:linux:linux_kernel:3.8.0:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.1:*:*:***:*:*:

akLk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.8.11:*: """

akk LKLk K LKLk,

cpe:2.3:0:linux:linux_kernel:3.8.12:*:*: """
cpe:2.3:0:linux:linux_kernel:3.8.13:*: """
cpe:2.3:0:linux:linux_kernel:3.8.2:*:*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:3.8.3:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.8.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.5::*:***:*:*:



cpe:2.3:0:linux:linux_kernel:3.8.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.7:**:***:**:

cpe:2.3:0:linux:linux_kernel:3.8.8: " :*:*::

cpe:2.3:0:linux:linux_kernel:3.8.9: :***:**::

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.9:rc1:**:***:*:

Rk kR Lk uk.

cpe:2.3:0:linux:linux_kernel:3.9:rc2:*:*:*:*:*:*:

kKR akakak.

cpe:2.3:0:linux:linux_kernel:3.9:rc3:*:*:**:*:*:

R

cpe:2.3:0:linux:linux_kernel:3.9:rc4:*:*:*:*:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.9:rc6:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.9:rc7:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.0: :*:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.9.1: " *:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.2:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.3:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.9.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.5:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.6:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.9.7:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.8:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.9.9:*:*:***:*:*:

ARk kLK LK KKk,

cpe:2.3:0:linux:linux_kernel: ™ **:*:

No vendor comments have been submitted for this CVE
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