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Summary

CVE CVE-2013-6384

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-11-23 18:55:00 UTC

Updated 2020-10-21 15:13:00 UTC

Description (1) impl_db2.py and (2) impl_mongodb.py in OpenStack Ceilometer 2013.2 and earlier, when the logging level is set to INFO, logs the connection string from ceilometer.conf, which allows local users to obtain sensitive information (the DB2 or MongoDB password) by reading the log file.

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Ceilometer All All All All

References

Reference Source Link Tags

oss-security - Re: CVE request for a vulnerability in OpenStack Ceilometer MLIST www.openwall.com Mailing List, Third Party Advisory

Bug #1244476 “[OSSA 2013-031] Ceilometer log contains DB passwor...” : Bugs : Ceilometer CONFIRM bugs.launchpad.net Exploit, Issue Tracking, Third Party Advisory

oss-security - [OSSA 2013-031] Ceilometer DB2/MongoDB backend password leak (CVE-2013-6384) MLIST www.openwall.com Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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