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Summary

CVE CVE-2013-6391

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-14 17:21:00 UTC

Updated 2020-06-02 19:54:00 UTC

Description The ec2tokens API in OpenStack Identity (Keystone) before Havana 2013.2.1 and Icehouse before icehouse-2 does not return a trust-scoped token when one is received, which allows remote trust users to gain privileges by generating EC2 credentials from a trust-scoped token and using them in an ec2tokens API request.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 13.10 All All All

Operating System Canonical Ubuntu Linux 13.10 All All All

Application Openstack Keystone All All All All

Application Openstack Keystone All All All All

Application Redhat Openstack 4.0 All All All

Application Redhat Openstack 4.0 All All All

References

Reference Source Link

oss-security - [OSSA 2013-032] Keystone trust circumvention through EC2-style tokens (CVE-2013-6391) MLIST www.openwall.com

Bug #1242597 “[OSSA 2013-032] Keystone trust circumvention throu...” : Bugs : Keystone CONFIRM bugs.launchpad.net

Security Advisory SA56079 - OpenStack Keystone EC2 Tokens Security Bypass Security Issue - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Security Advisory SA56154 - Ubuntu update for keystone - Secunia SECUNIA secunia.com

OpenStack Keystone EC2-style Tokens Validation Privilage Escalation Vulnerability BID www.securityfocus.com

Red Hat Customer Portal REDHAT rhn.redhat.com

USN-2061-1: OpenStack Keystone vulnerability | Ubuntu UBUNTU www.ubuntu.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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