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Summary

CVE CVE-2013-6397

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-07 20:55:00 UTC

Updated 2023-11-07 02:17:00 UTC

Description Directory traversal vulnerability in SolrResourceLoader in Apache Solr before 4.6 allows remote attackers to read arbitrary files via a .. (dot dot) or full pathname in the tr parameter to solr/select/, when the response writer (wt parameter) is set to XSLT. NOTE: this can be leveraged using a separate XXE (XML eXternal Entity) vulnerability to allow access to files across restricted network boundaries.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Solr 4.0.0 All All All

Application Apache Solr 4.0.0 alpha All All

Application Apache Solr 4.0.0 beta All All

Application Apache Solr 4.1.0 All All All

Application Apache Solr 4.2.0 All All All

Application Apache Solr 4.2.1 All All All

Application Apache Solr 4.3.0 All All All

Application Apache Solr 4.3.1 All All All

Application Apache Solr 4.4.0 All All All

Application Apache Solr 4.5.0 All All All

Application Apache Solr 4.0.0 All All All

Application Apache Solr 4.0.0 alpha All All

Application Apache Solr 4.0.0 beta All All

Application Apache Solr 4.1.0 All All All

Application Apache Solr 4.2.0 All All All

Application Apache Solr 4.2.1 All All All

Application Apache Solr 4.3.0 All All All
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Application Apache Solr 4.3.0 All All All

Application Apache Solr 4.3.1 All All All

Application Apache Solr 4.4.0 All All All

Application Apache Solr 4.5.0 All All All

Application Apache Solr All All All All

References

Reference Source Link

[SOLR-4882] Restrict SolrResourceLoader to only classloader accessible files and instance dir - ASF JIRA CONFIRM issues.apache.org

Apache Solr 'SolrResourceLoader' Directory Traversal Vulnerability BID www.securityfocus.com

Compromising an unreachable Solr server with CVE-2013-6397 | Agarri : Sécurité informatique offensive MISC www.agarri.fr

Red Hat Customer Portal REDHAT rhn.redhat.com

oss-security - Re: CVE request: Apache Solr 4.6.0 MLIST www.openwall.com

Security Advisory SA59372 - Debian update for lucene-solr - Secunia SECUNIA secunia.com

Security Advisory SA55730 - Apache Solr SolrResourceLoader Arbitrary File Disclosure Vulnerability - Secunia SECUNIA secunia.com

Apache Solr Release Notes CONFIRM lucene.apache.org

Red Hat Customer Portal REDHAT rhn.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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