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The virtual router in Apache CloudStack before 4.2.1 does not preserve the source restrictions in firewall rules after being re¢
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
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Application
Application
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Application
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Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Apache Cloudstack 2.0 - community All
Apache Cloudstack 2.0.1 All All All
Apache Cloudstack 2.1.0 All All All
Apache Cloudstack 211 All All All
Apache Cloudstack 2.1.10 All All All
Apache Cloudstack 2.1.2 All All All
Apache Cloudstack 213 All All All
Apache Cloudstack 2.1.4 All All All
Apache Cloudstack 215 All All All
Apache Cloudstack 2.1.6 All All All
Apache Cloudstack 21.7 All All All
Apache Cloudstack 2.1.8 All All All
Apache Cloudstack 2.1.9 All All All
Apache Cloudstack 2.2.0 All All All
Apache Cloudstack 2.21 All All All
Apache Cloudstack 2.2.11 All All All
Apache Cloudstack 2212 All All All
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Application Apache Cloudstack 2.2.14 All All All
Application Apache Cloudstack 222 All All All
Application Apache Cloudstack 223 All All All
Application Apache Cloudstack 225 All All All
Application Apache Cloudstack 2.2.6 All All All
Application Apache Cloudstack 227 All All All
Application Apache Cloudstack 228 All All All
Application Apache Cloudstack 2.2.9 All All All
Application Apache Cloudstack 3.0.0 All All All
Application Apache Cloudstack 3.0.1 All All All
Application Apache Cloudstack 3.0.2 All All All
Application Apache Cloudstack 4.0.0 incubating All All
Application Apache Cloudstack 4.0.1 All All All
Application Apache Cloudstack 4.0.2 All All All
Application Apache Cloudstack 4.1.0 All All All
Application Apache Cloudstack 411 All All All
Application Apache Cloudstack All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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