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CVE-2013-6399

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIAC:LIAU:NIC:P/LP/AP Certain versions of Qemu from Qemu contain the foIIowing
’ vulnerability:

Array index error in the virtio_load function in hw/virtio/virtio.c in QEMU
before 1.7.2 allows remote attackers to execute arbitrary code via a
crafted savevm image.

CVE-2013-6399 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

[Qemu-stable] [ Patch | &® MLIST [Qemu-stable] 20140723 [ANNOUNCE] QEMU 1.7.2 Stable released
[ANNOUNCE] QEMU

1.7.2 Stable released text/html

Red Hat Customer [ Patch | & REDHAT RHSA-2014:0744

Portal

Red Hat Customer [ Patch | & REDHAT RHSA-2014:0743

Portal

nit nemit nra Git - | \woh orchive org | B MIKQC nit nemit arn/?


https://cve.report/
https://cve.report/CVE-2013-6399/mitre
https://cve.report/CVE-2013-6399/nist
https://cve.report/CVE-2013-6399/cve_org
https://cve.report/CVE-2013-6399.pdf
http://cve.report/software/qemu/qemu
http://cve.report/vendor/qemu
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.nongnu.org/archive/html/qemu-stable/2014-07/msg00187.html
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2014-0744.html
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2014-0743.html

Yreviniueuny

K ~ yreyurniuevnyr

[EE———
gemu.git/commitdiff p=gemu.git%3Ba=commitdiff%3Bh=4b53c2c72cb5541cf394033b528a6fe2a86c0ac
Red Hat Customer & MISC access.redhat.com/errata/RHSA-2014:0927
Portal

Red Hat Customer & MISC access.redhat.com/errata/RHSA-2014:0674
Portal

Red Hat Customer & MISC access.redhat.com/errata/RHSA-2014:0743
Portal

access.redhat.com | & MISC access.redhat.com/security/cve/CVE-2013-6399
CVE-2013-6399

[SECURITY] Fedora 20 FEDORA FEDORA-2014-6288

Update: gemu-1.6.2-

5.fc20

Red Hat Customer & MISC access.redhat.com/errata/RHSA-2014:1268
Portal

Red Hat Customer & MISC access.redhat.com/errata/RHSA-2014:0888
Portal

Bug 1066361 — CVE- (D MISC bugzilla.redhat.com/show_bug.cgi?id=1066361
2013-6399 gemu: virtio:

buffer overrun on

incoming migration

Red Hat Customer & MISC access.redhat.com/errata/RHSA-2014:0744
Portal

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Qemu Qemu 0.1.0 All All All
Application Qemu Qemu 0.1.1 All All All
Application Qemu Qemu 0.1.2 All All All
Application Qemu Qemu 0.1.3 All All All
Application Qemu Qemu 0.1.4 All All All
Application Qemu Qemu 0.1.5 All All All
Application Qemu Qemu 0.1.6 All All All
Application Qemu Qemu 0.10.0 All All All
Application Qemu Qemu 0.10.1 All All All
Application Qemu Qemu 0.10.2 All All All

Annliratinn Nami Nami ninnA All All All
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0.6.1

0.7.0

0.7.1

0.7.2

0.8.0

0.8.1

All

All

All

All

All

rcO

rci

All

rcO

rcl

rc2

All

rci

rc2
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Application Qemu Qemu 0.8.2 All

Application Qemu Qemu 0.9.0 All
Application Qemu Qemu 0.9.1 All
Application Qemu Qemu 0.9.1-5 All
Application Qemu Qemu 1.0 All
Application Qemu Qemu 1.0 rci
Application Qemu Qemu 1.0 rc2
Application Qemu Qemu 1.0 rc3
Application Qemu Qemu 1.0 rc4
Application Qemu Qemu 1.0.1 All
Application Qemu Qemu 1.1 All
Application Qemu Qemu 1.1 rci
Application Qemu Qemu 1.1 rc2
Application Qemu Qemu 1.1 rc3
Application Qemu Qemu 1.1 rc4
Application Qemu Qemu 1.41 All
Application Qemu Qemu 1.4.2 All
Application Qemu Qemu 1.5.0 All
Application Qemu Qemu 1.5.0 rci
Application Qemu Qemu 1.5.0 rc2
Application Qemu Qemu 1.5.0 rc3
Application Qemu Qemu 1.5.1 All
Application Qemu Qemu 1.5.2 All
Application Qemu Qemu 1.5.3 All
Application Qemu Qemu 1.6.0 All
Application Qemu Qemu 1.6.0 rci
Application Qemu Qemu 1.6.0 rc2
Application Qemu Qemu 1.6.0 rc3
Application Qemu Qemu 1.6.1 All
Application Qemu Qemu 1.6.2 All
Application Qemu Qemu All All

cpe:2.3:a:gemu:gemu:0.1.0:%

cpe:2.3:a:gemu:gemu:0.1. 1 7

cpe:2.3:a:gemu:gemu:0.1.2:% "
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cpe:2.3:a:gemu:gemu:0.1.3:":"""m
cpe:2.3:a:gemu:gemu:0.1.4: 77
cpe:2.3:a:gemu:gemu:0.1.5: %%
cpe:2.3:a:gemu:gemu:0.1.6:% "
cpe:2.3:a:gemu:gemu:0.10.0:%:%:
cpe:2.3:a:gemu:gemu:0.10.1:%:%
cpe:2.3:a:gemu:gemu:0.10.2:%:%:
cpe:2.3:a:gemu:gemu:0.10.3:%:%:

ARk kKK LKk,

cpe:2.3:a:gemu:gemu:0.10.4:%:%

cpe:2.3:a:gemu:gemu:0.10.5:%:

ARk kKR kK,

cpe:2.3:a:gemu:gemu:0.10.6:%:":

cpe:2.3:a:gemu:gemu:0.11.0: %

kKK KLk k.

cpe:2.3:a:gemu:gemu:0.11.0:rcO: "

kKKK kKK,

cpe:2.3:a:gemu:gemu:0.11.0-rct ™

KKKk kKK,

cpe:2.3:a:gemu:gemu:0.11.0-rc2: % *:*:*:

KKk oKk Rk,

cpe:2.3:a:gemu:gemu:0.11. 17 e

cpe:2.3:a:gemu:gemu:0.12.0: ™

Kk ak KRk,

cpe:2.3:a:gemu:gemu:0.12.0:rc2:* "%
cpe:2.3:a:gemu:gemu:0.12.1 % e
cpe:2.3:a:gemu:gemu:0.12.2:%
cpe:2.3:a:gemu:gemu:0.12.3:%
cpe:2.3:a:gemu:gemu:0.12.4:%
cpe:2.3:a:gemu:gemu:0.12.5: % =

Kk koK kR k.

cpe:2.3:a:gemu:gemu:0.13.0: %



akakuk ok kak k.

cpe:2.3:a:gemu:gemu:0.14.1:7:%

KLk Lk kKK,

cpe:2.3:a:gemu:gemu:0.15.0:rc1 =%

akLk Lk kKK,

cpe:2.3:a:gemu:gemu:0.15.0:rc2:*:*:%:

ARk kKK LKk,

cpe:2.3:a:gemu:gemu:0.15.1: %

cpe:2.3:a:gemu:gemu:0.15.2:%:

cpe:2.3:a:gemu:gemu:0.2.0:% "

cpe:2.3:a:gemu:qemu:0.3.0:* "

cpe:2.3:a:gemu:gemu:0.4.0:* "

cpe:2.3:a:gemu:gemu:0.4. 1

cpe:2.3:a:gemu:gemu:0.4.2:% e

cpe:2.3:a:gemu:gemu:0.4.3:

cpe:2.3:a:gemu:gemu:0.5.0:%

cpe:2.3:a:gemu:gemu:0.5. 1 e

cpe:2.3:a:gemu:gemu:0.5.2:*

cpe:2.3:a:gemu:gemu:0.5.3:

cpe:2.3:a:gemu:gemu:0.5.4:

cpe:2.3:a:gemu:gemu:0.5.5:

cpe:2.3:a:gemu:gemu:0.6.0:*

cpe:2.3:a:gemu:gemu:0.6.1:*

cpe:2.3:a:gemu:gemu:0.7.0:% e

cpe:2.3:a:gemu:gemu:0.7. 1%

cpe:2.3:a:gemu:gemu:0.7.2:% "

cpe:2.3:a:gemu:gemu:0.8.0: "



cpe:2.3:a:gemu:gemu:0.8.1: "

cpe:2.3:a:gemu:gemu:0.8.2:* "

cpe:2.3:a:gemu:gemu:0.9.0: "

cpe:2.3:a:gemu:gemu:0.9.1: =

cpe:2.3:a:gemu:gemu:1.0:

dkkakakakak.

cpe:2.3:a:gemu:gemu:1.0:rct =

dkkakkukak.

cpe:2.3:a:gemu:gemu:1.0:rc2: "

dkukakukakak.

cpe:2.3:a:gemu:gemu:1.0:rc3: 7

cpe:2.3:a:gemu:gemu:1.0.1 % e

ok akakakakak.

cpe:2.3:a:gemu:gemu:l. 1 e

dkkakkukak.

cpe:2.3:a:gemu:gemu:1.tiret
cpe:2.3:a:gemu:gemu:1.1irc2:
cpe:2.3:a:gemu:gemu:1.1:rc3:
cpe:2.3:a:gemu:gemu:l.tircd:
cpe:2.3:a:gemu:gemu:l 4.1 e

cpe:2.3:a:gemu:gemu:1.4.2: e

cpe:2.3:a:gemu:gemu:1.5.0:

cpe:2.3:a:gemu:gemu:1 5.1

cpe:2.3:a:gemu:gemu:1.5.2:

cpe:2.3:a:gemu:gemu:1. 5.3 R

cpe:2.3:a:gemu:gemu:1.B6.0:



cpe:2.3:a:gemu:gemu:1.6.1: "

cpe:2.3:a:gemu:gemu:1.6.2:* "

cpe:2.3:a:gemu:gemu:0.1.0: 7

cpe:2.3:a:gemu:gemu:0.1. 1 e

cpe:2.3:a:gemu:gemu:0.1.2: "

cpe:2.3:a:gemu:gemu:0.1.3:%7 %

cpe:2.3:a:gemu:gemu:0.1.4:% %

cpe:2.3:a:gemu:gemu:0.1.5: %%

cpe:2.3:a:gemu:gemu:0.1.6:% "

ARk kKK kK,

cpe:2.3:a:gemu:gemu:0.10.0: %

cpe:2.3:a:gemu:gemu:0.10.1:%:%

AkLkLk ok k kR,

cpe:2.3:a:gemu:gemu:0.10.2:%:%:

cpe:2.3:a:gemu:gemu:0.10.3: %

cpe:2.3:a:gemu:gemu:0.10.4: "™

AkakLk kR Rk,

cpe:2.3:a:gemu:gemu:0.10.5: %

cpe:2.3:a:gemu:qemu:0.10.6:%:%

dkakLak kR kK,

cpe:2.3:a:gemu:gemu:0.11.0: %

KKk akk k.

cpe:2.3:a:gemu:gemu:0.11.0:rcO: "™

Kk ak KKk,

cpe:2.3:a:gemu:gemu:0.11.0:rct "™

Kk kKR kK,

cpe:2.3:a:gemu:gemu:0.11.0-rcO: % "%

Kk kKK kK,

cpe:2.3:a:gemu:gemu:0.11.0-rct: %

Kk koK kKK,

cpe:2.3:a:gemu:gemu:0.11.0-rc2: "%

ARk koK kR k.

cpe:2.3:a:gemu:gemu:0.11.1: %

dkak koK kR k.

cpe:2.3:a:gemu:gemu:0.12.0: %

SRk kKK k.

cpe:2.3:a:gemu:gemu:0.12.0:rct "%

cpe:2.3:a:gemu:gemu:0.12.1 %"



cpe:2.3:a:gemu:gemu:0.12.2:%:%

cpe:2.3:a:gemu:gemu:0.12.3:%:%:

cpe:2.3:a:gemu:gemu:0.12.4:% " ™

cpe:2.3:a:gemu:gemu:0.12.5:%:%

cpe:2.3:a:gemu:gemu:0.13.0: "

akLk Lk kKK,

cpe:2.3:a:gemu:gemu:0.13.0:rc1 =

ARk kKKK k.

cpe:2.3:a:gemu:gemu:0.14.0:%:%:

kKK kKK,

cpe:2.3:a:gemu:gemu:0.14.0:rcO: "

KKk kKK,

cpe:2.3:a:gemu:gemu:0.14.0:rct =

cpe:2.3:a:gemu:gemu:0.14.1:%:

kKK KRk,

cpe:2.3:a:gemu:gemu:0.15.0:rct "™
cpe:2.3:a:gemu:gemu:0.15.0:rc2:*:
cpe:2.3:a:gemu:gemu:0.15.1: %
cpe:2.3:a:gemu:gemu:0.15.2:%:%
cpe:2.3:a:gemu:gemu:0.2.0:%*
cpe:2.3:a:gemu:qemu:0.3.0:%
cpe:2.3:a:gemu:gemu:0.4.0: e
cpe:2.3:a:gemu:gemu:0.4. 1 e
cpe:2.3:a:gemu:gemu:0.4.2:* e
cpe:2.3:a:gemu:gemu:0.4.3: e
cpe:2.3:a:gemu:gemu:0.5.0:% e
cpe:2.3:a:gemu:gemu:0.5. 1 e
cpe:2.3:a:gemu:gemu:0.5.2:% e
cpe:2.3:a:gemu:gemu:0.5.3:* e
cpe:2.3:a:gemu:gemu:0.5.4: %7
cpe:2.3:a:gemu:gemu:0.5.5: %7k

cne? 3araemiraeminr() G ()Fexexrekxex.



BT R

cpe:2.3:a:gemu:gemu:0.6.1: "

cpe:2.3:a:gemu:gemu:0.7.0: "

cpe:2.3:a:gemu:gemu:0.7. 1 e

cpe:2.3:a:gemu:gemu:0.7.2:* "

cpe:2.3:a:gemu:gemu:0.8.0: "

cpe:2.3:a:gemu:gemu:0.8.1:* "

cpe:2.3:a:gemu:qemu:0.8.2:% "

cpe:2.3:a:gemu:qemu:0.9.0:*: "

cpe:2.3:a:gemu:gemu:0.9.1 e

dkkak ok kakak.

cpe:2.3:a:gemu:gemu:0.9.1-5:*

Ak kKK kKK,

cpe:2.3:a:gemu:gemu:1.0: e

Skukakkkak.

cpe:2.3:a:gemu:gemu:1.0:ret

Skkukkkuk.

cpe:2.3:a:gemu:gemu:1.0:rc2:

dkk Lk kkuk.

cpe:2.3:a:gemu:gemu:1.0:rc3: %
cpe:2.3:a:gemu:gemu:1.0:rcd
cpe:2.3:a:gemu:gemu:1.0.1 %
cpe:2.3:a:gemu:gemu:t. 1 e

cpe:2.3:a:gemu:gemu:t.1ret e

LRk Lk kakuk,

cpe:2.3:a:gemu:gemu:1.1:rc2:
cpe:2.3:a:gemu:gemu:1.1:re3:
cpe:2.3:a:gemu:gemu:l.tircd: ™
cpe:2.3:a:gemu:gemu:t.4. 1 e
cpe:2.3:a:gemu:gemu:t.4.2: e
cpe:2.3:a:gemu:gemu:1.5.0: e

Rk kR ok ak.

cpe:2.3:a:gemu:gemu:1.5.0:rct

dkak kR akak.

cpe:2.3:a:gemu:gemu:1.5.0:rc3:

cpe:2.3:a:gemu:gemu:1.5. 1



cpe:2.3:a:gemu:gemu:1.5.2: "

cpe:2.3:a:gemu:gemu:1.5.3: "

cpe:2.3:a:gemu:gemu:1.6.0: "

cpe:2.3:a:gemu:gemu:1.6.0:rc3: "

cpe:2.3:a:gemu:gemu:1.6.1 e

cpe:2.3:a:gemu:gemu:1.6.2:% "

No vendor comments have been submitted for this CVE
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