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CVE CVE-2013-6401
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-21 01:04:00 UTC
Updated 2014-05-23 04:03:00 UTC
Description Jansson, possibly 2.4 and earlier, does not restrict the ability to trigger hash collisions predictably, which allows context-deg

/ |

1|

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Jansson Project Jansson 2.0 All All All
Application Jansson Project Jansson 2.0.1 All All All
Application Jansson Project Jansson 2.1 All All All
Application Jansson Project Jansson 2.2 All All All
Application Jansson Project Jansson 2.21 All All All
Application Jansson Project Jansson 2.3 All All All
Application Jansson Project Jansson 2.3.1 All All All
Application Jansson Project Jansson 2.0 All All All
Application Jansson Project Jansson 2.0.1 All All All
Application Jansson Project Jansson 21 All All All
Application Jansson Project Jansson 2.2 All All All
Application Jansson Project Jansson 221 All All All
Application Jansson Project Jansson 2.3 All All All
Application Jansson Project Jansson 2.31 All All All
Application Jansson Project Jansson All All All All
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Reference Source Link Tag:
1035538 — (CVE-2013-6401) CVE-2013-6401 jansson: hash table collisions CPU usage DoS CONFIRM  bugzilla.redhat.com

CVE-2013-6401: Change hash function, randomize hashes - akheron/jansson@8f80c2d - GitHub CONFIRM  github.com

openSUSE-SU-2014:0394-1: moderate: libjansson: fixed denial of service p SUSE lists.opensuse.org

comments.gmane.org | 522: Connection timed out MLIST comments.gmane.org

CVE Program record CVE.ORG www.cve.org canc

NVD vulnerability detail NVD nvd.nist.gov canc
4] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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