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Summary

CVE CVE-2013-6411

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-14 17:21:00 UTC

Updated 2017-08-29 01:33:00 UTC

Description The HandleCrashedAircraft function in aircraft_cmd.cpp in OpenTTD 0.3.6 through 1.3.2 allows remote attackers to cause a denial of service (out-of-bounds read and crash) by crashing an aircraft outside of the map.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openttd Openttd 0.3.6 All All All

Application Openttd Openttd 0.4.0 All All All

Application Openttd Openttd 0.4.0.1 All All All

Application Openttd Openttd 0.4.5 All All All

Application Openttd Openttd 0.4.6 All All All

Application Openttd Openttd 0.4.7 All All All

Application Openttd Openttd 0.4.8 All All All

Application Openttd Openttd 0.5.0 All All All

Application Openttd Openttd 0.5.1 All All All

Application Openttd Openttd 0.5.2 All All All

Application Openttd Openttd 0.5.3 All All All

Application Openttd Openttd 0.6.0 All All All

Application Openttd Openttd 0.6.1 All All All

Application Openttd Openttd 0.6.2 All All All

Application Openttd Openttd 0.6.3 All All All

Application Openttd Openttd 0.7.0 All All All

Application Openttd Openttd 0.7.1 All All All

https://cve.report/
https://cve.report/CVE-2013-6411/mitre
https://cve.report/CVE-2013-6411/nist
https://cve.report/CVE-2013-6411/cve_org
https://cve.report/api/cve/CVE-2013-6411.json
https://cve.report/CVE-2013-6411.pdf
http://cve.report/vendor/openttd
http://cve.report/software/openttd/openttd
http://cve.report/vendor/openttd
http://cve.report/software/openttd/openttd
http://cve.report/vendor/openttd
http://cve.report/software/openttd/openttd
http://cve.report/vendor/openttd
http://cve.report/software/openttd/openttd
http://cve.report/vendor/openttd
http://cve.report/software/openttd/openttd
http://cve.report/vendor/openttd
http://cve.report/software/openttd/openttd
http://cve.report/vendor/openttd
http://cve.report/software/openttd/openttd
http://cve.report/vendor/openttd
http://cve.report/software/openttd/openttd
http://cve.report/vendor/openttd
http://cve.report/software/openttd/openttd
http://cve.report/vendor/openttd
http://cve.report/software/openttd/openttd
http://cve.report/vendor/openttd
http://cve.report/software/openttd/openttd
http://cve.report/vendor/openttd
http://cve.report/software/openttd/openttd
http://cve.report/vendor/openttd
http://cve.report/software/openttd/openttd
http://cve.report/vendor/openttd
http://cve.report/software/openttd/openttd
http://cve.report/vendor/openttd
http://cve.report/software/openttd/openttd
http://cve.report/vendor/openttd
http://cve.report/software/openttd/openttd
http://cve.report/vendor/openttd
http://cve.report/software/openttd/openttd


Application Openttd Openttd 0.7.1 All All All

Application Openttd Openttd 0.7.2 All All All

Application Openttd Openttd 0.7.3 All All All

Application Openttd Openttd 0.7.4 All All All

Application Openttd Openttd 0.7.5 All All All

Application Openttd Openttd 1.0.0 All All All

Application Openttd Openttd 1.0.0 beta1 All All

Application Openttd Openttd 1.0.0 beta2 All All

Application Openttd Openttd 1.0.0 beta3 All All

Application Openttd Openttd 1.0.0 beta4 All All

Application Openttd Openttd 1.0.0 rc1 All All

Application Openttd Openttd 1.0.0 rc2 All All

Application Openttd Openttd 1.0.0 rc3 All All

Application Openttd Openttd 1.0.1 All All All

Application Openttd Openttd 1.0.1 rc1 All All

Application Openttd Openttd 1.0.1 rc2 All All

Application Openttd Openttd 1.0.2 All All All

Application Openttd Openttd 1.0.2 rc1 All All

Application Openttd Openttd 1.0.3 All All All

Application Openttd Openttd 1.0.3 rc1 All All

Application Openttd Openttd 1.0.4 All All All

Application Openttd Openttd 1.0.4 rc1 All All

Application Openttd Openttd 1.0.5 All All All

Application Openttd Openttd 1.0.5 rc1 All All

Application Openttd Openttd 1.0.5 rc2 All All

Application Openttd Openttd 1.1.0 All All All

Application Openttd Openttd 1.1.1 All All All

Application Openttd Openttd 1.1.2 All All All

Application Openttd Openttd 1.1.3 All All All

Application Openttd Openttd 1.1.4 All All All

Application Openttd Openttd 1.1.5 All All All

Application Openttd Openttd 1.2.0 All All All

Application Openttd Openttd 1.2.1 All All All

Application Openttd Openttd 1.2.2 All All All

Application Openttd Openttd 1.2.3 All All All

Application Openttd Openttd 1.3.1 All All All
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Application Openttd Openttd 1.3.2 All All All

Application Openttd Openttd 0.3.6 All All All

Application Openttd Openttd 0.4.0 All All All

Application Openttd Openttd 0.4.0.1 All All All

Application Openttd Openttd 0.4.5 All All All

Application Openttd Openttd 0.4.6 All All All

Application Openttd Openttd 0.4.7 All All All

Application Openttd Openttd 0.4.8 All All All

Application Openttd Openttd 0.5.0 All All All

Application Openttd Openttd 0.5.1 All All All

Application Openttd Openttd 0.5.2 All All All

Application Openttd Openttd 0.5.3 All All All

Application Openttd Openttd 0.6.0 All All All

Application Openttd Openttd 0.6.1 All All All

Application Openttd Openttd 0.6.2 All All All

Application Openttd Openttd 0.6.3 All All All

Application Openttd Openttd 0.7.0 All All All

Application Openttd Openttd 0.7.1 All All All

Application Openttd Openttd 0.7.2 All All All

Application Openttd Openttd 0.7.3 All All All

Application Openttd Openttd 0.7.4 All All All

Application Openttd Openttd 0.7.5 All All All

Application Openttd Openttd 1.0.0 All All All

Application Openttd Openttd 1.0.0 beta1 All All

Application Openttd Openttd 1.0.0 beta2 All All

Application Openttd Openttd 1.0.0 beta3 All All

Application Openttd Openttd 1.0.0 beta4 All All

Application Openttd Openttd 1.0.0 rc1 All All

Application Openttd Openttd 1.0.0 rc2 All All

Application Openttd Openttd 1.0.0 rc3 All All

Application Openttd Openttd 1.0.1 All All All

Application Openttd Openttd 1.0.1 rc1 All All

Application Openttd Openttd 1.0.1 rc2 All All

Application Openttd Openttd 1.0.2 All All All

Application Openttd Openttd 1.0.2 rc1 All All

Application Openttd Openttd 1.0.3 All All All
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Application Openttd Openttd 1.0.3 All All All

Application Openttd Openttd 1.0.3 rc1 All All

Application Openttd Openttd 1.0.4 All All All

Application Openttd Openttd 1.0.4 rc1 All All

Application Openttd Openttd 1.0.5 All All All

Application Openttd Openttd 1.0.5 rc1 All All

Application Openttd Openttd 1.0.5 rc2 All All

Application Openttd Openttd 1.1.0 All All All

Application Openttd Openttd 1.1.1 All All All

Application Openttd Openttd 1.1.2 All All All

Application Openttd Openttd 1.1.3 All All All

Application Openttd Openttd 1.1.4 All All All

Application Openttd Openttd 1.1.5 All All All

Application Openttd Openttd 1.2.0 All All All

Application Openttd Openttd 1.2.1 All All All

Application Openttd Openttd 1.2.2 All All All

Application Openttd Openttd 1.2.3 All All All

Application Openttd Openttd 1.3.1 All All All

Application Openttd Openttd 1.3.2 All All All

References

Reference Source Link

openSUSE-SU-2013:1932-1: moderate: update for openttd SUSE lists.opensuse.org

FS#5820 : Openttd crash on airplane crash CONFIRM bugs.openttd.org

OpenTTD 'MapSize()' Function Denial Of Service Vulnerability BID www.securityfocus.com

Security Advisory SA56218 - SUSE update for openttd - Secunia SECUNIA secunia.com

OpenTTD - Security tracker - CONFIRM security.openttd.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Security Advisory SA55589 - OpenTTD Forced Aircraft Crash Denial of Service Vulnerability - Secunia SECUNIA secunia.com

oss-sec: Re: CVE request for OpenTTD MLIST seclists.org

OpenTTD's git repository CONFIRM vcs.openttd.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings
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