CVE-2013-6415

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2013-6415
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-07 00:55:00 UTC
Updated 2019-08-08 15:42:00 UTC
Description Cross-site scripting (XSS) vulnerability in the number_to_currency helper in actionpack/lib/action_view/helpers/number_hel|

/ |

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Rubyonrails Rails 3.0.0 All All All
Application Rubyonrails Rails 3.0.0 beta All All
Application Rubyonrails Rails 3.0.0 beta2 All All
Application Rubyonrails Rails 3.0.0 beta3 All All
Application Rubyonrails Rails 3.0.0 beta4 All All
Application Rubyonrails Rails 3.0.0 rc All All
Application Rubyonrails Rails 3.0.0 rc2 All All
Application Rubyonrails Rails 3.0.1 All All All
Application Rubyonrails Rails 3.0.1 pre All All
Application Rubyonrails Rails 3.0.10 All All All
Application Rubyonrails Rails 3.0.10 rct All All
Application Rubyonrails Rails 3.0.11 All All All
Application Rubyonrails Rails 3.0.12 All All All
Application Rubyonrails Rails 3.0.12 rcl All All
Application Rubyonrails Rails 3.0.13 All All All
Application Rubyonrails Rails 3.0.13 rci All All
Application Rubyonrails Rails 3.0.14 All All All
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Applicaton Kupyonrais Karns 4.0.U - Al Al
Application Rubyonrails Rails 4.0.0 beta All All
Application Rubyonrails Rails 4.0.0 rci All All
Application Rubyonrails Rails 4.0.0 rc2 All All
Application Rubyonrails Rails 4.0.1 rci All All
Application Rubyonrails Rails All - All All
Application Rubyonrails Ruby On Rails 3.0.4 All All All
Application Rubyonrails Ruby On Rails 3.1.11 All All All
Application Rubyonrails Ruby On Rails 3.2.14 All All All
Application Rubyonrails Ruby On Rails 3.2.14 rcl All All
Application Rubyonrails Ruby On Rails 3.2.14 rc2 All All
Application Rubyonrails Ruby On Rails 3.2.15 rcl All All
Application Rubyonrails Ruby On Rails 3.2.15 rc2 All All
Application Rubyonrails Ruby On Rails 3.0.4 All All All
Application Rubyonrails Ruby On Rails 3.1.11 All All All
Application Rubyonrails Ruby On Rails 3.2.14 All All All
Application Rubyonrails Ruby On Rails 3.2.14 rci All All
Application Rubyonrails Ruby On Rails 3.2.14 rc2 All All
Application Rubyonrails Ruby On Rails 3.2.15 rci All All
Application Rubyonrails Ruby On Rails 3.2.15 rc2 All All
Application Rubyonrails Ruby On Rails All All All All
Reference Source Link Tags
openSUSE-SU-2013:1907-1: moderate: update for rubygem-actionpack-3_2 SUSE lists.opensuse.org
openSUSE-SU-2014:0019-1: moderate: update for rubygem-actionpack-2_3 SUSE lists.opensuse.org
Riding Rails: Rails 3.2.16 and 4.0.2 have been released! CONFIRM  weblog.rubyonrails.org  Patch, Ver
openSUSE-SU-2013:1906-1: moderate: update for rubygem-actionpack-3_2 SUSE lists.opensuse.org
CVE-2013-6415 | Puppet CONFIRM  puppet.com
Red Hat Customer Portal REDHAT  rhn.redhat.com
Red Hat Customer Portal REDHAT  rhn.redhat.com
openSUSE-SU-2013:1904-1: moderate: update for rubygem-actionpack-3_2 SUSE lists.opensuse.org
Red Hat Customer Portal REDHAT  rhn.redhat.com
openSUSE-SU-2013:1905-1: moderate: update for rubygem-actionpack-2_3 SUSE lists.opensuse.org
Security Advisory SA56093 - SUSE update for rubygem-actionpack-2_3 - Secunia SECUNIA  secunia.com
openSUSE-SU-2014:0009-1: moderate: update for rubygem-actionpack-3_2 SUSE lists.opensuse.org
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http://cve.report/software/rubyonrails/ruby_on_rails
http://lists.opensuse.org/opensuse-updates/2013-12/msg00082.html
http://lists.opensuse.org/opensuse-updates/2014-01/msg00013.html
http://weblog.rubyonrails.org/2013/12/3/Rails_3_2_16_and_4_0_2_have_been_released/
http://lists.opensuse.org/opensuse-updates/2013-12/msg00081.html
https://puppet.com/security/cve/cve-2013-6415
http://rhn.redhat.com/errata/RHSA-2013-1794.html
http://rhn.redhat.com/errata/RHSA-2014-0008.html
http://lists.opensuse.org/opensuse-updates/2013-12/msg00079.html
http://rhn.redhat.com/errata/RHSA-2014-1863.html
http://lists.opensuse.org/opensuse-updates/2013-12/msg00080.html
http://secunia.com/advisories/56093
http://lists.opensuse.org/opensuse-updates/2014-01/msg00003.html

[ruby-security-ann] 20131203 [CVE-2013-6415] XSS Vulnerability in number_to_currency MLIST groups.google.com

Ruby on Rails 'number_to_currency' Helper Cross Site Scripting Vulnerability BID www.securityfocus.com

Debian -- Security Information -- DSA-2888-1 ruby-actionpack-3.2 DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical,
L] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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