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CVE-2013-6417

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACLAUNCPILPIAN Certain versions of Rails from Rubyonrails contain the following
’ vulnerability:

actionpack/lib/action_dispatch/http/request.rb in Ruby on Rails before
3.2.16 and 4.x before 4.0.2 does not properly consider differences in
parameter handling between the Active Record component and the
JSON implementation, which allows remote attackers to bypass
intended database-query restrictions and perform NULL checks or
trigger missing WHERE clauses via a crafted request that leverages (1) third-party Rack
middleware or (2) custom Rack middleware. NOTE: this vulnerability exists because of an
incomplete fix for CVE-2013-0155.

CVE-2013-6417 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 6.4- MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

openSUSE-SU- 9 SUSE openSUSE-SU-2013:1907
2013:1907-1: moderate:

update for rubygem-

actionpack-3_2

Riding Rails: Rails 3.2.16 £ CONFIRM
and 4.0.2 have been weblog.rubyonrails.org/2013/12/3/Rails_3_2_16_and_4_0_2 have_been_released/
released!

Red Hat Customer Portal & REDHAT RHSA-2014:0469



https://cve.report/
https://cve.report/CVE-2013-6417/mitre
https://cve.report/CVE-2013-6417/nist
https://cve.report/CVE-2013-6417/cve_org
https://cve.report/CVE-2013-6417.pdf
http://cve.report/software/rubyonrails/rails
http://cve.report/vendor/rubyonrails
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.opensuse.org/opensuse-updates/2013-12/msg00082.html
http://weblog.rubyonrails.org/2013/12/3/Rails_3_2_16_and_4_0_2_have_been_released/
https://web.archive.org/web/2013/http://rhn.redhat.com/errata/RHSA-2014-0469.html

Inactive Link™ Not Archived

openSUSE-SU- 9 SUSE openSUSE-SU-2013:1906
2013:1906-1: moderate:

update for rubygem-

actionpack-3_2

() MLIST [ruby-security-ann] 20131203 [CVE-2013-6417] Incomplete fix to CVE-
2013-0155 (Unsafe Query Generation Risk)

Red Hat Customer Portal & REDHAT RHSA-2013:1794

text/html
Inactive Link™ Not Archived

& REDHAT RHSA-2014:0008

Red Hat Customer Portal
Inactive Link™ Not Archived

openSUSE-SU- 9 SUSE openSUSE-SU-2013:1904
2013:1904-1: moderate:

update for rubygem-

actionpack-3_2

CVE-2013-6417 | Puppet % CONFIRM puppet.com/security/cve/cve-2013-6417

openSUSE-SU- 9 SUSE openSUSE-SU-2014:0009
2014:0009-1: moderate:

update for rubygem-

actionpack-3_2

Debian -- Security (© DEBIAN DSA-2888
Information -- DSA-2888-

1 ruby-actionpack-3.2

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Rubyonrails Rails 3.0.0 All All All
Application Rubyonrails Rails 3.0.0 beta All All
Application Rubyonrails Rails 3.0.0 beta2 All All
Application Rubyonrails Rails 3.0.0 beta3 All All
Application Rubyonrails Rails 3.0.0 beta4 All All
Application Rubyonrails Rails 3.0.0 rc All All
Application Rubyonrails Rails 3.0.0 rc2 All All
Application Rubyonrails Rails 3.0.1 All All All

Application Rubyonrails Rails 3.0.1 pre All All
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Application
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Application
Application
Application

Application

cpe:2.3:a:rubyonrails:rails:3.0.0:*:* "

cpe:2.3:a:rubyonrails:rails:3.0.0:beta

cpe:2.3:a:rubyonrails:rails:3.0.0:beta2

cpe:2.3:a:rubyonrails:rails:3.0.0:beta3

cpe:2.3:a:rubyonrails:rails:3.0.0:rc

Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
Rubyonrails
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Rails
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Rails
Rails
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Ruby On Rails
Ruby On Rails
Ruby On Rails
Ruby On Rails
Ruby On Rails
Ruby On Rails
Ruby On Rails
Ruby On Rails
Ruby On Rails

Ruby On Rails

ARk Lk kKK,

dkakukkukak.

dkak Lk kkak.

Kk kKKK,

3.24
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3.2.7
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4.0.0
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cpe:2.3:a:rubyonrails:rails:3.0.1:*

dkak ok akkak.

cpe:2.3:a:rubyonrails:rails:3.0.1:pre:*:*:**:*:*:

Akak kKK kK,

cpe:2.3:a:rubyonrails:rails:3.0.10: ™

Kk ak KRk,

cpe:2.3:a:rubyonrails:rails:3.0.10:rc1 ™

ARk koK kR ak,

cpe:2.3:a:rubyonrails:rails:3.0.13:

Sk kKK k.

cpe:2.3:a:rubyonrails:rails:3.0.13:rc1 %

cpe:2.3:a:rubyonrails:rails:3.0.5:* " "

dkakukkakak.

cpe:2.3:a:rubyonrails:rails:3.0.5:rc1: "

cpe:2.3:a:rubyonrails:rails:3.0.6:*:* "

dkakukkukak.

cpe:2.3:a:rubyonrails:rails:3.0.6:rc1:*:": "

dkakukkukuk.

cpe:2.3:a:rubyonrails:rails:3.0.6:rc2:*:*:*:**::

cpe:2.3:a:rubyonrails:rails:3.0.7:%:*

dkakukkkak.

cpe:2.3:a:rubyonrails:rails:3.0.7:rc1: %



cpe:2.3:a:rubyonrails:rails:3.0.8:*:**:**:*:*:

dkak kR kuk.

cpe:2.3:a:rubyonrails:rails:3.0.8:rc2:*:*:*

ak kR Lk kuk.

cpe:2.3:a:rubyonrails:rails:3.0.8:rc3:

dkakk ok akak.

cpe:2.3:a:rubyonrails:rails:3.0.8:rc4

cpe:2.3:a:rubyonrails:rails:3.0.9:*:

Rk kR akak.

cpe:2.3:a:rubyonrails:rails:3.0.9:rc2:*:*:**:*:*:

Rk Rk ok ak,

cpe:2.3:a:rubyonrails:rails:3.0.9:rc3:*:**

dk kR ok ak k.

cpe:2.3:a:rubyonrails:rails:3.0.9:rc4 *:**

dkakak ok akak.

cpe:2.3:a:rubyonrails:rails:3.0.9:rc5:*:***

cpe:2.3:a:rubyonrails:rails:3.1.0:* " "

cpe:2.3:a:rubyonrails:rails:3.1.1: =

akakukkakak.

cpe:2.3:a:rubyonrails:rails:3.1.1:rc1: "

dkakakkakak.

cpe:2.3:a:rubyonrails:rails:3.1.1:rc3:*:":*:*

ARk kKK LRk,

cpe:2.3:a:rubyonrails:rails:3.1.10: %"

cpe:2.3:a:rubyonrails:rails:3.1.2:%:* ™

dk Lk ukkkak.

cpe:2.3:a:rubyonrails:rails:3.1.2:rc1: %



cpe:2.3:a:rubyonrails:rails:3.1.3:*:*
cpe:2.3:a:rubyonrails:rails:3.1.4:*:*****:*:
cpe:2.3:a:rubyonrails:rails:3.1.4:rc1
cpe:2.3:a:rubyonrails:rails:3.1.5:*
cpe:2.3:a:rubyonrails:rails:3.1.5:rc1
cpe:2.3:a:rubyonrails:rails:3.1.6:*:
cpe:2.3:a:rubyonrails:rails:3.1.7:*
cpe:2.3:a:rubyonrails:rails:3.1.8:*
cpe:2.3:a:rubyonrails:rails:3.1.9:
cpe:2.3:a:rubyonrails:rails:3.2.0:*

ek Rk ok ak k.

cpe:2.3:a:rubyonrails:rails:3.2.0:rc1 ™"

cpe:2.3:a:rubyonrails:rails:3.2.3:*:* %

dkakukkakak.

cpe:2.3:a:rubyonrails:rails:3.2.3:rc1: "

cpe:2.3:a:rubyonrails:rails:3.2.4 %"
cpe:2.3:a:rubyonrails:rails:3.2.4:rc1: "

cpe:2.3:a:rubyonrails:rails:3.2.5: %%

cpe:2.3:a:rubyonrails:rails:3.2.6: %"



cpe:2.3:a:rubyonrails:rails:3.2.7:%:*****:*:

cpe:2.3:a:rubyonrails:rails:3.2.8:*:*****:*:

cpe:2.3:a:rubyonrails:rails:3.2.9:*:

cpe:2.3:a:rubyonrails:rails:4.0.0:-* "

SRk kKKK,

cpe:2.3:a:rubyonrails:rails:4.0.0:beta:*:*:*:*:*:*:

Rk Lk akakak.

cpe:2.3:a:rubyonrails:rails:4.0.0:rc1

Rk kR akak.

cpe:2.3:a:rubyonrails:rails:4.0.0:rc2:*:*:*:*:*:*:

cpe:2.3:a:rubyonrails:rails:3.0.0:*:

SRk Lk kR k.

cpe:2.3:a:rubyonrails:rails:3.0.0:beta:*:*:*:*:*:*:

dk kR ok akak.

cpe:2.3:a:rubyonrails:rails:3.0.0:beta2:*:*:*:*:*:*:

dkakakakakak.

cpe:2.3:a:rubyonrails:rails:3.0.0:beta3:*:*:*:*:*:*:

ARk kKR LKk,

cpe:2.3:a:rubyonrails:rails:3.0.16:*:*:*:**:*:*:

ARk kKR LKk,

cpe:2.3:a:rubyonrails:rails:3.0.17:*:* % %"

ARk koK ak kR,

cpe:2.3:a:rubyonrails:rails:3.0.19:*** ***:*:



cpe:2.3:a:rubyonrails:rails:3.0.2:*:

dkak kR kuk.

cpe:2.3:a:rubyonrails:rails:3.0.2:pre:*:*:*:*:*:*:

cpe:2.3:a:rubyonrails:rails:3.0.3:

dkak Lk akakak.

cpe:2.3:a:rubyonrails:rails:3.0.4:rc1

cpe:2.3:a:rubyonrails:rails:3.0.5:*

Rk kR akak.

cpe:2.3:a:rubyonrails:rails:3.0.5:rc1

cpe:2.3:a:rubyonrails:rails:3.0.6:*:*:

Wk Rk Lk ak k.

cpe:2.3:a:rubyonrails:rails:3.0.6:rc1

dk Rk ok akak.

cpe:2.3:a:rubyonrails:rails:3.0.6:rc2:*:*:*:*:*:*:

cpe:2.3:a:rubyonrails:rails:3.0.7:* " "

dkakakkakak.

cpe:2.3:a:rubyonrails:rails:3.0.9:rc2:*:*:*:*:*::

dkakukkakak.

cpe:2.3:a:rubyonrails:rails:3.0.9:rc3:*: "

dkkukkakak.

cpe:2.3:a:rubyonrails:rails:3.0.9:rc5:*: "

cpe:2.3:a:rubyonrails:rails:3.1.0:*:*

dkakuk Lk ukak.

cpe:2.3:a:rubyonrails:rails:3.1.0:betat :*:*:*:*:*:*:

dkkukakkuk.

cpe:2.3:a:rubyonrails:rails:3.1.0:rc1: %



dkuk kR kuk.

cpe:2.3:a:rubyonrails:rails:3.1.0:rc4 "

dkak kR kuk.

cpe:2.3:a:rubyonrails:rails:3.1.0:rc5:

dkak kR akak.

cpe:2.3:a:rubyonrails:rails:3.1.0:rc7:

dkak Lk akkak.

cpe:2.3:a:rubyonrails:rails:3.1.0:rc8:*:*:*:*:*:*:

cpe:2.3:a:rubyonrails:rails:3.1.1

Wk kR ok ak k.

cpe:2.3:a:rubyonrails:rails:3.1.1:rc2:*:**:**:*:

Rk kR akak.

cpe:2.3:a:rubyonrails:rails:3.1.1:re3:*:**:**:*:

cpe:2.3:a:rubyonrails:rails:3.1.3: " "

cpe:2.3:a:rubyonrails:rails:3.1.4: " "

cpe:2.3:a:rubyonrails:rails:3.1.6:* " "

cpe:2.3:a:rubyonrails:rails:3.1.7:* "

cpe:2.3:a:rubyonrails:rails:3.1.8:*:* "™

cpe:2.3:a:rubyonrails:rails:3.1.9:%:* "

cpe:2.3:a:rubyonrails:rails:3.2.0:*:*

dkkuk Lk kuk.

cpe:2.3:a:rubyonrails:rails:3.2.0:rc2:*:*:*:**::

cpe:2.3:a:rubyonrails:rails:3.2.1: %" "

AkLakLk kR LRk,

cpe:2.3:a:rubyonrails:rails:3.2.10::*: % :*:*:

AnnD iacriihvnanrailesraile2 O 44 Fokokok ook,



UMC.c.v. A luUvyvlaid.and.v.c. h le o v o 0 v o s

AkakLak kKR k.

cpe:2.3:a:rubyonrails:rails:3.2.12:* % *:*:*:

Kk kKK k.

cpe:2.3:a:rubyonrails:rails:3.2.13:rc1 ™

cpe:2.3:a:rubyonrails:rails:3.2.13:rc2:*:*:**:*:*:
cpe:2.3:a:rubyonrails:rails:3.2.2:*
cpe:2.3:a:rubyonrails:rails:3.2.2:rc1
cpe:2.3:a:rubyonrails:rails:3.2.3:*:

dkak kR akak.

cpe:2.3:a:rubyonrails:rails:3.2.3:rc1

cpe:2.3:a:irubyonrails:rails:3.2.4:*
cpe:2.3:a:rubyonrails:rails:3.2.4:rc1 7 "
cpe:2.3:a:irubyonrails:rails:3.2.5:%:*:* "
cpe:2.3:a:irubyonrails:rails:3.2.6:*:*:* "%
cpe:2.3:a:rubyonrails:rails:3.2.7:* " "
cpe:2.3:a:rubyonrails:rails:3.2.8:*:* "

cpe:2.3:a:rubyonrails:rails:3.2.9: """

cpe:2.3:a:rubyonrails:rails:4.0.0:-:** "

dkakakkakak.

cpe:2.3:a:rubyonrails:rails:4.0.1:rc1: "

dka_akakokkk Lk,

cpe:2.3:a:rubyonrails:rails:*:-:*: "%

cpe:2.3:a:rubyonrails:ruby_on_rails:3.0.4:*: "%

dkakak ok kukk,

cpe:2.3:a:rubyonrails:ruby_on_rails:3.2.14:*:* "%

akakkokukuk.

cpe:2.3:a:rubyonrails:ruby_on_rails:3.2.14:rc1:*:*: " "

akakkakukk.

cpe:2.3:a:rubyonrails:ruby_on_rails:3.2.14:rc2:*:*:*:*:*:*:

akakkakukuk.

cpe:2.3:a:rubyonrails:ruby_on_rails:3.2.15:rc1:*:*: " *:*:



KKk akukuk.

cpe:2.3:a:rubyonrails:ruby_on_rails:3.2.15:rc2:*:*:*:*:*:*:

cpe:2.3:a:rubyonrails:ruby_on_rails:3.0.4:*

dk Kk ok kR k.

cpe:2.3:a:rubyonrails:ruby_on_rails:3.2.14: ™

Kk koK kR,

cpe:2.3:a:rubyonrails:ruby_on_rails:3.2.14:rc1: "

Kk kKR k.

cpe:2.3:a:rubyonrails:ruby_on_rails:3.2.14:rc2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:rubyonrails:ruby_on_rails:3.2.15:rc1 " %

Rk kR kR kK,

cpe:2.3:a:rubyonrails:ruby_on_rails:*:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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