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Description

/

CVE CVE-2013-6418
State PUBLIC
Assigner

secalert@redhat.com
Source Priority CVE Program / NVD first with legacy fallback
2014-05-05 17:06:00 UTC

2016-11-28 19:09:00 UTC

Risk And Classification

PyWBEM 0.7 and earlier uses a separate connection to validate X.509 certificates, which allows man-in-the-middle attacke

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor

Application

Product Version Update Edition

Pywbem Project Pywbem All All All

Language

All

References

1]

Reference Source
SUSE-SU-2014:0580-1 SUSE
oss-sec: Re: CVE already assigned for 10268917 MLIST
Security Advisory SA58327 - SUSE update for python-pywbem - Secunia SECUNIA

1039801 — (CVE-2013-6418) CVE-2013-6418 pywbem: TOCTOU vulnerability in certificate validation = CONFIRM

PyWBEM / Code / Commit [r627] CONFIRM
PyWBEM / [pywbem-devel] TOCTOU issue (time of check, time of use) MLIST
PyWBEM Man In The Middle Multiple Information Disclosure Vulnerabilities BID
Oracle Solaris Bulletin - January 2016 CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link

Www.suse.com
seclists.org
secunia.com
bugzilla.redhat.com
sourceforge.net
sourceforge.net
www.securityfocus.com
www.oracle.com
WWW.CVe.org

nvd.nist.gov

Wﬂ

No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2013-6418/nist
https://cve.report/CVE-2013-6418/cve_org
https://cve.report/api/cve/CVE-2013-6418.json
https://cve.report/CVE-2013-6418.pdf
http://cve.report/vendor/pywbem_project
http://cve.report/software/pywbem_project/pywbem
https://www.suse.com/support/update/announcement/2014/suse-su-20140580-1.html
http://seclists.org/oss-sec/2013/q4/531
http://secunia.com/advisories/58327
https://bugzilla.redhat.com/show_bug.cgi?id=1039801
http://sourceforge.net/p/pywbem/code/627/
http://sourceforge.net/p/pywbem/mailman/message/31757312/
http://www.securityfocus.com/bid/64544
http://www.oracle.com/technetwork/topics/security/bulletinjan2016-2867206.html
https://www.cve.org/CVERecord?id=CVE-2013-6418
https://nvd.nist.gov/vuln/detail/CVE-2013-6418

There are currently no legacy QID mappings associated with this CVE.
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