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CVE CVE-2013-6419
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-07 18:55:00 UTC
Updated 2014-03-08 05:11:00 UTC
Description Interaction error in OpenStack Nova and Neutron before Havana 2013.2.1 and icehouse-1 does not validate the instance IL
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openstack Havana All All All All
Reference Source Link
Gerrit Code Review MISC review.(
oss-security - [OSSA 2013-033] Metadata queries from Neutron to Nova are not restricted by tenant (CVE-2013-6419)  MLIST WWW.Of
Gerrit Code Review MISC review.(
OpenStack Neutron and Nova CVE-2013-6419 Information Disclosure Vulnerability BID WWW.S€E
Red Hat Customer Portal REDHAT  rhn.red|
Bug #1235450 “[OSSA 2013-033] Metadata queries from Neutron to N...” : Bugs : neutron CONFIRM  bugs.la
Red Hat Customer Portal REDHAT  rhn.red|
CVE Program record CVE.ORG www.cv
NVD vulnerability detail NVD nvd.nist
| | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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