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Summary

CVE CVE-2013-6434

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-24 18:55:00 UTC

Updated 2023-02-13 04:49:00 UTC

Description The remote-viewer in Red Hat Enterprise Virtualization Manager (RHEV-M) before 3.3, when using a native SPICE client invocation method, initially makes insecure connections to the SPICE server, which allows man-in-the-middle attackers to spoof the SPICE server.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Enterprise Virtualization Manager 2.1 All All All

Application Redhat Enterprise Virtualization Manager 2.2 All All All

Application Redhat Enterprise Virtualization Manager 2.2.3 All All All

Application Redhat Enterprise Virtualization Manager 3.0 All All All

Application Redhat Enterprise Virtualization Manager 3.1 All All All

Application Redhat Enterprise Virtualization Manager 2.1 All All All

Application Redhat Enterprise Virtualization Manager 2.2 All All All

Application Redhat Enterprise Virtualization Manager 2.2.3 All All All

Application Redhat Enterprise Virtualization Manager 3.0 All All All

Application Redhat Enterprise Virtualization Manager 3.1 All All All

Application Redhat Enterprise Virtualization Manager All All All All
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Malformed Request

Red Hat Customer Portal

Red Hat Enterprise Virtualization Manager Insecure SPICE Connection Lets Remote Users Conduct Man-in-the-Middle Attacks - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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